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Performance Improvement of Signature-based Traffic Classification
System by Optimizing the Search Space
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ABSTRACT

The payload signature-based traffic classification systemn has to deal with large amount of troffic data, as the number of
inferet-based applications and network fraffic continue to grow. While a number of pattern-matching algorithms have been
proposed to improve processing speedin the literature, the performance of pattern matching algorithms is restrictive and
depends on the features of its input dafa. In this paper, we studied how to optimize the search space in order to improve
the processing speed of the payload signature-based traffic classification system. Also, the feasibility of our design choices was
proved via experimental evaluation on our campus fraffic tfrace.
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Matching Algo. Signature Type Robin-Karp DFA Full NFA Partial NFA Full
L Fixed offset 0.03 0.05 0.08 0.08
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Variable offset 1.28 0.32 0.90 042
TR <= D 3.45 0.19 0.08 0.16
Regular Expression
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Unit TCP UDP Total

Flow 3,972,069 2,462,386 6,434,955
Packet(K) 218,013 113,094 331,107
Byte(MB) 188,415 100,332 288,747
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Pktl | Pkt2 | Pkt3 | Pkt4 | Pkt5 | Pkt6 | Pkt7
Flow [92.3]93.193.1|93.2 (932 932|932
Pkt 824852865867 |86.8 | 86.8 | 868
Byte | 77.5 | 81.1 | 82.2| 825 | 82.7|82.7 | 82.7
Flow [962|96.3 963 |96.3 [ 963 | 96.3 | 963
Pkt |98.6|98.7|98.7 |98.7(98.7 | 98.7 | 98.7
Byte | 97.4|97.6 | 97.6 | 97.6 | 97.6 | 97.6 | 97.6

Complete
-ness

Overall
Accuracy

Matched Signature Offset
—

T T T T
. H - matched offset

matched pkt number
C—LWwLUAIKOD

| I N I R N L
0 100 200 300 400 500 600 700 800 900 1000 1100 1200 1300 1400 1500
matched pkt offset

(33 3) AaYx7} ol {1

ME Ao ZA EF A7HS 7HaAZ
NE 7 Uk

oo
Ul

4.1.3 ZAkshe 12l 37| #=st

1712 #Z YelA 2= so]| 2 do]E
a718 Aggozs EQY dolgo W ¥

—

e AaAE F dTh

(19 3 71E &7 A2"H[1]E &85t 8t
F o el B skE EdY S tde
E HTTPA IYA S A5k A2y A o] w3 ¢
A& Yeti I vk 71E 7/ A2 FES

o] BE i3l sjFl HA Fo|REE ZAbe)
Ol -9 AJZY A= #1719 500byte, Z25-9] 2

WA ol i E S o Q3 Ao sl
3217 1000bytes ©] o}cﬂm wjHo] WA= A
S ¢ 4 vk HITPEEREEZE AIYXE
1000bytes ©]’dol Al mj == 7-9-7F LA o=
ol& HTTP Egj ¥ 9| 2% sjzls FA sk #o]
2C HolEol stdel thEk = HE 7} 1000 bytes
ooz FAEE ol AZIUA7L 1000bytes
o igol A T

(Z 6) AlTZHA Mols 2ot

Before After
Feature .. ..
rewriting rewriting
?’oj’f;allerns start with 45.45% 50.78%
nEN >3 6.49% 3.48%
% of patterns with "[]" 0% 0%

B =R (29 3)9 A3 Aol os|A
HTTP AlZIYA7F obd 7% 53 szl
1000bytes ©]3}e] Ho|ZE ©] o]HTHE ZALgHTH
HTTP AU A & 588 olste] sz sf7l9]
BE go]2E HolHE A&t}

4.2 AaUAN B4 ZZH X5

w AollMs Al A o

2 & 2B 9
N Aol BR A2de) Ao SEg
P ANE BHS ANB,

4.2.1 ks TRIB0| FFSHE AN 71

Z Hes vy &

FEFY AE FEo TS VA= 840t

I § 0] ARE A TIY A O] Az} whR] vt

olEE HAFCE ZHS Fof mWE Al

Miss-matchE 2T G Ao, AT 2] &4
o1

=
e GaAD & Yk SHUE =G Fex
© f% 2ERIEE THRE YeY &
g FAS ZA717) B2l BY Tl B
B

M E A I R
£E ¥olu, dYE FHE9} FHH29] AL A
Halof Frh.

o ss27e] vl tel 7% A
Fol 7 5o i A1UA H&S e ¥

etz QIHY HEst3| (12339)



Performance of signature refinement
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Signature DFA Full NFA Partial

“GET. *NateOn.* 0.23sec 0.05 sec
“GET. *nateon\.nate\.com.* 0.22 sec 0.06 sec

SSSA “GET. *adimg\.nate\.com.* 0.18 sec 0.11 sec
"GET. *cyad\.nate\.com.* 0.25 sec 0.15 sec
“GET. *nateonipml\.nate\.com.* 0.21 sec 0.10 sec
"GET. *(NateOn)|(nateon\.nate\.com)|
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