o1z] 2] & U|ELFNA <k Al AHEF AL
SI2 = B T AR

Enhanced Reputation-based Fusion Mechanism for Secure Distributed
Spectrum Sensing in Cognitive Radio Networks

2w 8l Fd 5"
Mihui Kim Hyunseung Choo
o ok
0 =
ol e Fd Ao vAR B T Au| 2o thh Faigre] 9 T AR BT 7] FoAS T4
23Tk A #H L T Ve dFEH AHEFQ Fao ALE fﬂﬂo 2Agske] 1 Ad A A ag Ade Fal
= & 71&S A L AR Frl e EHIAA 2HEY A % Qé—% Fo|3A Thpe] EEOA

H Al 71Ee] AFEe gtk J8y Fostie AARES] 98 75 Wi e
lﬂ.foL 7150 TQ‘FZ—? o|t}h, olo] AMAxE9 HAZk(reputation)S 7] © Z WSPRT(weighted sequential
A3t RDSS WlAY 0] A=A T2t RDSSAA = Al Ao e
c 34 G AT Al o mEA AT & globe Eol Stk
AR WSPRTOﬂ g, Py HelE EANE Fo R AL ol&
JE wWAY

Bk
Wgstel 3 BRI By 2uE
_]

mﬂqZﬂH43}

Aol whel WSPRT T6§ 357}
oo & =iolM e HHFhe]
o3t FAFSA S ebxlEt

\-J MF
fu o

7FsAel w2 AR AF FANM MAAA wEA FAN B F
H

23 AT, ATAN AHE Bal B oA AL v AL Fo) rossHT} 42 50 A4S AT wek Atap
FF RS WAt B4 B3O $5F 45T ATFE BFAAT

ABSTRACT

Spectrum scarcity problem and increasing spectrum demand for new wireless applications have embossed the importance
of cognitive radio technology; the fechnology enables the sharing of channels among secondary (unlicensed) and primary
(licensed) users on a non-inferference basis affer sensing the vacant channel. To enhance the accuracy of sensing, distributed
spectrum sensing is proposed. However, it is necessary to provide the robustness against the compromised sensing nodes in the
distributed spectrum sensing. RDSS, a fusion mechanism based on the reputation of sensing nodes and WSPRT (weighted
sequential probability ratio test), was proposed. However, in RDSS, the execution number of WSPRT could increase according
to the order of inputted sensing values, and the fast defense against the forged values is difficult. In this paper, we propose
an enhanced fusion mechanism fo input the sensing values in reputation order and exclude the sensing values with the high
possibility to be compromised, using the frend of reputation variation. We evaluate our mechanism through simulation. The results
show that our mechanism improves the robustness against attack with the smaller number of sensing values and more accurate
detection ratio than RDSS.
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