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ABSTRACT

To solve user authentication problem, many remote user authentication schemes using password and smart card at the same
time have been proposed. Due fo the increasing of inferest in personal privacy, there were some recent researches to provide
user anonymity. In 2004, Das et al. firstly proposed an authentication scheme that guarantees user anonymity using a dynamic
ID. In 2005, Chien et al. pointed out that Das et al.’s scheme has a vulnerability for guaranteing user anonymity and proposed
an improved scheme. However their authentication scheme was found some weaknesses about insider atfack, DoS attack, and
restricted replay attack. In this paper, we propose an enhanced scheme which can remove vulnerabiliies of Chien et al.’s
scheme. The proposed authentication protocol prevented insider aftack by using user’s Nonce value and removed the restricted
replay attack by replacing time stamp with random number. Furthermore, we improved computational efficiency by eliminating
the exponentiation operation.
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