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An Outlier Cluster Detection Technique for Real-time Network Intrusion
Detection Systems
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Abstract

Infrusion detection systemIDS) has recently evolved while combining signature-based  detection  approach with  anomaly
detection approach. Although signature-based IDS fools have been commonly used by utiizing machine learming dlgorithrms, they
only detect network infrusions with already known patterns. Idedl IDS tools should always keep the signature database of your
detection system up-fo-date. The system needs to generate the signatures to detect new possible attacks while monitoring and
analyzing incoming network data. In this paper, we propose a new outlier clusfer detection algorithm with density (or influence)
function. Our method assumes that an outlier is a kind of cluster with similar insfances instead of @ single object in the context of
network infrusion. Through extensive experiments using KDD 1999 Cup Intrusion Detection dataset, we show that the proposed
method outperform the conventional outfier defection method using Euclidean distance function, specially when atfacks occurs
frequently.
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