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ABSTRACT

Through the ex post facto restraints, the Constitutional Court ruled that the investigative agency’s right to request communication
data stipulated in the TBA §83 violates the right to self-determination of personal information and the due process. As legislators must
revise related laws to conform fo the Constitutional Court ruling by 2023.12.31, it is urgent to prepare legislative measures that meets
the PCSA § 13, the TBA § 83, and the PIPA §18. On the other hand, the U.S. is implementing revere-location search warrant based
on geo-fencing technology, a fechnology that sefs a virtual boundary and provides a service to record or reprocess the location
based on recorded information. It caused legal problems, such as collecting a large amount of location information kept by ISPs or
platform companies, and indiscriminately collecting information of unrelated individuals. Accordingly, New York has proposed a revised
Criminal Procedure Act to limit the indiscriminate collection of personal information. The problem of extensive search and seizure of
digital dafa can also arise from frans-border access fo cloud servers. The way to decide the place is different between GPS and the
base stafion method. Also, the accuracy is low at the base station. According tothe current rule of the warrant, the investigative
agency can only use the base stations’ information for investigation. Also, they must specify the subject of the search and seizure and
cannot collect unrelated information.  Through a comparative analysis of the problem of widely collecting and tracking individual
location information with geo-fencing fechnology in the U.S., this study aims to prepare improved legislative measures that put the
brakes on the current investigation practice of indiscriminately collecting telecommunication data. According fo the law, a warrant
cannot be issued unless the suspect can be identified; however, preliminary information should be gathered for the investigation to
identify the culprit. This study therefore proposes the retention of a warrant system that was supervised by prior judicial institutions while
infroducing warrants for information gathering ot a level that is laxer than the current one. By proposing the modification of search
and seizure warrants for digital evidence, this study expects to enhance the effectiveness of forced investigations that meet due
process and the right to self-determination of personal information.
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The communication data includes information that can identify
individuals, such as names, registration numbers, addresses,

1. Introduction

The Constitutional Court ruled on July 21, 2022, using ex and phone numbers, which can be obtained through random

post facto restraints, that the investigative agency’s right to requests from telecommunication business without a warrant.

request communication data  stipulasted in  the This has been controversial since the owners of the information

Telecommunications Business Act (TBA) §83 violates the right
to self-determination of personal information and due process.
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are not notified of such disclosure. Thus, the Court demanded
that the improvement legislation should be made by Dec 31st,
2023 [1] [2].

A mobile phone may track an individual’slocation by
backtracking the facts communicated with a base station. With
the development of technology, the problem of infringement
of personal information has reached a serious level due to
collecting more accurate user information by using GPS-based
virtual fence designation. The legal restrictions are needed to
guarantee rights to citizens as possibility of indiscriminate use
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of information of non-suspects increases. Thus, this study aims
to review the inconsistency between the TBA §83, the
Protection of Communication Secrets Act(PCSA)[3], and the
Personal Information Protection ~Act(PIPA)[4], thereby
presenting problems and legislative solution if geo-fencing is
used in Korea. This study will also analyze the U.S. system
in comparative perspective to propose possible solution.

2. Domestic Laws related to
utilization of personal

information

2.1 Combination Order 2016Hun-Ma388

In this Constitutional Court case, the claimants argued that
it was unconstitutional to provide communication data related
to the claimant to the investigative agency in accordance with
the TBA §83. The Court ruled that even though the provision
limits the right to self-determination and does not apply the
rule of warrant, it does not violate the proportionality principle
since it leads to the discovery of substantive truth in the early
stages of criminal investigation. However, the Court also ruled
that even though the notification to users can be omitted due
to the confidentiality of investigation and the rapidity of
information collection, it can still violate the due process in
that there was no post-notification procedure [1]. Thus, the
Court requested to amend the law by Dec 31st, 2023.

2.2 Problem of the incompatibility between
the Laws

The TBA § 83 stipulates that the telecommunication
business holders can voluntarily follow the investigative
agencies’request of communications data. This Act does not
require warrant and a notification of inspection facts. Thus,
there is a room for due process violation since there is a
possibility of infringement of rights such as self-determination
of personal information and privacy. The essence of the warrant
requirement is to go through a non-biased judge’s decision
on compulsory dispositions such as search and seizure and
arrest [1]. Under the current PCSA, the investigation of base
station is subject to warrant as it is a compulsory disposition.
Considering that communication data can infer sensitive

personal information when combined with other information
and that the acquisition and use of irrelevant information can
be problematic, compulsory disposition should be applied
rather than arbitrary disposal. In addition, the acquisition, use,
and storage of irrelevant and separate information can be a
problem rather than the vastness of information in requesting
communication data [5]. As a result, it is necessary to restrict
the acquisition or storage of irrelevant information.

The PCSA was partially revised in 2005 to ensure the
fundamental rights by establishing strict procedures for
requesting an access and provision of communications data.
The revision includes mandatory ‘permission from the court’
and post-notification when requesting communication
information confirmation data. As a result, investigative
agencies often use data provision request stipulated under TBA
rather than obtaining the permission from the court under the
PCSA. After the introducing the warrant system, it is assumed
that the investigative agencies are gathering information in a
manner that is not limited by a warrant [6].

Personal information, defined as “all information on a
specific individual’s physical and personal relationship,”[7]can
be protected by the PIPA if communication data is converted
into specific information. Furthermore, under the current PIPA
§ 18(2), protections are excluded if there are special provisions
in other laws. However, because there are no related laws,
information and communication businesses are more likely to
break the law. However, these communication data are required
for investigative agencies to prevent crime and resolve cases
as soon as possible. When restrictions or the subsidiarity
principle areadded, difficulties in investigation are to be
expected, thereby potentially posing a risk to public safety.
As a result, it seems necessary to have a plan that encompasses
both crime resolution and personal information protection.

3. Location Information:
Technology and Utilization

3.1 Geo-fencing technology

Geo-fencing works by recording the response of mobile
device, RFID, and apps as present when someone enters a
virtual boundary set by an administrator [8][9]. Geo-fencing
is inexpensive and does not require any additional applications
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[10]. Beacon is similar in that it interacts with mobile devices
in the designated area, but it is also different in that it requires
device installation and lacks sophistication [11]. Furthermore,
the process of creating geofences and setting up algorithms
focuses on combining the users’interest in collecting current
location information with the perception of proximity [12]. The
information used during this process, such as GPS, Wi-H, and
cellular data, follows the format of latitude and longitude
coordinates taken from GPS devices. And these coordinates
generate trigger events according to the boundary defined as
geofence [13]. To leverage geo-fencing, administrators or
developers must first set virtual boundaries around specific
locations in GPS or RFID-enabled software, and virtual
geo-fence responds when authenticated devices enter or leave
the designated area [8].

Acquisition of

Location Infarmation E
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(Figure 1) Diagram of Geo-Fencing Technology

3.2 Trax: App for storing location
information

Trax, created by a former police officer in the United States,
recognizes all types of mobile phone data received from an
information provider, stores wireless bass station locations,
visualizing call information, and creates an investigation
warrant. It enters into the program after collecting records, and
generates KML file that retrieves all used base station
information located in the area in chronological order. In
addition, the information between base stations is combined
to show the users’location by backtracking the distance of cell
signal and the call length. As a result, phone records can be

analyzed to show people’s whereabouts and where they spend
a lot of time, as well as to track the location of specific
incidents like murder and theft [14].

3.3 The Use of Geo-Fencing Technology

Geo-fencing technology is used in various fields. In the
United States, large shopping malls are marketing themselves
by providing customers discount coupons of nearby stores
based on the customer location collected with the utilization
of geo-fencing technology [15]. In case of delivery apps, radius
of stores is set to provide services based on actual location
of customers [16]. Also, an app that can track children in real
time is being used by utilizing geo-fencing technology [17].
It seems possible to establish a notification service for
pre-designed memo when a user approaches the location using
geo-fencing technology[18]. In addition, the university
attendance system, which uses contactless RF cards or
barcodes, can make attendance through records of access to
and from the relevant classroom if geo-fencing technology can
lead to a development of system that divides each classroom
into virtual boundaries [10].
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(Figure 3) Example of Children-Tracking App that
utilizes Geo-Fencing
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4. Geo-Fencing Technology in the
U.S.

4.1 Reverse Location Search Status

Based on Google Maps, GPS, and recently Trax technology,
the United States has begun to actively utilize geo-fencing or
reverse location search [19]. Since 2016, the number of
geo-fencing warrants executed by the U.S. investigative
agencies against the Internet Service Providers (ISPs) such as
Google has steadily increased, especially from 982 in 2018
to 8,396 in 2019, and 11,554 in 2020[20]. Currently, the United
States is using reverse location tracking in states such as
Arizona, Florida, Maine, New York, North Carolina, Texas,
Virginia, and Washington D.C, as well as the FBI [21].

4.2 Reverse Location Search Warrant
Execution

The following is the procedure for carrying out the U.S.
investigative agency’s reverse location search warrant. First,
the investigative agency executes an initial warrant to retrieve
location information of smartphones around the crime scene
from ISPs such as Google. Based on this information, the
investigative agency analyzes individual movement patterns to
identify potential suspects and executes a second warrant for
more specific information. The first warrant provides only
anonymous information, whereas the second warrant includes
personal name and account information as well [19] [20]. Thus,
reverse location search warrant is executed through multiple

executions rather than one process.

4.3 Related Issues in the U.S.

4.3.1. Possible Violation of the 4th
Amendment

The 4th Amendment’s basic goal is that peoples’right is
violated when there is a search and seizure and arrest by the
government without a probable cause. The Supreme Court,
through the Brinegar case, stated that simple suspicion is not
enough to determine the probable cause [22]. The court also
stated through the Carpenter case that the 4th Amendment,

which can only be protected with the prevention of
infringement of high-tech technology, is legal only when the
location information is collected through a warrant [23].

Reverse location search is useful in the cases that only has
few or zero suspects or evidence [20]. The fact that a warrant
is issued without a suspect is a big difference from the
traditional warrant. In other words, unlike traditional warrant,
it is executed by obtaining location information of all
individuals at a specific time and location and tracking it
reverse [20]. However, this leads to criticisms that it lacks a
probable cause since the criteria of issuing is ambiguous [20]
and non-related individuals are subject to such comprehensive
collection of information [19]. But the Supreme Court has not
yet specifically addressed the reverse location search warrant,
although it should [20].

4.3.2. Limits caused by Technology

There is an opinion that the reason for lack of probable
cause is due to the limitation of technology. For example,
Google claims that their location accuracy is 93%, while 2018
report shows that there is a radius error of 50 meters [19].
This leads to a problem as it can increase the possibility of
collecting information of non-related individuals.

4.4. Attempted Solutions

The Supreme Court ruled that in circumstances involving
dramatic technological change, the best solution to privacy
concerns may be legislative [24]. In accordance with the court,
laws were tried in both state and federal levels.

New York is the first state to come up with the law that
prevents entire geo-fencing [20], and it is still in discussion
[25]. In federal level, Geolocation Privacy and Surveillance
Act was discussed in 2011. Though it was not passed, there
was an attempt to pass this law again in 2017 [26].

There were also attempts to impose the different standard
of probable cause requirement for geo-fencing [19][20]. The
Supreme Court has already recognized exceptions such as
emergency tracking [27] and the urgency of the issue [28][29].
Thus, there is a room for an interpretation that reverse location
search warrant can fall into such urgency exception [19].
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4.5 Implication to Korea

In the U.S, there is a claim to abolish the reverse location
search warrant since it is unconstitutional. However, since its
necessity is recognized in terms of investigation process,
revision, which includes re-interpreting the ‘probable cause’
of the 4thamendment, is proposed. Applying a separate and
mitigated requirement of probable cause is tantamount to
creating a separate requirement that is applied specifically to
tracking of location information. This means that it is possible
to consider introducing another independent warrant system.
If these separate and independent requirements can be
recognized, then the reverse location warrant can be introduced
in Korea.

5. Proposed Legislative
Improvement Measures for
Protection of Personal
Privacy

5.1. Acquisition of Location Information
using Base Stations under current
PCSA

Currently, investigative agencies can only acquirelocation
information by using base stations, since there is no reverse
location warrant and investigativeagencies are not allowed to
use real-time GPS tracking system. The process of acquiring
location information using base stations is described as below.

A Method of determining cell-phone location using base station

Automatically exchanges

Identify which base
station is it at
<f&3%|

l— Ng!
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Display location information on
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information
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(Figure 4) A Method of determining Location
Information by using Base Station

When a user uses a cell phone, it connects through a nearby
base station. And when the base station connects the cell phone
network, it records the connection history. Thus, the fact that
investigative agencies use the base station means that they use
the connection history stored in the base station. It is possible
to ex post-mortem the approximate location of the user through
the location of the used base station.

Both GPS tracking/geo-fencing and base station search are
similar since both are used for collecting location information.
However, base station is different from GPS tracking since
(D¢ base station can only provide non real-time approximate
information and (2'¢ GPS tracking is not allowed for
investigation purposes. The difference in terms of information
collected for different purposes are described as below.

Call Leg Communication,
Tirne, base E Confimation Data

Station, etc [
Connect (((")) Database for >
Hetwork é === Biling Information

Investigative Agencies

lgentify

Base Station
Location N g N Security, Emergency

Information Accumulation of g py Rescu, Firefighting,

Cell Phone

st of Accesed Disease Prevention,

Users ot certalon 7

Location Stored on

Information Network Period of Time

(Figure b) Difference in Collected Information
according to Utilization Purposes.

Currently, GPS tracking is only allowed for purposes such
as security[30][31], firefighting[32], disease contamination and
tracking infection routes[33], emergency rescue[32], etc.
Real-time GPS tracking cannot be utilized through current
warrant system, and thus, only base stations can be used under
PCSA or TBA. And as mentioned in Figure 5, the information
collected via base stations are not real-time and only contains
communication data. Thus, investigative agencies can only
infer approximate location information through the stored
communication records. Therefore, the proposed legislative
improvements to be descried below aim to dissolve the
discrepancy and incoherency between the different information
collected according to different purposes. Since the
communication records of base stations are only approximate,
the collected GPS information should also be used in
investigation via new warrant system when there is an
allegation. And the aforementioned geo-fencing warrant
utilized in the U.S. can serve as a leading example or guidance.
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5.2. Development of Legislation for using
GPS information

As described above, the investigative agencies can use the
location information from base stations for investigation
purposes. This method deduces the location by overlapping
the radius of base stations’, so it has lower distance accuracy
than using GPS. GPS information is regulated under the Act
On The Protection And Use Of Location Information(Location
Information Act)[32]. The § 15(1) of the Location Information
Act prohibits the use, provision and collection of information
without individual consent. However, a proviso clause of §
15(1) allows related agencies or thepolice to collect and use
GPS information for emergency purposes. Also, this
information cannot be used except forpurposes under §29(8)
of Location Information Act. Even within the police,
investigation and emergency rescue are operated separately,
and GPS information collected for emergency purposes cannot
be used for investigation purposes. However, the ultimate
purpose of emergency rescue and that of investigation are the
same in that they both concern public safety.

The § 6(1)€) of the EU General Data Protection
Regulation(GDPR), allows for non-purpose use without
individual consent when “processing is necessary for the
performance of a task carried out in the public interest’[34].
And the U.S. stipulates that such information can be used for
non-purpose use or in the same ways as subpoenas without
individual consent for the national priority purpose[35]. Both
GDPR and the U.S. allow non-purpose use without individual
consent for public interests. In Korea, §18(2)7 of PIPA
stipulates that personal information can be used for
investigations, but Paragraph 2 stipulates that may use personal
information or provide it to a third party for other purposes
unless doing so is likely to unfairly infringe on the interests
of a data subject or third party. Thus, even when used in the
public interest, it may not be used in an investigation if there
is a risk of infringing on the interests of the suspect. In this
respect, it is different from the EU-GDPR and theU.S.
described above. In other words, using the information for
purposes other than those prescribed by current law is
prohibited without a warrant.

Under current regulations, a warrant cannot be issued unless
the suspect can be specified. However, the basic data collection
for the investigation to identify the suspect should be carried

out. Thus, this paper proposes the introduction of warrants for
collecting information at a level that is more relaxed than the
current one while maintaining a warrant system controlled by
prior judicial agencies. If a warrant with relaxed conditions
is introduced, it is expected that information necessary for the
investigation can be collected while minimizing the
infringement of legal interests through the control of judicial
agencies. The § 6 and § 7 of the EU’s Second Additional
Protocol to the Convention of Cybercrime (Budapest
Convention) provide prestigious regulations that allow
signatories to directly request information from service
providers in other countries that possess the necessary
information. Contracting countries are also expanding their
methods of collecting information for investigations within the
scope of the law by allowing direct requests from service
providers in other countries. Like a convention that allows
information sharing among the parties, information sharing
within state institutions may be possible based on the
introduction of the relaxed warrant system. It is expected that
a better investigative cooperation system can be established
by creating an exchange and cooperation system for GPS
information collected and stored within state agencies based
on the introduction of a relaxed warrant system.

5.3. Modification of Current Warrant System

5.3.1. Introduction of a Relaxed Warrant
System

There is no significant difference between the information
provided through TBA and PCSAin terms of the content.
However, there is a procedural difference in the rule of warrant
and post-notification. Under the current warrant system,
warrant can be requested only when the subject or the accused
is identified. But this leads to the problem that such procedure
cannot be used to track a wide range of location information
or collect communication data to identify the subjects in the
early stage of investigation. Since the need to identify the
subjects in the early stage is recognized, it is possible to
consider the introduction of a new relaxed warrant system that
can be issued without specifying the target. Considering the
aforementioned ‘reverse location search warrant’of the U.S. as
an example, it is possible to introduce a relaxed warrant with
less regulations and conditions to collect location information.
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5.3.2. The Expansion of the Current Warrant
System to Collect Information

Due to the nature of the data, there may be more than one
information holder. In the case of a cloud server, for example,
the cloud service provider may also have access to the data
stored on the cloud server. Thus, the information that should
be requested to the individual can also be provided by the
service provider.

Even under current warrant system, information may be
provided to a third party. The tracing of the bank accounts
is based on the Criminal Procedure Act § 215 and the Act
on Real Name Financial Transactions And Confidentiality $4
(1) 1[36][37]. The investigative agency can choose the provider
between the suspect or a third party like a bank. Therefore,
by introducing a relaxed warrant system, it would be possible
to request information from a third party except tracking the
bank account as well.

5.4. Post-control Measures for Acquired
Information

5.4.1. Control from the Subject of Information

The TBA § 83 received ex post facto restraints on the
grounds that even if the communication data was disclosed
to a third party, the party was not notified of the disclosure
[1]. The subject of the disclosed information can plead through
objection process when realizing such disclosure, but it is
practically difficult to protestthe disclosure when it is not
notified to the subject. If communication data was provided
for investigation, those who are not related to the crime should
also be notified of the facts after disclosure. If a certain period
of time is set to the extent that does not affect the investigation
and then notify the disclosure of information after certain
period, it will not affect the confidentiality and will guarantee
individual rights.

5.4.2. Deletion of Collected Information

Clear rules and regulations of information management is
needed in terms of storing the collected information and
discarding then after a certain period of time. Since the
information collected under the TBA is likely to contain easily

replicable and movable information that are not related to
crime, clear necessity and limitations should be established for
the management and storage of collected information.

5.4.3. Report to the Third Party

Current PCSA stipulates that telecommunication business
holders are required to semiannually report arequest and a
ledger for data provision to the Minister of Science and ICT.
In case of the already existing communication data, according
to TBA, certain post-restrictions can be imposed by reporting
to a third-partyinstitution even if a new relaxed warrant system
is introduced. Also, in case of telecommunication business
holders that have provided information about specific person,
it is reasonable to report a data provision request at the same
level as protection under the PCSA to National Assembly. In
addition to the request and a ledger for data provision, the
transparency of information management should be ensured by
regularly supervising the storage, disposal, and deletion of
information through periodical management report.

6. Conclusion

Through the decision of 2016Hun-ma388, the problem of
collecting communication information based on the
Telecommunications Business Act, and the inconsistency of
the Communications Secret Protection Act and the Personal
Information Protection Act were examined. It is not desirable
to construct and amend by adding only notification regulations
based on the fact that more detailed location information has
been tracked through the geo-fencing technology. In the United
States, where related warrants exist, they are also legally
restricted due to privacy issues.

If the investigation is under way, 13 bills, including a
proposal to notify within 30 days after one year from the date
of receiving the communication data, are currently proposed.
The investigative agency says that if the relevant person is
notified of the communication inquiry while the investigation
is underway, there is a possibility of running away or
destroying evidence, and that a careful revision of the law is
needed. As there is a need to notify within the scope that does
not harm or jeopardize the confidentiality of investigations,
it seems desirable to designate the period beyond the usual
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time during which the investigation usually proceeds.

In addition, as it is an investigation to specify the subject,
it is time to introduce a warrant method that does not specify
the subject, not the existing warrant method for specific people.
The existing seizure and search warrant must be written in
advance with the name of the Defendant, the object to be
confiscated, and the place, body, and object to be searched
and obtain permission from the court. However, in the case
of communication information, it seems necessary to introduce
a warrant system that is somewhat more relaxed (relaxed in
terms of not specifying the accused)than the existing warrant,
considering that the content is aninformation not specified by
an individual. In the case of the United States, location
information is collected using a ‘reverse location search
warrant’ that can track mobile phone communication
information in a specific location [38].

In order to protect personal information and guarantee basic
rights, it is necessary to collect information through warrants.
The relaxed warrant eases the specificity of the suspect and
the criminal charge. With this proposed warrant, it is possible
to prevent indiscriminate information collection by imposing
restrictions while leaving open the possibility of receiving
massive quantity of information from telecommunications
operators to specify suspected criminals. Therefore, it is
expected that the current seizure and search warrant can be
used separately to collect information when a suspect is
specified, and the proposedrelaxed warrant can be used
separately to collect information to specify a suspect to a
telecommunication business such as a server or cloud. To
protect the collected location information, it is also possible
to consider preparing post-control measures, such as a
third-party reporting method by stipulating the National
Assembly’s obligation to control and notify users afterwards
as stipulated in the Communications Secret Protection Act [6].
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