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Anomaly detection and attack type classification mechanism using Extra Tree
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ABSTRACT

Anomaly detection is a method to detect and block abnormal data flows in general users” data sets. The previously known method
is a method of detfecting and defending an affack based on a signature using the signature of an already known atftack. This has
the advantage of a low false positive rate, but the problem is that it is very vulnerable to a zero-day vulnerability affack or a
modified aftack. However, in the case of anomaly detection, there is a disadvantage that the false positive rate is high, but it has
the advantage of being able fo identify, defect, and block zero-day vulnerability attacks or modified atfacks, so related studies
are being actively conducted. In this study, we want to deal with these anomaly detection mechanisms, and we propose a new
mechanism that performs both anomaly detection and claossification while supplementing the high false positive rate mentioned
above. In this study, the experiment was conducted with five configurafions considering the characteristics of various algorithms. As
a result, the model showing the best accuracy was proposed as the result of this study. Affer defecting an attack by applying the
Extra Tree and Three-layer ANN of the same time, the attack type is classified using the Extra Tree for the classified attack data.
In this study, verification was performed on the NSL-KDD data set, and the accuracy was 99.8%, 99.1%, 98.9%, 98.7%, and 97.9%
for Normal, Dos, Probe, U2R, and R2L, respectively. This configuration showed superior performance compared to other models.

= keyword : Extreme Random Forest, Arfificial Neural Network, Anomaly Detection, Anomaly Detection and Attack type
Classification, Network Intrusion Detection
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(Table 1) Categorize attack types by packet
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Back, Land, Neptune, Pod, Smurf,

DOS Teardrop, Mailbomb, Processtable,
Udpstorm, Apache2, Worm

Satan, IPsweep, Nmap, Portsweep,
Probe Mscan, Saint

Guess password, Ftp write, Imap, Phf,
R2L Multihop, Warezmaster, Xlock, Xsnoop,

Snmpguess, Snmpgetattack, Httptunnel,
Sendmail, Named

U2R Buffer_overflow, Loadmodule, Rootkit,
Perl, Salattack, Xterm, Ps
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(Table 2) Advantages and disadvantages of each
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(Table 3) Experimental results for each combination
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Normal 99.1 99.8

DOS 98.7 99.1

Extre 1re¢  [Probe 97.6 98.9

U2R 97.5 98.7

R2L 96.8 97.9

Normal 97.9 98.5

DOS 82.4 88.3

LSTM Probe 80.2 86.0

U2R 73.9 75.5

R2L 87.6 88.9

Normal 98.1 98.9

DOS 97.8 98.6
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