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Abstract

A PAK(Password-Authenticated Key Exchange) protocol is used as o protocol to provide both the mutual authentication and
allow the communication entities to share the session key for the subsequent secure communication, using the human-memorable
portable short-length password. In this paper, we propose distibuted key exchange protocols applicable to a smartcard using the
MIiMatsurnoto, Takashima, Imai) key distribution profocol and PAK protocal. If only one server keeps the password verification
data which is used for password authentication profocal, then it could easlly be compromised by an attacker, called the
server-compromised attack, which results in impersonating either a user or a server. Therefore, these password verification data
should be distributed among the many server using the secret sharing scheme. The object of this paper is to present a
password-based key exchange profocol which is o dllow user authentication and session key distribution, using the private key in
a smartcard and a password typed by a user. Moreover, to avoid the server-compromised aftack, we propose the distributed key
exchange profocols using the M key distibution profocol. And we present the security analysis of the proposed key exchange
protocol and compare the proposed profocols with the existing protocols.
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m=g " (H,(C,S,m)" "
a e RZﬁ ‘%‘ ?ii;}‘\_%: %%7]%% Ol%é‘]-(rl
w3t
2 g BIHE o]83ld mmod p AL
H,(C,S,®) " A%
w=g"modp Atsle] FHE
3 t=g "% mod p A
4 o=g Xre T XeTsmog pAR
5 u,k p=g " A4
< k=H,,(yc, ys,m,u,0) A
o=p % yg’
6 — Xcr5+X5rCm0dp
9
k. Hy(yc,vs,m,n,0)
. . .2
7 k:sz(J’c.yS,Wl,lJ,o) 13 k - HZb(yC,ys,m,u,o)
Key=g Xers+ Xs ’cmod b — @zq,\'(rs-h\}r(m(dp

(O3l 5) 24Hy 7| 24 =Z2eZ HeK(1)
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o] Ho|AE PAK-R 7luke] MTI #418 7] ¥
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Ah= 3.279] 4 7] el ZREZ ARKDH
Hl&ERA Ogd 2 Hol fgath

Step 1, Eeol|QEE W v, 9 b E 0|83}
o m=g"n - H(CST)E AW oA A3}
I, AW i Zhe] AWEdA mE A3

Step 2, AW iv TR 2& HAHoR w=
g “modp & A4H3IL.

O, @ @& 323 B 7] B Ze2ez
ARK(1) Step 29) @, @, @ HFH7} FUs|ch

@ A ie #H(CST) (=g “modp), w=(m™

/B, (CST)™) modpE AL, Zze]
MUENA w=y""modpE HG3}

Step 394 Step 771=]¢] FAHL 3.2H-o] Bk
3 7] 2o Z2EF AoK1) Step 3lx} Step 7
I} FYsick

AE ZREFA9} Lo FFo]AET} Ay
Al HAdle AR mollA PAK ZREZih=
H2A H(CGSn)' S ARSI ¥1, wE ARt
gt} g& 160 HIES] Agrojng ZEjo|AEo|A]
AdEE Altge) ZAsh Bk olgsh Wl
4 gayd AvjEgleel e Aik 5o B
£3 olF4] Ao A& sFssich

2 =R A% FeloldlEs U N2
3% A% % 7] ¥ mzESe T ge
2

2

e agieol gt AP Z(dictionary attack)
ot} o] AL Tl xRl FA: 29l
TAog PREY £ e, ezl AL 2
ZlolAES}H A Alololl x| e Qo] 3
= el AdEe dARE 2R 228
ol AEelx] FEAA} 55 Gas AR
EES a2 v9lshs AAMZA(brute-force
attack) WO FAY=E wlmehls Wyl
ok olHE FHE FAAY] AFE Alde] H
oUAY otie] AFEE FAl o8 A
* AFEC] A3 &k 281 F4L AR
A7y Z47] e A= ARl A
2] FEellA JAFS Aldle FFA, ©]
T AuelA 1% 35E Adse A 93|
A GA ANEE 5 AoH24).
Ate EAE 7] Bl ZEEZJAM AP}
AFEE WAA m,ps dol= DHPE 843}
A pome AR delo) Uk 1o & &
it kA AARFELE ANALY Ha9)
TE 78 4 ¢g Zolth wke FARE dY
o B S, ¥9e == 19 FAHR
g 53 dlAA m’ & o] AuolAl Agst
Ax ALY FRE Y=t obde AWt
YA "ok G 7] ALEE m,p ke
7t (H, Hyyy Hy) O F FH7) wiiEo] 3331
g 229 ol& sjAstA £l
@ 54 T4 g A
AE TZEIAMN X, X F3A GFp) ol
A AABE g7t I W, GFp) o] W& yous
T 0<yys< p—19 HYE 7H AHgolH,
77,6 NN X Xs2 yoys®) Xdegree)Tta
B, yoyse 85 XXM #3 Aolr) o
W, X XE 9¥ youss Tl Ay,
Yoyss T X Xo& TR AL olibge
FAZ F37] ok meby ZEoldES} A
el I AR yoys INEEE FAAR=
BHE X, X& Fohe R o@d EF o
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%}% 2H ZIEFN A nogs T
'T‘ HAE}
® PFS(Perfect Forward Secrecy)?] ¥
PFS+ B4 FA|EZH A7 ¥ =&
soleks, FAAVF B4 SRS B A4
71g AN 4 gt 4SS PRSE BEEtE
Aojgitt. Atd B4R 7 B ZEEES
Qelel Wy r 5 Aol BHE A
15 229 A8 m,uE 7Y F /o 2
g o AAeit AMgElE A7l Aldekct
e W a, b v, v T ARESleE A
AR7Ie} ool AMEE AA7IE & F jith
w5 ARl ZANA uERAIIE o]83ly
HUARE o AMioA BAlkste] 248197
o Eol] I Muele] Agoz FZFo| o]Fo]
A 5 gk
@ =7 £ F2(Passive Eavesdropping)
T8 TAS FEATL i\ﬂ"’MEQJr Ay A
ool mBHE WAAE EAE 4 9, o
TfE /\].o]oﬂ/\-] oTrxﬂ_ H]E Zéig’]' ] 1_] LH%‘, "ﬂ
WE Feen Asatk et 554 =3
TAAE gl WAAS wHEAL, AR EE
Adshs A& Brbssick o] $42 DLPY
felee 2A 4 sk
Ackel 207 7] Bl ERESdN FA)
TN AR pagyqyss ¥ FEO|RE
M AfolollA] mBEE m,p kE LI °“4‘<'5}
dete, 2247} 67,68 T 2L DLP
Fojule ANE oYtk ES B2l FAI
o J1F& A FetviElS} AHANH, Ay, Hy)
& AEHA F3 A FAZ AFH AR
2 54 238 Fixe ¢ 4 sk
® A
A

mim

43 A(Replay attack)

FAAE FEeldES HAF|
ARl o]n] BFAQN 2
o]EY PJEH A=l o7 (old session key)E
oAl AE) fdelth e ZE A A

]*‘é% o AAduith #9383 BIoA Ay
AAHER o] FAd cﬂr‘; FAAe] A
‘3% FAE Qo) T3 e} Felol
30 MR O S F(H, By Hy)
AHS3lEE wAZ| e} HEAg Ry HE .
588 A
-middle attack)
553 S FELe 3EA Eeloldle
Ay Atololl A Ao g gAY HbsE
HAAE 7led oL, BARS ZEoldE,
FARS} AW Alolol] ztzhe] Wmo] AAZES
wrEoes %'7-5.014. AN ZEEF U9
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H=9E o E »-:E}tﬂ Aoke 2y 7] 2
ZREFIA k.:}IZa(yOy.S’mnu”U), kin,,(yc
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@ AW-e}d F2o] B AT
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® ﬂllﬂl rQ ol QL'
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9lrk u;}aw Az} she] AMHE A3

AHAE QFIAL AME FU Y 5 e
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e L 5 Uk
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