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ABSTRACT

In this paper, a zero trust-based complex biometric authentication was proposed in a passwordless environment. The linkage of FIDO
2.0 (Fast IDENTITY Online) transaction authentication platforms was designed in conjunction with metaverse. In particular, it was applied
with the location information of a smart ferminal according fo a geomagnetic sensor, an accelerafor sensor, and biometric information
for multi-factor authentication(MFA). At this fime, a FIDO transaction authenfication plafform was presenfed for adaptive complex
authentication with user’s environment through complex authentication with secondary authentication based on situational awareness
such as illuminance and femperature/humidity. As a result, it is possible to authenticate secondary users based on zero trust with
behavior patterns such as fingerprint recognition, iris recognition, face recognition, and voice according to the environment. In addition,
it is infended to check the linkage result of the FIDO platform for complex integrated authentication and improve the authentication
accuracy of the linkage platform for fransaction authentication using FIDO2.0.
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