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A study on evaluation method of NIDS datasets in closed military network
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ABSTRACT

This paper suggests evaluating the military closed network data as an image which is generated by Generative Adversarial Network
(GAN), applying an image evaluation method such as the InceptionV3 model-based Inception Score (IS) and Frechet Inception
Distance (FID). We employed the famous image classification models instead of the InceptionV3, added layers to those models, and
converted the network data fo an image in diverse ways. Experimental results show that the Densenet121 model with one added
Dense Layer achieves the best performance in data converted using the arctangent algorithm and 8 * 8 size of the image.
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2.4.2 Frechet Inception Distance (FID)
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(Table 2) Accuracy per epoch of each DenseNet
models trained by images which are

label # label # expanded to 32 * 32 using atan function.
normal 67,343 apache2 516
back 956 bof 30 model accuracy (%) by epoch
ftp_write 8 guess_pw 840 100 | 200 | 300 | 400 | 500
imap 11 ipsweep 3,599 7639 | 76.72 | 77.36 | 76.33 | 79.54
land 18 | loadmodule 9 DenseNetlZl = 0 T 700 | 800 | 900 | 1000
mscan 697 multihop 7 7831 | 7875 | 7675 | 7919 | 79.34
nmap 1,493 perl 3 100 | 200 | 300 | 400 | 500
phf 4 pod 201 DenseNet121 | 7449 | 7820 | 78.90 | 78.67 | 79.72
portsweep 2,931 | processtable 480 + 1 Dense layer | 600 | 700 | 800 | 900 | 1000
ps 10 rootkit 10 79.21 | 80.22 | 7810 | 78.46 | 78.10
saint 223 satan 3,633 100 | 200 | 300 | 400 | 500
snmp getattack 124 | warez master 635 DenseNet121 | 7524 | 76.19 | 77.99 | 76.94 | 77.61
teardrop 892 warezclient 624 + 2 Dense layer | 600 | 700 | 800 | 900 | 1000
snmpguess 232 etc 40 77.25 | 7740 | 7858 | 7859 | 77.23
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(Table 3) Accuracy per epoch of each ResNetb0
models trained by images which are
expanded to 32 * 32 using atan function.

model accuracy (%) by epoch
100 | 200 | 300 | 400 | 500
ResNet50 7604 | 7552 | 7506 | 76.66 | 7593

600 700 | 800 | 900 | 1000
77.04 | 7682 | 7744 | 7712 | 75.73

100 | 200 | 300 | 400 | 500

ResNet50 7597 | 75.61 | 75.82 | 7811 | 75.90
+ 1 Dense layer | 600 700 | 800 | 900 | 1000
7561 | 7620 | 7633 | 74.62 | 57.59

100 | 200 | 300 | 400 | 500
ResNet50 7548 | 7694 | 76.79 | 7515 | 76.38

tlolEl 859 epoch 9 Gl #lojo] FE VFOR
gttt thF 0 2 7)Fol A HeALs) §HE F2 o]H]A]
gate Wl M3lE Fo] FID, ISE 718l vl 2%
ot 2 A7, ) 25 9] 1000 epoch SH53+ 150 2] FID,
IS %71 7} 2238t} 322 3 3232 £38) atan 3 tanh S
Aatsl SR AMRS W] Frt T vt 7hs
a1 3233 3243 Bl 32 * 32 2719 g5 o|n|A R
W32 wol g * § 379 &< ojuAZ W3 P u)

o H7t Aee vad it

E 2 rlo
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(Table 5) Accuracy per epoch of each VGG19
models trained by images which are
expanded to 32 * 32 using atan function.

+ 2 Dense layer | 600 | 700 | 800 | 900 | 1000 model accuracy (%) by epoch
7527 | 7459 | 7691 | 75.68 | 73.95 VGGI9 100 - 1000
65.88
(E 4) atangs o23lm 32 * 32= &aE ofojxs veG19 100 - 1000
A i + 1 Dense layer 1.07
Ak2sto] NASNet 2+ 2E9| epoch & AT 100 T 200 T 300 T 400 T 500
(Table 4) Accuracy per epoch of each NASNet VGG19 7786 | 7707 | 7730 | 76.05 | 76.25
models trained by images which are + 2 Dense layer | 600 | 700 | 800 | 900 | 1000
expanded to 32 * 32 using atan function. 7555 | 7631 | 7598 | 77.58 | 74.87

model accuracy (%) by epoch
100 | 200 | 300 | 400 | 500
NASNetMobile 7753 | 72.37 | 7920 | 7807 | 75.95
600 | 700 | 800 | 900 | 1000
7853 | 7822 | 79.06 | 77.64 | 7747
100 | 200 | 300 | 400 | 500
NASNetMobile | 42.18 | 7416 | 7890 | 75.99 | 76.20

+ 1 Dense layer | 600 | 700 | 800 | 900 | 1000
7823 | 77.30 | 79.87 | 7947 | 7874
100 | 200 | 300 | 400 | 500
NASNetMobile | 4342 | 71.98 | 7492 | 76.27 | 76.57
+ 2 Dense layer | 600 | 700 | 800 | 900 | 1000
76.85 | 77.03 | 7716 | 7991 | 7819

IHEE 5749 ofn)A] £7 Edvirh b2} 344 |
2 dolol2 AXREE A7 F 1570e] B atan AT
At 5 AMgEE 32 ¢ 32 2 AAE ouAE
1000epoch 7}4] 100epoch 912 Hlo]E] S5g A1 &
AT 223 7h 1570 ] Sk 295 100 epoch v
o} o] X2 H3HE NSLKDD A g S £Fse A

S5 AN % olnlA BF 2Y U b ABEs) B

(% 6) atan &= 033l 32 * 322 =& 0[o|XIE Al
23510 MobileNet 2t 22| epoch & HtT
(Table 6) Accuracy per epoch of each MobileNet
models trained by images which are
expanded to 32 * 32 using atan function.

model accuracy (%) by epoch
100 | 200 | 300 | 400 | 500
MobileNet 7876 | 7886 | 77.82 | 77.69 | 76.58

600 700 | 800 | 900 | 1000
7828 | 77.65 | 76.70 | 7918 | 78.64
100 | 200 | 300 | 400 | 500

MobileNet 7829 | 7571 | 7640 | 7731 | 76.84
+ 1 Dense layer | 600 700 | 800 | 900 | 1000
7658 | 7591 | 7746 | 75.52 | 77.52
100 | 200 | 300 | 400 | 500

MobileNet 77.63 | 7632 | 76.75 | 7713 | 76.75
+ 2 Dense layer | 600 700 | 800 | 900 | 1000
7599 | 7717 | 77.72 | 77.61 | 76.67
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(Table 7) IS per epoch of each optimized 5 models
trained by images which are expanded to

32 * 32 using atan function.

0 S50l 32 * 32 &St ofo|
=0 | 71-
= HA

model IS by epoch

100 | 200 | 300 | 400 | 500
120 | 1.96 | 223 | 241 | 256
600 | 700 | 800 | 900 | 1000

DenseNet121 +
1 Dense layer +

0 epoch T om0 [ a2 | 287
100 | 200 | 300 | 400 | 500

) Dzr?sfllzl yzr L1938 [ 425 | 437 | 45
100 epor | 60| 700|800 | 900 | 1000

493 | 482 | 461 | 540 | 524
100 | 200 | 300 | 400 | 500
MobileNet + 389 | 383 | 394 | 401 | 412

900 epoch 600 700 | 800 | 900 | 1000
423 | 409 | 441 | 456 | 452
100 | 200 | 300 | 400 | 500

) Sﬁiﬁei@; L 144 [ 327 | 345 | 345 | 363
400 epoch |60 | 700 | 800 [ 900 [ 1000

379 | 385 | 402 | 423 | 455

model IS by epoch

100 | 200 | 300 | 400 | 500
388 | 227 | 239 | 250 | 264
600 | 700 | 800 | 900 | 1000
259 | 270 | 266 | 282 | 268

NASNetMobile
+ 2 Dense layer
+ 900 epoch

(% 8) atang o8ty &0l 32 * 32 =gt ofo|
X|E Aksst BEIEC| FID 4

(Table 8) FID per epoch of each optimized 5 models
trained by images which are expanded to

32 * 32 using atan function.

model FID by epoch
100 200 300 400 500
0.271 | 0.079 | 0.063 | 0.054 | 0.059
600 700 800 900 | 1000

DenseNet121 +
1 Dense layer +

700 epoch
0.059 | 0.059 | 0.053 | 0.076 | 0.055
100 | 200 | 300 | 400 | 500
) D‘gr?sfliy; , [0171 [0095 | 0117 | 0117 | 0127
100 epodhs |60 | 700 | "800 | 900 | 1000

0139 | 0123 | 0.114 | 0.156 | 0.144
100 | 200 | 300 | 400 | 500
MobileNet + | 0.368 | 010 | 0.094 | 0.102 | 0.103

900 epoch 600 700 | 800 | 900 | 1000
0109 | 0105 | 0124 | 0.136 | 0.124
100 | 200 | 300 | 400 | 500

. gng:fy; , | 0163 | 0087 | 0.091 | 009 | 0.094
400 epedhs | 600 | 700 | "800 | 900 | 1000
0105 | 0.098 | 0101 | 0.110 | 0.123

[ 100 | 200 | 300 | 400 | 500
+N§‘SDN;2\€’[‘;§‘Y1; 0.659 | 0,063 | 0.051 | 0.056 | 0.064
+ 900 opoch | 600|700 | 800 | 900 | 1000
0.064 | 0.067 | 0.058 | 0.079 | 0.059

3.2.2 y = atan(z)E o|=st0{ 32 * 32 0|0|X|E

32,1004 71502 &2 Bdd) tha A 3.1.6004 =3
H o]mAE AME-3le] epoch WE IS 9 FIDE SAH
ek (F 7), ( 8), (£ 9), (¥ 10), (£ 1), (¥ 12)dA=
IS ¢ FIDE %3l 7 Bdvitt 71 Adgo] £2 gl =
FY o7 FAIE stATh

3229 1S &4 A= (£ 7), FID = A= (R 8)

A &g 4 ek /M =2 1S B2 VGG199] 540
o, 714 ¥+ FIDE= NASNetMobile 4 0.051°]c}. 1S
FIDE HE 2 v AAE BelA gtk IS & 7H
Aol # FHoy AgdEE epoch 77HE Wizl 900 ~
1000 epoch®|™, FID+= 200 ~ 300 epocho| Tt
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(£ 9) tanh& o8t &k5oll 32 * 32 &St oln|
g Atsst RIS IS Bt
(Table 9) IS per epoch of each optimized 5 models
trained by images which are expanded to
32 * 32 using tanh function.

model IS by epoch

100 | 200 [ 300 | 400 | 500
DenseNet12l + 17 3015 [ 273 | 285 | 315
1 Dense layer +

700 epoch 600 | 700 | 800 | 900 | 1000

331 | 328 | 329 | 340 | 339

100 | 200 | 300 | 400 | 500

MobileNet + 128 | 169 | 197 | 202 | 232

900 epoch 600 | 700 | 800 | 900 | 1000

249 | 249 | 254 | 267 | 274

100 | 200 | 300 | 400 | 500

) ggiieio ; L1251 | 346 | 375 | 387 | 417
Y 600 | 700 | 800 | 900 | 1000

400 epoch
423 | 450 | 441 | 483 | 504
[ 100 | 200 | 300 | 400 | 500
+N2ASD1\2§;1Z[OIE;}§I' 239 | 281 | 305 | 303 | 321
+ 900 epod | 00| 700|800 | 900 | 1000

328 | 346 | 337 | 331 | 336

(Z 10) tanh& ol&st ksl 32 * 32 EES o
O|X|1E ARZEE 2EE9| FID %
(Table 10) FID per epoch of each optimized
5 models trained by images
which are expanded to 32 * 32
using tanh function.

model FID by epoch

100 | 200 | 300 | 400 | 500

DenseNet121 +

1 Dense layer + 0434 | 0.078 | 0.060 | 0.063 | 0.071

700 epoch 600 700 | 800 | 900 | 1000

0.073 | 0.064 | 0.061 | 0.064 | 0.066

100 | 200 | 300 | 400 | 500

MobileNet + | 0232 | 0.100 | 0.071 | 0.073 | 0.065

900 epoch 600 700 | 800 | 900 | 1000

0.065 | 0.063 | 0.063 | 0.062 | 0.055

100 | 200 | 300 | 400 | 500

ResNetS + 7384 70,001 | 0.082 | 0.087 | 0.098

1 Dense layer + = ™00 800 | 900 | 1000

400 epoch
0107 | 0.104 | 0.089 | 0107 | 0.113

100 | 200 | 300 | 400 | 500

NASNetMobile "5 566710 096 | 0.086 | 0.077 | 0.091

* 2 Dense layer = 0200800 | 900 | 1000

+ 900 epoch
0.092 | 0.085 | 0.083 | 0.083 | 0.090
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3239 1S 24 A= (% 9), FID 24 23E (& 10)
ANA AT F AhIHE =2 1S B2 ResNet509] 5.04
olm, 714 Y& FIDE MobileNet2] 0055tk VGG19 7+
& 749, [10,0,0..0] FHHE 443 Feie] &5 ¥H
gk Aol =] IS 9 FID 40| E7F533ith IS & 7F
Aol & Fohy FHEE epoch FHE il 900 ~
1000 epoch|™, FID: 300 ~ 400 epoch ©|Th

(Z 11) atang ol8st &5l 8 * 8 0[0|X|E AL
ot ZEE9| IS %k
(Table 11) IS per epoch of each optimized 5 models
trained by images which are expanded
to 8 * 8 using atan function.

model IS by epoch
100 | 200 | 300 | 400 | 500
1.05 | 680 | 740 | 716 | 7.63
600 | 700 | 800 | 900 | 1000
827 | 773 | 766 | 789 | 7.02
100 | 200 | 300 | 400 | 500
MobileNet + | 228 | 548 | 750 | 697 | 744
900 epoch 600 | 700 | 800 | 900 | 1000
726 | 728 | 711 | 747 | 751
100 | 200 | 300 | 400 | 500

DenseNet121 +
1 Dense layer +
700 epoch

’ ISESNeth J; 134 a7 [ 56 | 529 | 614
40‘2)5;25;51 600 | 700 | 800 | 900 | 1000
619 | 648 | 641 | 663 | 668
NASNetMope | 100|200 7300 | 400 | 500
o Deet e [201 [ 301 | 667 | 679 | 78
900 oo [ 600 [ 700 | 800 [ 900 | 1000
PO 781 | 827 | 841 | 864 | 834

3.2.4 y=atan(z)E 0|83}0{ 8 * 8 0[0[X|Z &

& % =} 2n

322 ¢ HE 2L T 3, oWAE 32 * 32
2 3 3| A] gFA7IA $3L 8 * 8 AR o] &5}
o 32,1004 71Fo2 7 Hdd taA she W3
314 IS, FIDE vl 2otk o] A%, 8838 U<
ol (32,32,3)8 EYsle WX gololE 7 By 9
F7tsled 8 * 8 A7)E YHO R WS F UEF T

el

12 olEll HEEts (21723)
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3249 IS 4 A= (& 11), FID 24 A3+= (R12)
oA A& 4= gith 7Y =2 1S 32 NASNetMobile ]
8.640l™, 714 vr2 FID:= DenseNet1219] 0.150°]t.
VGGI9 22 7%, 28 WE7} 323 259 5945k A
’do] o] 1S ¢} FID 52401 7tk IS E 7H
Mol & FHrky chy = epoch F7Fe ol 900 ~
1000 epoch ©]™, FID + 1000 epoch ©]t}.

(% 12) atangs ol8stx 5o 8 *

st 2EIE9| FID 8t

12) FID per epoch of each optimized 5
models trained by images which are
expanded to 8 * 8 using atan function.

8 O[DIXIE ARZ

(Table

model FID by epoch

100 | 200 | 300 | 400 | 500

DenseNet121 + | 0457 | 0340 | 0.486 | 0.303 | 0312
1 Dense layer +

700 epoch 600 | 700 | 800 | 900 | 1000

0304 | 0220 | 0201 | 0213 | 0.150

100 | 200 | 300 | 400 | 500

MobileNet + | 0.680 | 0301 | 0.308 | 0.206 | 0.209

900 epoch 600 | 700 | 800 | 900 | 1000

0181 | 0.172 | 0.156 | 0.174 | 0.152

100 | 200 | 300 | 400 | 500

ResNetS0 + | 0332 | 0491 | 0265 | 0177 | 0.201
1 Dense layer +

400 epoch 600 | 700 | 800 | 900 | 1000

0.180 | 0.183 | 0.170 | 0.174 | 0.152

100 | 200 | 300 | 400 | 500

NASNetMobile | 1073 | 1.058 | 0.641 | 0388 | 0.380
+ 2 Dense layer

900 epoch | 600 | 700 | 800 | 900 | 1000

0360 | 0311 | 0276 | 0279 | 0.225

4.2 £

atan 2T} tanh FE AHERS o HE=rt Al 3%
o2 Z71th 1S9 739, MobileNet Aykol| 71247
AAskal O fldle 10% WeE 7oy, & jiske
AT 1 kAl FIDE MobileNet2 60% H %= 3ol 7+
238le] ¥ £& A7E Ho|1. NASNetMobile < 50% 7
el S7HtATh 1 Qe A WekA &9tk &,
atan A9 tanhE AME-3HH ISE 7 71 A171E &3

k1

£ & F YoYU FDAME 2 E34E 7|Usl] ojHTh
(Z13) 2 22 ¥ accuracy at
(Table 13) accuracy value by model

T
ar

32* 32 32 %32 8*8

model acgltla}ralcy aczaul;gcy acgttl?e}cy
(%) (%) (%)
DenseNet121 80.22 8231 92.93
VGGI19 77.86 65.88 72.80
MobileNet 79.18 81.95 91.46
ResNet50 7811 78.92 93.46
NASNetMobile 7991 83.56 92.54

32 * 32 o|uX K} § * § o|u| XS AL-3HA HH A
57 10% W2 ZolA Y VGGI9:= WA Z 7HAFch
DenseNet121, MobileNet, ResNet502] IS= &4 1.58] ©]
A} £OIA L NASNetMobile®] ISE= 23]8 ZHadth
FIDo| A= Zol i 2ufol|A] 3u)) o]} Fho] F7batm 7h
A50] 2] kol 32 * 32 oJu]x] thAl 8 * § o]u] ]
E AFESHA HW ISl = E 7HAle] ERIth o] M3 1S
9} FID, accuracy Al A Z7F A= vl 9] AAE 7HXA] &
7] U,H_,_o]] Ex—] Ug_o] z%zslo].p]__]_ }7(—] 2]7] o]e‘gg}

Je o] oFo® Agst Rdg 54 XojHizt
Tk VGGI9 B9 (F 4)9F o] Ayt vy Sl
& WEZ s IS, FID7E 3171 oJF ks Hell H7t
RdE AR otk

3.2.42] DenseNet121 7 NASNetMobile ©] &% 2 IS
7b RE Rdo] AXHoR =A Ugth ueEhA
DenseNet121, NASNetMobile< atans- ©]-8-3}o] 8 *§ o] ]
A& 8 AA ISE FHrisks do] AlY Adsi)
NASNetMobil = 1% 4= DenseNet121 .t} FID¢| 2
It £A gorug AT sl 5kE o DenseNet121
o] 71 G 7tel AM-E = Ags FdE Bl FIDTHS
H7tshe W2 tanh E T} atan ©] B £OU, o|n|A] A}
0|27} Zold4E JgE = EolA L FAD FA & Eof
ABE HriAte] Brtetaal sk 7haol o] wat o
2] Atol2 A4 ste As dAAsith
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