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ABSTRACT

The FPGAs are semiconductors that can be redesigned after initial fabrication. It is used in various embedded systems such as signal
processing, automotive industry, defense and military systems. However, as the complexity of hardware design increases and the design
and manufacturing process globalizes, there is a growing concern about hardware frojan inserfed info hardware. Many detfection
methods have been proposed to mitigate this threat. However, existing methods are mostly targeted at IC chips, therefore it is difficult
to apply to FPGAs that have different components from IC chips, and there are few detection studies targeting FPGA chips. In this
paper, we propose a method fo detect hardware frojan by learning the statfic features of hardware frojan in LUT-level netlist of FPGA
using machine learning.
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2.1 FPGA
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ol FPGAS] %9} design flowdl] thate] Awsich

FPGA 2. Xilinx FPGAT Figure 19] (2)9} 7¢] IOB
(Input/Output Block), DSP (Digital Signal Processing), CLB
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(Figure 1) Xilinx Artix-7 FPGA Structure, (a) Tile
Structure, (b) CLB Structure (9)

PIP, CLB Wj¥-ol] &)= PIPE= CLB type PIP2} 3t
INT type PIPi= switch matrix2t CLB2] 1Z2el AME-=H,
CLB type PIP&= CLB WF #AIE 7+ A4 ARS-Hth
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(Figure 2) Threat Model in FPGA Development
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(Figure 3) Hardware Trojans Detection System Design
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(Table 1) Feature Information Extracted From Each LUT

Category | Feature ‘ Type ‘ Description

A Boolean Equation

Al Equation_hash Numeric =24 Al

A2 Equation_length Numeric =24 Aol

A3 Equation_op_count Numeric e R e

A4 Equation_pin_count Numeric =22 FAdaka} e

B Truth-table

B.1 Lut_output Numeric AA =4 vE

B.2 Lut_output_1 Numeric EZoA 19 N

B.3 Lut_output_0 Property 244 09 N5

B.4 Rare_condition Numeric RC &%

C Input

C.1 Used_pin_count Numeric AHEE F9] A4

C.2 Inpin_conn_resource Property lFuke 2k 57

C.3 Inpin_conn_resource_count ~ Numeric AR A0 A

C.4 Inpin_conn_resource_ratio ~ Numeric A 24419l RC vl

D Output

D.1 Out_influence Property o] AL VA= A TF

D.2 Out_influence_count Numeric o] s vH= AL s

D.3 Out_conn_rc_count Numeric 30| g5 vx= RC A e

E Flip-flop

E.1 Conn_FF Property Q4= Flip-flop $1*

E.2 Conn_FF _influence_count Numeric 4% Flip-flopd &%e] d&ks F+= 24 74
3 A4 =AE EHOE ARGt AFH R 4.2 st5 B
outpin®] FFe "X A %% .1)¢} outpin©] G

Flip-Flop. LUT®

7 e

1o
o e
LUV
rlo

Flip-Flop®] £¥& J#H38A] ¥

]"L’é‘

A Fobd < glth E}EW
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A5, 293 49 A4d F EQ)E

e

Atk

YeRE Conn_FFE= LUT$ <124 Flip-Flopol

slicedl AS™ 1, T sliceo] JoH 22

AZAH FRip-Flop®] §1= A% 022
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54 JEE AHEs)

& TA M= FoiR LUT7F HT LUTSIA] oFdX]
£ 9158t Classifiers AJ/dsh= dAlolth o] &
9lsted st dlolE] Al& HT %+ Non-HTZE +#¢ H
of A EA& Fdo] 8538l Classifiers A4 ot
S HlolH #F. A% 502 (lassifiers 53}

3] %% LUT featureS HT T+ Non-HTZ o}

(1) Netlist T4 4
7 WS olFo] EFE LUT 91X 4¥
(@) Netlist oA E
LUT 91415 +43to $ 1 2
@3) A% E|A LUTAA FHEE ElA 54& Y
ERl & HT LUTH @71 7EA7] (pin B RC 7H<F)

B sts| (21223)
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(Table 2) Experimental Performance of Each Model

Ay A HT Extra Trees Random forest SVM
(Train/Test) LUT LUT |TPR FPR TPR FPR TPR FPR
?E]Bi‘inihmarks/Benchmarks) 107,356 601 93.67% 0.19% 93.34%  0.12% 75.38% 0.07%
A 2 57,146 - - 0.52% - 0.40% - 0.09%
(Benchmarks/HT-Free) ' : : ’
Average 93.67% 0.35% 93.34% 0.26% 75.38% 0.08%

(4) HT LUTS} Non-HT LUTE F 79| Z&2 (class)Z

S~
5

Training Classifier. &7 #4S 38 UH% &3
BE A8y 8¢ 24 = Extra Trees 295 AME-3ho]
st3it) GAHE 7)1 S 2831 Extra Trees 242 ©H
Eg Rdd Hjste] T dolEle] gt A A
o}?r.—/ 01H]—§], H‘:_o] lv:l:]—‘:_ 2]—;(4 o] }_;(sth;], r3
A 7S A3 Random forest &d Wt} F-219]

| 29 2 Random forestol] H]a) o ¥ A|z
§~7}ﬂ/~o1q 2 3<% A HT 4
Z#2~E balanced weight F4-S F0] <5
§O}ME} 71 o] HA LUT FolA HT LUTY
go| g srolA e o2 HYlS 6"“?&5}‘3, HT
LUT ¥ B th= Non-HT LUT A8l E3}8 2do] A
5] 7] wj &0t} Balanced weight S4S 283 2 S
28] 7YEA e ok A3 o] AlLkETh

ox

l

l’l

10 oX
_,ruok-n: f tlo o2 12 uo

o N
>

N
O_u N

E> oZi

P e ol
z

oy
w; /WL]-()

A7 w;e A2 9 7RIS YETth a2 A
A 54 ZE ANF, ne A2 o 54 R AFE
veldiH, ke EﬂJiQI Z el

olgfst St HAE Bl AAE Classifiers 53 &
A Aol A F1 A netlist®] K= LUTE Non-HT LUT9}
HT Candidate® 7374 ¥k

4.3 EIX| £HA|

g1 @A E AAE HT LUT ClassifierS AH8-s)
Folx B7} dlolg Ale] BE LUTYA] HT Candidate S
273 Fek o]F @2 ¥ HT Candidate’S 72| 71¥H2.
2 ZX}8H= HT discrimination ¥4 £3] HT LUTE
ZHo 2 gxsA Hh

HT Detection -glA= 3h53ted AAE HT LUT

ClassifierS AHEasl H|2E Hlo]E] MOZHE F&
LUTE % HT LUTE 94 =+ LUTE EH3T
Aol A& HTS] EZAR AME-H LUTE 284 X3t
false negative emorg ZQIth ©] A
A e A4 524 HT LUTZ &5 X s}+= false
positive error’} LA F= Tt o] TAE A ¢
5}4] HT Discrimination ol A= HT LUTS| 3 <F4
o] 5L o]&3}lo] false positive emor?] TAIS FHA
siAZIT B Aol A &FS HT LUTS] 2ol A 17)
°] HT 3|2+ & °]/4¢] HT LUTE 7HAH, 39 LUT=
FPGA g4 Ee]8 o2 dAs Ae] ojyeA] FHH
A= 7HE E&3Th o] 7HE 7IWe R gfod g
% Classifiere] 9J8o2 0% LUT7} HT Candidate
EHES w, o] LUT Pee] Azl D, Q7F LAA
T o|iQl LUT Q7} skt o1 EA=AE AAMste) oF
oF afit o] o] LUT Q7 &A1E 7%, LUT PE HT LUT
st ol AFE3l= distance dist(P, Q)& ol
23}

lo it 4

dZSt(Pﬁ Q) = |P.L-Q/I| + |Py_Qy| @
o714 x% yi= 77} LUTS] Q128129] &afol 2 x5
3 y%: AEES et

5. A3 Wy 2 2%

51 Al 31A

=2\ —-o

2 HlolE $7

A% &7, & ?i%% Xilinx A}2] Artix-7 XC7A200T
171E fH* stRem, Xilinx AH] ISE &
0}01 XDL netlistS A4 53tk
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(Table 3) Experimental Results by Benchmark Sample (Extra Trees)
Test Total HT
Sampels LUT LUT TP FN FP TN | TPR FPR Detect
basicrsa_t100 795 6 2 787 2 4 33.33% 0.25% v
basicrsa_t200 829 6 6 823 0 0 100.00% 0.00% v
basicrsa_t300 787 6 6 777 4 0 100.00% 0.51% v
aes_t400 3,458 21 21 3,437 0 0 100.00% 0.00% v
aes_t700 3,190 21 21 3,169 0 0 100.00% 0.00% v
aes_t800 3,214 38 30 3,176 0 8 78.95% 0.00% v
aes_t900 3,319 25 24 3,294 0 1 96.00% 0.00% v
aes_t1000 3,190 21 21 3,169 0 0 100.00% 0.00% v
aes_t1100 3,214 38 28 3,176 0 10 73.68% 0.00% v
aes_t1200 3,319 25 24 3,294 0 1 96.00% 0.00% v
aes_t1600 3,485 38 26 3,447 0 12 68.42% 0.00% v
aes_t1700 3,585 20 20 3,565 0 0 100.00% 0.00% 4
b19 t300 25,090 144 144 24,841 105 0 100.00% 0.42% 4
b19_t400 25,179 142 142 24,970 67 0 100.00% 0.27% v
b19 t500 24,702 50 48 24,621 31 2 96.00% 0.13% v
Total 107,356 601 563 106,546 209 38 93.67% 0.19% 15/15
o]F ©A] ©@A TS pythond ©]-&3te] FHS}F T 5.2 AlE gty
Benchmark. ©A Ago] AMEE Wixvlg AZ
Trastiubel 4 15719 BES SemEalel ALgalg) ¥ IS H 571 A|2500] HTS Sshed] <
G AEES I MZE O IFo=E TAEY, 92 vhh E2HAR1A H7HAT, Table 2= 7 29 W A9 A
22T ohfet EE|A 729 Ho|ZET AYEHA TS RelErh AN AR HlOIE = TrustHubl N
o A7eA FHE 7FSE LUT A9 50%2 A FHL AR AEA) th A9 1, el HIZE A
AES WlX|u}3 AlZS AES 9t5dl dygze =S =52 > AEe g A 20tk A 12
Leave-One-Out H219] WxpA=S &3] 48 27845 &

Sl Verilog 22FE2, 458 7|5g Palsle A=
T2 9709 HT A Zo] X3t AdolA < 90%=2 7}
1]— UJ-_O_ LUTE /x].&a—]. B19 ¥l X|n}3 M= Z o ol (Intel)
80386 ZEA| Ao E07}= VHDL AAFERE T EA|A
o] F24 B2 (Address bus)tt Hlo]E] ¥ (Data bus) &
S ZASHE 371A 9 A Z tHE HT o] 2gHch 4
g AE F3%2 71 3L LUTS A3 Basicrsa ¥4

2319t} ol HT LUTE 843 |52 true, 124 &
2 § false2 3le] A3k

&]7]4 Leave-One-Out WAH% Wiolst Rd A5
< GrHE wf ol AF WA OE, AF o] S

W ZA ol o] WAL A% HolE A F S
2E dolE Aeg ARHL YuAE sgel AHEw

u}= A Z0 RSA OF5 8} &E]=S 4285} VHDL Al th o & 9], A5 AFEsl= 157] dolE AlelA 14

22 958 /)5S welohe pie) Az ne nr gz 1F el 4ol VIS HAEG Agehe wAL

o] Z3dETH 2, BE dog A& BHEAHOE HAEsY BY A5

HT-Free Samples. 2 3ol A A1-&-3 HT7} A=A ¢ N ﬁ%ﬂ? Yo & 2

ALO 0} O A5 = S

S AZ (HT-Free) OpenCoresol A 412191 A Z 487 ?‘IT7]' | QE]X]‘ b A3 2F TrustHuboll A 33

g DeREAT £4E HlFree 4SS 54 AEE WATE 43S Rusd 29 44T F, 449 =

7, SoC (System on chip), ZZAA, A 12k Fo] = 98 HT7F AYEA &2 AZ 48700 s Eﬂ’\EO}O:]

goket 7]=2 sl 9Zars2 24T HT-Free Al s Hreth

Eagl ¥ @7el 94 /1ol HIVZF At EA e 53 B FE WA L2 g 54 RLE

ANZME e QES 7b=x] §9l5}7] 9]3te] A3 =319 TrustHub WX vl3 A1Z 2 HH 107,35671, HT

o AME3h) 7F AYEA %2 AEE LUT 57,4605 5319

o 1
eh= QY HEst| 21723) 115
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N
)
)

UTel tisted 1719 4L FE319th 53 &
HERE HTO EAS 7IAIgs B gFA7]
A8l <5 dHlolEl MO E AMEH TrustHub ¥l3] vk
o A} HT LUT 60471l ¢} Non HT LUT 106,7527)1 &
T

2d & HTE gXsted 449 g Rdg
A8 3}7] $13] Random forest, Extra Trees, SVM (Support
Vector Machine) &7 8&S AE3le] wwsle AES
8kt obA Ardek AF o] 7k By 9] g A
HT Z3 2%} Non HT Z¢2E balanced SHCE 713
A& Fof gt

oX

0

dU o N oo
ol

5.3 &8 A1}

AR A dAAE 12 A&ste] st A
AFEAS, Table 2= 2+ méJ_ AE J5E HAFET
o]714 TPR (True Positive Rate)< A HT LUT (Total

True) & ©A3 HT LUT (TP)9] HI&S Yehl Y, FPR
(False Positive Rate)> %] Non HT LUT % HTzy &
X ©&X8 LUT (FP)9] H]&S YeRdTh

AY 19 A3} Extra Trees®t Random foresty ZHzt
93.67%%F 93.34%2) TPRZ HT LUTE ¥, oF
0.19%9} 0.12%2] W& FPRS HolFth sSVMe| 734,

FPRO] 0.07%= t}& Edo| vl o 2 452 HIS
U HT LUT 178705 BX8kA] E3te] TPRS 75.38%0l
E43 o). HT-free A 2ol st A3 29 41= Extra Trees,
Random forestoll 41 Z}2} 0.52% ¢} 0.40%¢] FPRS YERY
AL, SVME 0.09% = t}2 ZHlol B3] & 1 22 4
52 29

Extra Trees 292 Decision Tree E@ ol B]&to] A
tlolEl AlolA EE HT LUTE YA s HT B4 A~
ol 71 o] 44l A3E HERATh

SVM Ede] A9, o2 HEdd H|ste] FPR A5
£9ko 1}y HT LUTE & ]o}— Z K T= Non-HT LUTS
g2t S3kd A Atk AT w2 TPR 2
7} Yebst7] wlEol] HT LUT 8471 520 B AJ A=)
M= AHgetA ety kA HT B oA 7+
=& A58 7HA Extra TreesS Ao AL

Table 3 7+ d|o]E] Alol] tjst ¥ A3E Yeid &
ojty. A¥ AdA] & F %ol B HA ALEHE
3 B WlAeka AEd A Aok 27] o]4e] HT LUT
= Elzl 3lo] HT A2 157]2 E5 HT AZE ER7au
R, °F 035%9] W2 FPRE Fv]3t 2345 3l &

Figure 4= A3 19 sk 2t 299 ROC (Receiver
Operating Characteristics) 341 UERd T ROC 340
2 TPR¥} FPRO] 341-& UehR 2102, AF 94 77t

SFE o)A ARZE B 4 9J2H, ROC FAo] 2]
3} M 23S AUC (Area Under the Curve)zty 3}, &)@
JollA B 4= 5%, Extra Trees .2 ©] 0.99959¢] AUC
2 g2 24 Hj3] =2 AUCE U&= e &9
T Ak e 7 HolE AlA vehE Rl A5
7t AE 4% 4% 4945 BEUR st 7RIS
% Extra TreesS HT BA & 98] 238 Zd2 Mg s}
Ak

0.8

e
o

e
s

True Positive Rate

0.2
Extra Trees (AUC = 0,99959)

Random Forest (AUC = 0.99956)
—— SVM (AUC = 0.82655)

0.0 T T T T
0.000 0.002 0.004 0.006 0.008 0.010
False Positive Rate

(Figure 4) ROC Curve of Each Model
6. #H I+

Hicks 5& HDL A4 E 248 Ea) QA% 1
g ol&3td 75 A5 HAE T AMEA g =
218 35l= UCI (Unused &g
Xﬂ ’\] 0}/\1\‘:}‘ [5]

A
=3
=
=3

o mu (K

Circuit Identification) 23’

As H2E F 2A3tHA] ¥e 2
E s, A 3|2 x HT ETAS] YEis
£ gAlst= ‘%“&% A A8k [6].
ate-level netlisto] 4] F2|ZE 74
] Boolean functlon A2 Bt 28 A9 ¥
XA v 4E BS 2EE) HT ETA wireE B4
+ FANCI (Functional Analysis for Nearly Unused Circuit
Idemiﬁcation)f’ﬁa? & A BT [7].
Fytbiak 5 gate-level netlistg ¥4 2 <338 3}
HALES 7/iwHate], AES 38t ¢yEE&s Fidste

- S glo o ol o

rlr

ol
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3| 2ol AES keyE F&3t= HTS A Ysts WS 29
ot 8]

Sturton < 7T A% TAE £43} H= HTE #

o2 F&3te HHS Aok, UCIZ} unused circuit

Ol 23l A eJsk HT %xl Wy o] u]$- A gE HTYH ¥4
g 4 e FAIHS BAFAT [15].

Zhang 5= FANCI°] 22 g 39sks HTE A
Aste WEE AAEEAT [16].
7.2 £

Hardware Trojans 3171, 2Hd, 5 715 SollA] A%
Ao g FEuol gt} HT BRE 9 5le] T Lol
o]FoiAX L Ao FPGAY 9 71ss HTS $18S
s dat7] 9gh Wk ZEHOE ofF FZFaita
otk B AR A= o] ZAE 257 95
FPGA®] 32 AA A AY 7Hsd HTE FAlst
L abi S A A BT oS 935te] HT7} FPGAS 14

feig

iis?

2204 U 542 $HE F %42 Bl
1 54¢ sHrsked HTE YISt
¥ Q7= FPGAY] Artix TATE 02 8L 2

J 5tk FPGAE ko] ShEH o Fol & A ZZ ¢
W )5S AHgstel HIZE 4908 7hsAe] 24 @k
A el EF olFolE FPGA PO ¥ 2HL
AFeete HTE PR sl Wl ok A77} 385 o
Fojxol & Aolr},
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