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ABSTRACT

Service and users over the Infernet are increasing rapidly. Cyber aftacks are also increasing. As a result, information leakage and
financial domage are occurring. Government, public agencies, and companies are using security systems that use signature-based
detection rules fo respond to known malicious codes. However, it fakes a long time to generafe and validate signature-based
detection rules. In this paper, we propose and develop signature based detection rule generation and verification systems using the
signature extraction scheme developed based on the LDA(latent Dirichlet allocation) algorithm and the traffic analysis technique.
Experimental results show that detection rules are generated and verified much more quickly than before.
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AE A|~EL Aeraith A FHE 71Ee FstelE T2 FAHeR FEE gtk #4744 dAde ® 13
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(Table 1) Snort rule syntax and examples
EbX| & Rule Header Rule Options
S Destinati General,
2 Rule Acti Protocol Source gur:e Direction Destination esplnat on Payload Detection,
) ule Action rotoco IP/Netmask N or Operator IP/Netmask or Non-Payload Detection,
umbers Numbers Post-Detection
olo| delwy | mzes | sunwera | SEN | mnwe | cunere | JEN g4
Content:"|00 01 86 a5|";
Off & alert tep any any -> 192.168.1.0/24 111 msg:"mountd access";
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pt-Encoding.User-Agent 5, 71420571420571 - H.]g], [24] 24)\} Eg“:ﬁ = 3GBE o]_Q‘g]_cq/q El—x]_F'ril_O_
LOAD<br>http //www.missbost,,, 0
» [ 192,168,242 131, 1393-66.147.242.97.50 Azt A= A5 BE 7HF IDS Aol AE |
3 66, 147 97.60-192,168,242.131,1393 Er Ao 3 o3
L\' /wo-includes/images/wiw/win.... 5. 1142857142051 O%, —‘—-tl 0%, U] = 0%7]' ]’]'—L-T: 7)\"-—-:‘ —1011°]'M‘jr.
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(Figure 3) Signature extraction result 5.3 & 24
£ 45 PR A4 A2DL ol gate] B0 A
FEE AT 9 3 o) FRT oA A9 A 8 @A7A Azte] Yroln) o] GAFAL GAFA
LA FEHAG. EReME o TolM A sy AZA2RE ol &3la 4] BT F AFY & B
o] XZ3¥ “LOAD<br>http://www.missboston.org/wp-includ E72 36BY 4 ETL o] Lale] A= A} BE
efimagesiwlwjwinexe<br> 1137 NINAE Helsted & gamow opy Edgw gAsiQom, For WA
At S skt A4dE gAFEE vt 2k 2] kskrt.
alert tcp any 80 -> any 1392 (msg:"Other_SpyEye" conte
nt: "LOAD<br>http.//www.missboston.org/wp-includes/images 6. 4 =
/wiw/win.exe<br>1137"; offset:233; depth:72; nocase;) ) e
AFOE AR BATFAS YATFH 4F Azdol
2 =idAe g5dte I tgske vl 28
(F 4) A= MAE| EFX|T7E MZ
(Table 4) Sample of automatically generated detection rule
#3 opgsme BATA
) alert tcp any 1146 -> any 80 (msg;"Trojan_RssFeeder" content:"Professional3&mac
Trojan RssFeeder addr=00:0C:29:71:24:89&owner=twol3&version=1.2.0&t=4841"; offset:152; depth:71;
nocase;)
alert tcp any 1151 -> any 80 (msg:"Overflow_muvee" content:"/EF/6220-5395/mu
Overflow mgef(—rae‘fo@uﬁfgﬁ)@r— veeA)ZOautoProducer%ZO‘%BC—%Z% 1%20(TextOut.dll) %20ActiveX %20Remote%20B

OF%20Exploithtml"; offset:58 ; depth:102)

alert tcp any 1140 -> any 80 (msg;"DoS_WKImgSrv.dil" content:" |49 53 4F 2D 38
MSWorks?7 WKImgSrv | 3g°5539 913 31 2C 75 74 66 2D 38 3B 71 3D 30 2E 37 2C 2A 3B 71 3D 30 2E
37|"; offset:399; depth:30;)

alert tcp any 80 -> any 1152 (msg;:"Injection ] itor" content:"%22=\\10.1.1.100
IBM_Expeditor_cai U | \vrt-doc\VRS_Reports\ CAN-2004-0480%20(IBM%20Lotus %20Notes %20URI %20Han
RI_Handlerargument | dler%20Argument9%20Injection)\Research\notes.ini%22">Click"; offset:530; depth:14
2; nocase;)

Insecure Edraw_Office View_C | alert tcp any 80 -> any 15% (msg:"InsecureMothod_Edraw5.1" content:" |3E 4C 4
Method omponent-5.1_HttpDo | 0 30 65 2D 28 2F|"; offset:672; depth:8; content:"|77 6A 4B 3A 52 7C|"; offset:99
etho wnloadFile() 2; depth:6;)

DoS

Injection

Arbitrary alert tcp any 80 -> any 1691 (msg;"ArbitaryCodeExecuriton_Vmware" content:"|7

code Yimware_Intralrocess | D 28 42 54 23 66 67['; offset:363; depth7; content’ |26 5A 40 62 57|'; offsct46
execution SEING AL2.9:5- 9; depth:5;)

alert tcp any 80 -> any 1392 (msg;:"Other_SpyEye" content:"LOAD<br>http://ww

Others SpyEye w.missboston.org/wp-includes/images/wlw, })wmexe<br>1137” offset:233; depth:7
2; nocase;)
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