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ABSTRACT

We expect that the accredited certificate-based open banking, which is actively deployed in recent fimes, wil solve the
Galapagosization problem of the existing accredited certificate-based closed banking by supporting standard communication protocol
and web compatibility. However, it is questionable how much the open banking will answer the security and usability problems of the
existing closed banking. This paper is focused on analyzing the differences between the existing closed banking and the open banking,
and then evaluates how much the security and usability problems of the existing closed banking are resolved by the open banking.
The study firstly analyzes the security vulnerabilities raised in the process of providing closed banking services for the past 15 years or
more, the countermeasures applied to enhance security, and the convenience impact of countermeasures. And then, the security and
convenience of the open banking is inferred by analyzing the implementation difference between the closed banking and the open
banking. The paper also briefly discusses how to improve the open banking to resolve the remaining problems of the open banking.
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server certificate . EV certificate
certificate
storage for certificate and
K g file system web store
private key
private key protection password password
NPKI NPKI
user authentication certificate & certificate &
signature signature
. . web .
signature generation . web application
application
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(Table 3) Security Comparison of NPKI Closed
Banking and Open Banking

(D : vulnerable, @ : improved but still vulnerable)

. . closed open
security vulnerability i i
offline phishing D D
password and iTAN cracking D D
online phishing/pharming D 9
certificate/private key hacking [ 9
web memory hacking D D

F 5 3 AT B2 hAe] Hdeh 2y 7RE
Heto] 718E 1S e B d 5 g1y, §17 7
jud

29 WA e} g2 o] BePIE Wsk fEd 5
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(Table 4) Usability Comparison of NPKI Closed

Banking and Open Banking
(D : inconvenient, @ : improved but still inconvenient,
® : fully improved)

closed open

usability i -

plug-in software installation
distinguishing
phishing/pharming site
password management
additional authentication
certificate management
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(Table 5) Vulnerabilities of Open Banking and
Future Improvement

vulnerabilities future improvement

@ store private key within
trust platform

@ biometrics-based private
key protection

hacking possibility of
private key and password

signature creation on web @ utilize trust platform of
browser where signature smartphone as security
content can be falsified token
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