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An Automatic AP Connections Scheme using iBeacon
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ABSTRACT
There are two kinds of wireless network access to a certain place by using smart devices - 1) open (anonymous) - access and

2) user-authorized access. The open-access is a non-authorization connection method which does not need to require Smart device’s
user authorized information. It means open-access use only user's SSID (Service Set Identifier) information to access the wireless AP
devices following public wireless network standard. This access mechanism is not suitable to use all of public wireless networks because
users have fo get all wireless network information around them. As a result, huge data for smart devices should be one of the most
critical overload problems for them. Secondly, the user-authorized access method uses wireless network information (SSID and password)
chosen by the users. So, the users have fo remember and use the network access information data manually whenever accessing the
network. Like open-access, this access method also has the operational and inconvenient problem for the users - manually inputting
access information whenever connecting to the network. To overcome this problem in both schemes, we propose two improved
wireless network access methods: 1) the implementation of automatic AP connection mechanism using user-authorization and iBeacon

messages, and 2) SSID registration form for public wireless networks.

= keyword : Aufonomous access, Access point, Public wireless LAN, SSID, iBeacon, Android
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Server: autowifi.com
Date: Mon, 07 Jan 2016 09:38:06 GMT
Content-Type: application/json; charset=utf-8
Status: 200 OK
{
“ssid”: "PublicWiFi @skku.nrlab”,
"password”: "534f4b4354 ',

"major”: 29572,
"minor”: 12595
}
AP Manager
iBeacon l 1

_oun @ﬁ»

13

@ 5 2

Smart Gateway
(AP, Smartphone, Laptop
etc)

4,12

Smart Device
8,9, 10,14

(a2l 3) iBeaconoll 2[$t XtE &M% ot 2 - Web
(Figure 3) Automatic AP access by iBeacon 2 - Web
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(Table 3) Automatic AP access order by iBeacon
- Web
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Smart Device
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(O3 4) iBeaconoll 23t XtE &% 2ot 3 - Server
(Figure 4) Automatic AP access by iBeacon 3 -
Server

(E 4) iBeaconoll 2|8t AP XI5 X< =AM - Server
(Table 4) Automatic AP access order by iBeacon
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zZhol 2] A #Fale] SSID9} PWE ACMOY| 5-E3) of3ith
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FAW G249 sSID ARE AT (IF 49 Qe
AP7} A 39 iBeacon? o #ste] HolHE A A3}
& F39) iBeaconll 93X £ o] QH AP HE& AF
JEE AFdck AR (O™ H 3), @), (5)IA
iBeacon HAIAE F4l WO o]} 7Fo] Major R
Minor?ts FZ312L ©]5 %53l URL short linkEs A4 3}
04 ACMOAl H &8 APS] Q15 HEE 833t ACM

2 AMEA7E 413 iBeacon®] YfH1E Q] UUIDE &
gt} o8 E3) H&EY 4 e AP SSIDS} PWE 714
st AREzl Al B FH AR o719 A2 T
sHA APl &8 4 drh

Aerd HHES 59 QOB ASFHIRTE 7]
£9] 719 E°] AFdhe ol add-ondted AHEE 5 U=
712 FARY X9 & I I AFGAE AR
U UTE TTAY F§ T8 BF 29 we} SSID

PEe R AT EM. Eh AR e s
OM HE §lo] @A AutE tjulo]AE o] &3] AfH]
E 218" Fut gl A3 & A A ARLE Tb}
0]1194 WE ol &shs A3 14N AA2HA T

PR GET 5 A= 1ES ATY 5 Ak

4.1 g 2

- Server 2 =704 iBeacon MIAAE B3l AP H&EE T
Wz I Y A2 AppTt AHEAIAl AP A& FRE AT $
1 AP—/] SSID ol W]__ ACMQ“H] «]%\_ iﬂ' /‘-]]:H'é‘ ?'Ac—} °H0]:?J— —?—l":]' ]% ‘(I)’]—‘ﬂ' /\]-/E—E;_l] 7H]?——_}§_]'7g
2 [ 49 iBeacon?} APE WA = (G 5% 22 @AM AEHA
3 | iBeacon message A%
4 | iBeacon message ok} (% b) 7Hu&&
5 | iBeacon Major 5! Minor # URL short link 43/ (Table 5) Development environment
6 | ACM®| iBeacon UUID &4
7 | iBeacon AX|¥ AP SSID % PW AE HW ZAHE Huko]s A A3FE
8 T AR A8 A Process SnapdragonTM 800 Intel Core i7 2.3
9 | AP 9% HH HAHSSID, PW, F&FA A F4) (cpu) 2.26GHz(Nexus 5) GHz
10 |SSID W% 9 PW & Memory 2GB 8GB
11 | vi3E AP 3E 0s Android 5.0 Window 10 pro
12 | AP & A5 &4 Language Java 1.8 Java 1.8
13 | A& P 29 Framework ) Apache Tomcat +
14 |AP H& 92 Spring framework
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4.2 iBeacon AP XIZ H& FME
421 ABXF App o FAE

iBeacon®] MIAIXE A 2|3t7] 918t AME-AF Appel A2
TR (T 59 ) (2¥ 5914 BLEES $41517] 9
3 BeaconManager.RangingListener()E ©]&-3tt}h o]& &
& 4=A1% " A] A= onBeaconsDiscover() S E3 H A1A] 9]
tlo]8 Major ¥ Minor & F2% 4 Qth. &4
Major % Minor #2 71 A48 s T3 25 +
Atk olZ E3 WifiMangerstartScan() 2 ZHE F41H
WiFi¢] SSID9} o]&e] 72 APl WiFiManger.enable
Netwoks E3lA H&E 4 ) 3 AP| SSIDS}F PW
& AMSERH F4l W 79l = SSID9 PWE 53f
Aule] F4E WASY, HAR F4o| BLEC| iBeacon
prefixztS Hujojr &4 BLES} A AP JHE 97
g 4= gt} o] (1Y 5)°lA HitpMethod httpRequestPW
(SSID,Majon) & 53l o]Foizlt} FEdh o] -2 9]ofA
At APHES 913l Appol Al Al sk B2 Web
g 53 AwdlA HEste WA F 7HA A

s},

o
i
fd
—r
f

ot

Request SSID&PW

WifiManager.enableNetwork HttpMethod.httpRequestPW(SSID,
(WifiConfiguration(SSID&PW)) Major);

Request AP Access (SSID&PW)

[
{ Matching Receiving SSID(AP) & SSID(Major) ]
T

[ Matching Major & Minor }

IntentFilteraddAction(WifiManager.
to SSID & PW
T

SCAN_RESULTS_AVAILABLE_ACTION)
T

[ onBeaconsDiscover() }

BLE receiving class

[ BeaconManager.RangingListener() } [ WifiManager.startScan() }

(J8 5) AFBXL Apptf APES X2| TME
(Figure b) AP access process in user device's app

oj9} e FAo 23 FHP Fe) i tholoj 1Yy
3" e 2tk

4.2.2 Server AT

iBeacon WIAIAIE AppStel wlE] AAE o] ophd
AMS ¥l A iBeacon¥} AP] #AIE WAL A2 3)
7] 919 ek 919 4 (2" DA 2k ZL"A AL
S A Ggelx AFHoE MYH iBeacon®]
UUIDE AMSZ HuU|™ AMSE HitpExchange.getRequest

{ DatabaseClass.querySSID_PW(UUID, ]

major, minor);
Setting Beacon Matching AP
SettingBeacon.settingBeaconUsingWeb MatchingClass MatchBeacon_AP(UUID);
(major, minor); h - '
[ Unmashalling message ] [ Marshalling message ]

HttpExchange.getRequestBody() HttpExchange.getResponseBody().writ
-> [UUID] or [SSID, PW] e(buffer(SSID&PW));

(38 7) AMSE &5t AP &% X2| AT
(Figure 7) AP access process in AMS

ecco000 00 s

(O3 6) ARZAH AppUh APEIE Zalla 2%
(Figure 6) Class diagram of AP access in user device's
app

Body(°ll4] UUIDE FZ&%¢tth o]2$ UUID & A%
AZAE APE zroll 7] #1384 MatchingClass.MatchBeacon.
AP)EZ W AAL DatabaseClass.query)E 314 AP9
SSID9} PWE Zroldith, A3t SSID9} PW+ HitpExchange.
getResponse Body().write)E S84 AMEA} Tiufo] 22
A5 5 vk ok A A7F iBeaconF APS] A 2
AEE ANFA AR, ol zg 3t o] HiolHE A
%:3}5], UUID ¥ o2} SSID(Major), PW(Minor) & AMS
2 Agsth 218 doJHE 7|We R SettingBeacon.
settingBeaconUsing Web()E 53/l iBeacon -2 Al FA A
A 4 3, o]& o]A7} o] Database Class.query
SSID_PW(OE E3] 52317 529 32 MatchingClass.
MatchBeacon_ AP(E -3l AP} ThA] A5A1Z & Slth

ole} -2 A ogt FHE F L tholo I
(19 83 7o) Fd}A

el

b= QIE{Hl M| (1874239)
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(O3 8) AMSUH APRIE A x5
(Figure 8) Class diagram of AP access in AMS

4.3 iBeacon AP A= &% App

rlo

Aol A Aeret iBeacond ©-8-3 AP A5 A< App
NEAHo 2= AR FAHEsle WS 4 28E ¢l
AppQ] W0l A ZHE sl AREALY] F7}4 &P
glo] APoll H&af ol Fh 3143 iBeacon HAIA
AL AP AHEHQ A4S Fls) e 4 &
92 758 A 5 JEE FAsIofopgt ), wel
A B =R e 088 34 S B2 Apps T3
(28 9ol M= Appel Hl# o)X 2 39 iBeacon T
Hpo| 25 e AL HojFErh (1 9)9 )olM 9} 2
o], gio] A=3lH 9L BLEE £A18+ iBeacon UlH}O)
229 AR & Fa15te] 2 tulo| 228 HHE 28T
UUIDE Hute)~s #gsly] sl 22 o goz
WATAT Fo1x AW Fo A SSIDS} PWE 2ol 7]
98l Major ¥ Minor 742 W& EF3te] Yeh ok

)

FO rlr

3 fe o2

Scanning...
Test for )
Autonomous AP
Access
| 4
| J
@
START
M @

(22! 9) iBeacon AP Ats X% App =7 3lH
(Figure 9) Main page & scanning page of autonomous
AP App by iBeacon

SKT N 61% 8 2% 4:42 SKT NI Tl 61% 8 2F 4:44

Major -> SSID #1Z :
PublicWiFi@skku.nrlab

Major -> SSID #1Z :
PublicWiFi@skku.nrlab
Minor -> PW % : Minor -> PW % :

CONNECT CONNECTED

SET BEACON SET BEAEQN

0y 0))
(3% 10) AppoliM SSID ¥ PW oHZE
(Figure 10) Matching SSID and PW in App using by
Major and Minor data

qkeF 919} 72 iBeacon ol (L 9)2] (2)ollA A
HA) iBeacon> Appol A T2 A& ¥ SSIDS} PWE W7
St Wit ole f9] HAA 319 HAH Pk
¥ 1009 (DollM AeE iBeacon?] WAIAE E3)
SSIDe} PWel #Hoz WA RE & & Atk o)E
‘CONNECT'HES E3] AP H&S 93at9 (19 10)
9] )9 Zo] FHéro] o] FolX A APH LS F3] tinjo]
2E WiFi AHZ A4ES & F Stk o, H&HE
AP2] SSID(PublicWiFi @skkunrlab)= 33 FA# 77)
u]—é] oz ;(}E 31739_0_ i _/'r: o)

wkek A}22171 A4 H iBeacon] Ma]or 2 Minor #+<
wste] 2 APl IS H4E 9 A4S, (3™ 1)
3} 7ro] WAo] 7p5sith (2™ 1) (DOlA] AFHEAF7}
doZ AHH Major ¥ Minor F2 WA NZL
AP(SSID: PublicWiFi @skku.nrlab2)oll 48 79, 31¢he]
Major ¥ Minors XA 4 Aok W4E #s
(Z¥ 11)9] )3} 7o) *SET BEACON'S F2W Al&
A} tjrto] 2 iBeacon Tluke]2eke] 418 F3l| Major
g Minor &5 WAt WAE 32 (I¥ 1) 3
ol A&} 7] iBeacon®] Major 2 Minor #te] HAE S
B 4 93, o] Es) AP7} PubliWiFi @skku.nrlaboll A
PublicWiFi @skkunrlab22 HAH AL ol & & gt}

SSID¢F PWE AppollAl mlE] A e #hg F3l 47l
HoEe AMWE B8 #eld g Pl § Juh ole
32004 9F o] MM E B3l AP 55 JEE Wole
= Waolth (¥ 12)9] (1)°1A] iBeacon WA A 2] Major
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SKT N Gl 60% B 2% 4:45 SKT 1N Sl 60% B 2% 4:45 SKT 1N Sl 60% B 2% 4:46
. iBeacon UUID: BI407F30- . iBeacon UUID: BI407F30- . iBeacon UUID: BI407F30-
FSF8-466E-AFFO-25556B57FESD FSF8-466E-AFFO-25556B57FESD FSFB-466E-AFFO-25556B57FESD
Minor: 17402 Minor: 17402 Minor: 20464
Major -> SSID #1Z : Major -> SSID #1Z : Major -> SSID #1Z :
PublicWiFi@skku.nrlab PublicWiFi@skku.nrlab PublicWiFi@skku.nrlab2
Minor -> PW #3 : Minor -> PW 13 : Minor -> PW 13 :
CONNECT CONNECT CONNECT
49846 49846 49846
20464 20464 20464

SET BEACON BEACON SETBEACON
Waiting for Beacon setup... Changed!

(D) 2 3
(a2 11) AppoliM Major & Minor 2zt 212
(Figure 11) Changing Major and Minor values in App

SKT 1N} U 60% @ 2F 4:46 SKT 1N} U 60% @ 2F 4:47 SKT N Rl 59% @ 2F 4147
Beacon UUID: C70BFOF8. 8D Beacon UUID: C70BFOF8. 8D Beacon UUID: C70BFOF8. 8D
' DSS8-SDFO-DSF798S88F9S ' DSS8-SDFO-DSF798S88F9S ' DSS8-SDFO-DSF798S88F9S
Major: 23467 Major: 23467 Major: 23467
Minor: 54232 Minor: 54232 Minor: 54232
AMS Link : Major -> SSID #1Z : Major -> SSID #1Z :
http://goo.gl/GgNDCZ PublicWiFi@skku.nrlab PublicWiFi@skku.nrlab
Minor -> PW 3 : Minor -> PW 13 :
R R
REQUEST CONNECT 'CONNECTED

6h) @ (3)
(a2l 12) AMSE &5t AP X d%
(Figure 12) Automatic AP access by AMS

9 Minor %< 14738t 3kl R FAAMS MM w)E |7 718 71N R AP A AR HE] e WS
& 5 Qlth o]E (O™ 12)9] 202 2] iBeacon tlnfo] 2] AAEAT o5 3l AppUlell Al AP &S 913 wet
UUIDE AMS A1HZ B0} iBeacon TlH}o| 5 E3) < Bk opz), 9% AH ¢l AMSE £ A7 APH
4 U APY] HE(SSID 3 PW)E AMSERH 413t & ARG AFT F U= WokS T HE AP
FAE S HAZE § Qi o1& Fal AR APl F HEAE AFEARS F7HA1 2 S B3l H o] o] Fo]
£ 95 (39 129 @)F 2ol & & 4 gtk A& Aol oly2} iBeaconS 41T 4 e et 7

St A A 02 3 AW HE ks 71solth
5 2 = AHEAF App2 E Android 7]%Fe] ARIEES 7|WIO R

HE UL, A= hipE2lS 53l o] FolAth ol & F3f
B %BS BaconS o] £3he] 2 A7t 4E dulE £1 Q8 A mxstE &

o}
o}
-
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£
ofl
1>
lo,
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