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A Detection Model using Labeling based on Inference and Unsupervised
Learning Method
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ABSTRACT

The Detection Model is the model to find the result of a certain purpose using artificial intelligent, data mining, infelligent algorithms
In Cyber Security, it usually uses to detect infrusion, malwares, cyber incident, and attacks efc. There are an amount of unlabeled data
that are collected in a real environment such as security data.  Since the most of data are not defined the class Iabels, it is difficult
to know type of data. Therefore, the label determination process is required to detect and analysis with accuracy. In this paper, we
proposed a KDFL(K-means and D-S Fusion based Labeling) method using D-S inference and k-means(unsupervised) algorithms fo decide
label of data records by fusion, and a detection model architecture using a proposed labeling method. A proposed method has
shown better performance on detection rate, accuracy, Fl-measure index than other methods. In addition, since it has shown the
improved results in error rate, we have verified good performance of our proposed method.

= keyword : Labeling, Detfection Model based on classification, Data Mining, Inference, Supervised/Unsupervised Learning, Security
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* FP: Normal data classified as anomalous. P 0.9785
* FN: Anomalous data classified as normal. R 0.9958
Fl-measure 0.9871
TP TP Accuracy 0.9794
pP= = ™ DR 0.9805
(TP+FP) (TP+ FN) 0.02
FRR .0215
2X PX R
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Znt
(Table 3) A result of detection performance based
on classification of k-means labeling

k-means labeling + naive bayes
ZAAE value
P 0.7063
R 1.0000
Fl-measure 0.8279
Accuracy 0.7644
DR 0.7060
FRR 0.2937
FAR 0.0001
4.4.2 H|mAt 85 ¢ k-means 2022 A&}

(£ 4) metsh= giHo| EF
(Table 4) A result of detection performance based
on classification of proposed method

= J|u} ERX| Als AlsiZen}

KDFL + naive bayes
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