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A memory protection method for application programs on the Android
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ABSTRACT

As the Android smart phones become more popular, applications that handle users’ personal data such as IDs or passwords and
those that handle data directly related to companies’ income such as in-game items are also increasing. Despite the need for such
information to be protected, it can be modified by malicious users or leaked by attackers on the Android. The reason that this happens
is because debugging functions of the Linux, base of the Android, are abused. If an application uses debugging functions, it can
access the virtual memory of other applications. To prevent such abuse, access controls should be reinforced. However, these functions
have been incorporated into Android O.S from ifs Linux base in unmodified form. In this paper, based on an analysis of both existing
memory access functions and the Android environment, we proposes a function that verifies thread group ID and then protects against
ilegal use fo reinforce access control. We conducted experiments fo verify that the proposed method effectively reinforces access
confrol. To do that, we made a simple application and modified data of the experimental application by using well-established
memory editing applications. Under the existing Android environment, the memory editor applications could modify our application’s
data, butf, affer incorporating our changes on the same Android Operating System, it could not.

== keyword : Android memory protection, ptrace system call, /proc/PID/mem virtual file, Virtual memory protection, memory editor
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o—.[ open(/proc/P#2_ID/mem) ]__.,[ mem_open( }__.I mm_access() I____ I Case 1: P#1 is a thread of P#2

= P#1: Process 1

+ P#2: Process 2

- P#2_ID: PID of Process 2
« w=: A sub-function which

executes access control

: P#2 is a binary file which was
executed by P#1

(3 1) /proc/PID/mem 7Rt Tjelol| M2E nf E&E== go| 55
(Figure 1) The relations of Kernel Calls for accessing the /proc/PID/mem virtual file
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2 mem 7MY LS ol&skeA Felsh] Hsl
fs/proc/base.coll =4 3}= mem_open() <9} mem_read()
St A mem 7 B A4 PIDE 2112 @)%
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Cheat Engine

Ryul's PANG

Currently opened process: 4407-com exa
154065

generaté  u.ive Descript Address Type Value

Nodescription 42654ca0 4 Byles 154065

999999

I8! PRNG

Ayul's PRNG

999999 generate

Enter the new value:

(a2 4) PRNGYe| 714t oflz2]| =X Zz}
(Figure 4) The result of modified PRNG app

[0}
8
g
@
=
rim
o
i
i)
BN

1&
o
=

A 22 dolHE AA s, nhA|
Bl 22E AEdit

] eAZ DS AP A= I9 49 2ok A
A& A9 generate HES FEAF 1540658 3= =
stk o] FtE Wl R 22 Y91 Cheat EngineS 2 7435}
W o] zhe AL o) 7P} o ZE]o) A 0x42654ca0]
AAH=E AL & 4 3tk o] FS 9999997 4751
AL P2 4SS T8 F gl B 999999
g Y3t

W52z 22t 4] mem 7MY HA L o)L AR E
&7] 918l fproc/kmsg AE Z1E Felshd 19 59
th 271 A9 2329 PIDE 7R & 92 F¢lstd 18
3} 2t

k=)
2

1

N

o M

5.2.2 Mot Ate2 MEe Fo| m|2a| =5 Al

2 E=Fo] ARE Algle]l AAE H AlolE stet
=4 &Qlatr] sl e = IF IDE AEs
Az Adl S Aol Ad BIE H7
mem_open() 3ol AFY S ol 52183 U
Tk

A A I8 794 AT F dRe] ARy =
2+ qho] 6470 PIDE 7= Q49 7MWl B e Aol 4

=

e
> H R

o (|

4

tlo

e AL & 5 Aok PID7F 647091 S Frolshd 19
83} 7t

<1>[ 123.971294] target_pid: 2329
<1>[ 123.984602] target_pid: 2329
<1>[ 123.984772] target_pid: 2329
<1>[ 123.984899] target_pid: 2329

(mem_open)
(mem_read)
(mem_read)
(mem_read)

(O3 b) ol=a| == 4ol 7E 27 Y
(Figure 5) The result which shows that
/proc/PID/mem was accesses by the memory editor

ghellBhammerhead:/ § ps | grep 2329
B_a? 2329 175 933756 48384 FEEFFEF OBAODOAR § com.example.prng

(a2l 6) ol=2| oflclE{e] 7E 2T WA
(Figure 8) The PID of PRNG is shown as 2329

|<l>[ 9967.367555] Access denied for {proc{64?0{mem.|

(a8 7) &2 Moig dsist 29| ojze| =& Znt
(Figure 7)The error message shown when
accessing the /proc/PID/mem after modifying
mem_open())

lshe118hannerhead:/ & ps | grep 6478
6_a75 6478 177 899496 48656 fFFEFFFF DAOPAAEA S com.example.prng

(22 8) PID7} 647021 4o| ME =0l
(Figure 8)The log left on /proc/kmsg when error
occurred after re-enforcing mem_open())
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