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An automatic detection scheme of anti-debugging routines
to the environment for analysis
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ABSTRACT

Anti-debugging is one of the techniques implemented within the computer code to hinder attempts at reverse engineering so that
attackers or analyzers will not be able to use debuggers to analyze the program. The technique has been applied to various programs
and is sfill commonly used in order to prevent malware or malicious code affacks or fo protect the programs from being analyzed.
In this paper, we will suggest an automatic detection scheme for anti-debugging routines. With respect to the automatic detection,
debuggers and a simulator were used by which frace information on the Application Program Interface(APl) as well as executive
instructions were extracted. Subsequently, the extracted instructions were examined and compared so as to detect points automatically
where suspicious activity was captured as anti-debugging routines. Based on experiments to detect anti-debugging routfines using such
methods, 21 out of 25 anfi-debugging techniques infroduced in this paper appear to be able to detect anti-debugging routines
properly. The technique in the paper is therefore not dependent upon a cerfain anti-debugging method. As such, the detection
technique is expected to also be available for anti-debugging techniques that will be developed or discovered in the future.

= keyword : Anti-debugging, Malware, Instruction trace, APl frace, Anfi-reversing, Anfi-reverse Engineering

1.4 & 92 olsfalel A3 WAL 2zEe] fARS F

Ao dFE AREHL Sl
ZH 2 Aol (reverse engineering)©] 2y El= SHAITE o]l gk o Fet V|eo] ZEIHY T8 J|&E

L3} 7|2 AZEY 0] Zote] g HopA, o]u] u) BARS wls Aok o] i GERE oFFHo

Solal N2EHE OB 2 3te] Hge] FA 4A)) A wE szt wdEy sln

W 5o ARE dolulE /1% By, of Jlee A oLl old AeE 71S S pgREe] E4ele
Argel B, viekee) SIESS A0S 4TS
T EAo 2R Y Husr] S e w7, 28

! Department of Electronics and Computer Engineering, Hanyang o= FE JMYE 9 NEES AFEs

University, Seoul, 133-791, Rep. of Korea.

o|g]3t B4 k)| 7|eE AT ZAA B 717
? Department of Computer Science and Engineering, Hanyang e £ we Z1eS Sl s ARt 2P

University, Seoul, 133-791, Rep. of Korea. OHAE Sslo] A4S 3= A AAE 7] 93 54
Corresponding author (yongsu@hanyang.ac.kr) S 7 E 7€ ot Oul A 7149 79 6222719 oF
[Received 20 August 2014, Reviewed 22 August 2014, Accepted ) T=o r Ay
15 September 2014] AFE AZES Ao ZAEE A3 11 3 3,662(58.5%)
Journal of Internet Computing and Services(JICS) 2014. Dec.: 15(6): 47-54 47

http://dx.doi.org/10.7472/jksii.2014.15.6.47



Hr

- o

A a0l mj2 ol i

e AEEANA Bl E AEE Wol Abde] HAL §l
= ZlEelH(l], o8 7HA B W ES F8 v
A 7less AU 3

el HwAd Tle E“ W Z=I8E UudE

S ZSEE TuAS A E2ATIAY o2 S B
APV W E TR P AHESel BAE B4 2
SES PelE B 237) B oHS sl A
g ST B JJE Z2IYE 49 FUAEE o
AT BAE 8] olFA VEL o] B} ME 24
25 Uu2 37 A5t 2US Hua s 22y

HUFU

g Fue 450z

AT Ao R FY ok U7 1% A4
S0 Ud 253 gx el gla) A gk
2. 34 A7

2.1 BM =7

2 =852 80x86 74%? Bl £22 7Hg3ka Utk 80x86
TFEAA Hlol|E] =S %@ stedl A HE BT E
o= Pin[2], OllyDbg[3], IDA Pro[4], Immunity Debugger,
WinDbg 5°] 9101, o] F & =FoA A3 % A0l
A3 52 Pin, OllyDbg, IDA Pro ©]Th

2.2 QtE| CIHE Jl=

Qe 2w 71E F skl < Hw A2 o
A 7P QAL Tkl IS
ot HYIE F2 Ve TR 2RI
e EH F2 HolHE e £42 A Zst
stedl 548 7HE Z1Eelth

0131' °JF4 um 7ol Aed TR0 A

r°1‘
[l

re
o
M
=2
2.:
rr
8
=
?
oﬁ
&
m{o
p=s
N
B
o,

2.3 QtE| Ol EX| B3 Jl=

Ve 7 Aol SRS WHEe] EAST A%
WAST YO, o5 WANNE W EF ASHOR
wilo] 53 giek AT o} oleldk ehel T
FEL AFO2 GASHE ol thsjel sl B ¥
A AL &L, 1 F @ 7 A58 B4 S
ekl olwd WHoE WIS L YA UvEH

WA, Peidai Xie 59 A5 HH[6], 3T =oM<
e w2 S o]&ek el YW ApEst &2 71
o tiall A tHFaL ek A WS AW EH, HA o
7FA] QYE]l YW 7% gt WEo FEE s
olejH o] 209} 7+ AR wlA & Tt £ stk 1

U222, JacKeun Lee 59 A+E HH[7], & 7|4
e w3 WS o] &3 e U] B4 9 35 7Y
1 [e]

o tiaiA] ThRaL Qith B2 WAS A EH, 1A g§A
12 5, A&

H HEAES ¢ ¥ ArRI UrhEA 71Ed A E
2] AATIUHER o] Folx 255
]E RS 83 ek A X&)
offset ﬂisﬂr A Mz 235

D
rir
o
S
o
o ot 32 oN
o}L Flr \:IE

. w
o §Ix17F 2 1_, oﬁﬂzlxtl Hpo] E AlaJ
3)73l7] 913t 718 TR U= WA
of wel AR vlo|E AT £4E &)

i

=l

© g
do fo oy T

=

[ 2
o rlo
o

»Loto e

jincs

o K

N

o3

- ru[o

ré'ﬂ

o =

L e
il

U

‘o

o O:);:

— ox

30 ol
2
=,
£
a
=
o
[~
oo
o 4 o
re 2

-
ES)
2

~]:l— b= u]];d o o].&lzﬂ- El—x] H]—Q_,,]___ o}
o| = Hardware instruction setol] 3| g=+=
9 System call APIel ti$t Ego]x AE
°|g EUZ se] Walold 5 vlw AYS

o% r
of

(i

_% Flﬂ o

e
e o

ol
Rl

48

2014. 12



AI

-1 o

A a0l mj2 ol i

S MZ OE £ A EE AEE gopdith O
thy 3l A S ZHE | API Edo] X Ao o &

7] LAY ool i gt 9] AALE Skl HEgel QtE T
W7 EAE it

o 2e 2 =FdA HES st st W $
AR 7} FAVSHA AMEEHA] o] & Sl AT o)F
22l 2§ 91(Split Personality)S BA3]u= Hol'é} o 3l
A

)

X

Sl Davide Balzarotti 59 A17+5 EH[8), T =%
2= LR ol pAsA I ot

Felo met M2 g=A dgEes A

x]. Fda=Xe) E}\-lo O]_Q.o}o:] =

ol AL A= AS HHO
U, UA ME e £4 &

Zof tigh Al A" & Efo| &

9_ ZZQ }\]/\E‘:] =

£ Fll ME OE AIL" Fo] AR

e e g A Eﬂ‘d °

re

ol
[
o,
o,
o O{N ) r_
Soox
R m{o re
ey
o
~

Ll'l
_g

r &
O:

ol

e ofnt
o ok gl

o
= X g

ofN rlr B N oX
N
_%i N w2
= fllo
ok
2 e
i oy
okt
> ol =
XN o
2 4
e l
o

L ol
c o
oz 2
[o 12

o

o
- —

= a3 A" Eo ek Edlo]2e v
o] AHEH A= HollX = frAbslt AT & =
= A8 HEold e Edo|AE Hwste AEES |
A FA 71EE AHEE 8, ol FIlA AR T A3
B0l BAH7] AFshs Ade Bt 5 o 17
1 o)

Hﬂ‘“
T
2 oodl

A mhotE ME O 7|7 o] FoAE A HA
o] Ay Tgo] G4 APd A9 55F FUAAL
E 7 vpolE A E S H, FIHHORE A= e
A3 SFo] M EE AHE Fold £ JYTF Stk I
HOZ B =R duysiaal s B Wl 99
=AY gx walsge g2ty & 4 3tk

3. <] uw ] ©x) By

3.1 CtE| Ol EHX] &l

o) At A 4y BHAEL /%
39 21 WS s VI el ofel
ol 439 3FOIE % ¥/} 2
yor 218 Wb, B 719 E}am

19 730l A APIS) o8 % AAHE FaE R
=

Hd

R

o%“:
i
Fll‘

wn oﬁ‘,
2
ety
o
=2 8

2 G717 Aok o7]elM 2715 2AATI= HE O
% dejsi e o&3 2k

- 27 HEL@ Eg Egoi : jnZ, ij, jZ’ ja, jae, ]b, ]bea jC’ jev jg’

jge, jl, jna, jnb, jnc, jne, jng, jnl, jnp, js, js, jo, jp, retn, call

i)
dlo
1o
.
s
rlo
£
1o,
M
rlo
ol
Z
l-ﬂi

Pin toolS AHE-

A% A sz &

se] Arele), el7)o) 4 ST S
g FaE #717h ol 20147 o)
, 350 HAE Fa

A3AA A3 tHA 43

40f19c > 40f0df 40f19c > 40f0df

40f0fd > 7c81e85¢ : Delet | 40f0fd -> 7c81e85c : Delet
eFileA eFileA

40f00e -> 40d137 40f00e -> 40d137

40d137 -> 40f2a5 40d137 -> 40f2a5

40229 -> 40f2af 40229 -> 40f2af
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Algorithm : ¢E] TIH|7) &%

Tqa = { ta | ta is instruction and API trace using
debuggers}

Tp ={ t, | t is instruction and API trace using Pin}
Fn = Debugger classification Flag

N ={n | nis each debugger’s number}

# split tq to teinst and tq.api
for i in N:
if td,apl in t;[ii
split tg to (tainst, ty.api)
else:
tginst = tg

# split t, to tpinst and tp.api
if tpapi in ty

split t, to (tpinst, tp.api)
else:

todnst = t,

log to file (tg.inst)

F = True

# Byte patching with pin’s eip address
patch tg.inst to (“JMP t,.(eip)addr”)
get Ty

# Classification of debugger detection
for i in N:
if F is True:
Debugger i is detected
else:
none
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Worm.Win32.Donk.b
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Trojan.Win32.Agent.ee
Trojan. Win32.Agent.eb
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Worm.Win32.Feebs.ca
Worm.Win32.Feebs.cl
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Worm.Win32.Feebs.du

Worm.Win32.Feebs.eu
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API Based Anti-
debugging
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