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A Study on Smart card-based Security Mechanisms of upgrades Smart
Meter SW for secure deployment in Smart Grid
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ABSTRACT

Latest in Smart Grid projects are emerging as the biggest issue that smart meter should meet the security goal and the SW upgrade
for complionce with future standard. However, unlike regular equipment, Smart meters should be designed in accordance with the
regulation of legal metrology instrument in order to establish a fair trade-based business and unauthorized changes, it is not allowed
and it is strictly limited by law. Therefore, this paper propose a new scheme of certification regarding type approval and verification
for legal smart meter as analyzing the requirements of a smart meter regarding upgrade and security. This analysis shows that the
proposed scheme comply with the regulation and the specification of smart meter by applying it to smart meter with smart card.

= keyword : SW Update of Smart meter, security of smart meter, smart card, Type approval, PKI for Legal Metfrology instrument
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2.1.1 OIML D-31:2008 2 27AlE

o SW 2" (Software Identification)

o duEF 4 7159 ZA  (Correctness of algorithms
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* SW X3 (Software protection)

. E23o tigk A1 (Support of hardware feature)
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(2% 1)9] Traced Updatel A& HHo|ES =2 T3
o] i FAE T3l APl R ER0] Hul|EF
FHZE Hw Al B Z2OY FEe Oig FEA
(Integrity) AXNE AXT E HAA D] FA]=00A
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(Figure 1) OIML SW Upgrade flow diagram
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vF NISTIIAE vle) A58 AgPA) wxs 4

TEEAS AT S8l A5y AHFAE ¢S E
2 fulo]| 259 % %101 Jagel=rt 7HssloF gk
£ o= 20093 69 ©=2] SGIP PAPO0 $-Al 2] 2

20091 99 F8 ARl thE Z50] SRHATH
NEMA*l| A A AL Q= 1%53 A A 1
gol= #d 5T ES 94 ?g:zeﬂolﬁ 2 EOF
o o3k LdwkA el x]‘—sﬂ A A 9
em, T it 5

o

)

A SWH g o= A Fojd HF A&
AlzE Yol 7153 2 FAES Ao
A SW Jado]|= Al Alg=ojoF &

[
7(04,

O;

o ofh
=
i)

W

o
Mo
o2

&

N
ro off do off

o o

4
~
-
o of

B
1

f

O.
o

9 EFAINE A%
Al sWolrlA7} 21
selsjof siml, o) 9]

=
2YES 48T AL Aus am

g
BE
g =

m&‘ ri

3. I A+

3.1 IEC 62056 : 2013 DLMS/COSEM

g A AnE S ARES A48 $lske, U9
AX A5y M FA vlolH RHUREFOE AEH 2
= IEC 62056+ 2] 2[3-6]:2013, DLMS/COSEMO A= A
538 AgIA SWE JIdo)=E Image Transfer(
Interface Class) 3 H Sk(Security)oll thate] AlEA A <3}
EUR 1=

3.1.1 Image Transfer Interface Class

974 B2 B} A HHOE & SWolrl A9 the:
2E B8R 0 FA4 A4, AR F 12 WA B
ERESS ANHOR UL Qov, B BFHE of

g5t ol 7aAe] BAZ P4l qltk

1) Get ImageBlockSize supported by the servers

2) Initiate Image transfer

3) Transfer ImageBlocks

4) Check completeness of Image and transfer missing

* NEMA ("= 713
Association)

213], National Electric Manufacturers’

el

b= QIE{Hl HE S| (157239)

131



X538 Heiz Swel oEist IE Y @

|

B0|=E S8 ADIETIE 7|8 2ot HiFALIZ0l et o7t

blocks
5) Verify image*
6) Check Image before activation™
7) Activate Image

9] Image Tranfer®] 1 ~ 427Alol AA W Z3}e]= SW
Image= AT 719 7ol vheA TRV} 98
Hm, 5, 6% 22AE Bl heEE ¥ Swel FEA 4
A8 Bl swel fFadol 45E § EAstdnh

¢ Verify Image : Th&ZE=7} ¢F % SW Image?] 2
38 AR G (Integrity)

¢+ Check Image before activation : image_to_activate_info
&4 EUAAL (Authenticity)

image_to_activate_info 1221

image_to_activate_info_element ::= structure

{
image_size: double-long-unsigned,
image_identification: octet-string,
image_signature: octet-string

}

& 7] A, image_to_activate_info 34| = Image<] Z1¢]
e AT F e HolHE 4o HH, § Fx2AF
2] (identification) 2} 7 2HA  (signature) 2] &:7dol O3
EZFBSINE AR U &e] Hest gt o] Ytk
ol 2t T ThE AW L AGMFAA @
o2 sherEn], FujolA olE 488 AP A
BFa7] s A8 AR g TA 4
o7} B2 Agoluk
(Z 1) Image_to_activate_info_element Tz
(Table 1) structure of Image to activate info_element

o i Y

EE EREE W 3

double long

i i olu]#] Ako] =
image size uneigned 9] A Apo]2

image_identificat
ion

w7, Tutol 2
B9, AzA 5
S EEREE

AN

Q571 AR3)

octet-string

image_signature octet-string

3.1.2 |[EC 62056-53:2013 Security suite

DLMS/COSEM| thgt A2 EFB]NA = A53
AgsA 9] HA o, wlolH Bl g Eets tF
Ao, HIA o] AL 71E A enbae] dukgk
=9l LLSoIA AES-GCM-128 Security suiteS ©]-&-3F
%91, HLS(High Level Security)E (3 2)9} 7o| #A]
Atk

ox 9 kI ofl

fol
ol

].

2

(¥ 2) IEC 62056:20132| &ZH|of
(Table 2) Access Control in IEC 62056:2013

A B 5 3
Lowestboel |- s, Q1% g
(o security) | - 71 EA AR g
Low Level | wjawi 570k 93 A%
Y |- A Az gle
High Level 1 gelojde Amzt g 2%
(}Hlinst)y - 717155 A Challenge-Response 4]

(¥ 29 ZFAA AAEHE dolel JIA A A5
(Authentication) ¥ H|°]E]EAl H K Encryption)S $13l
AES-GCM-128( = Security suite id:0)S 4 2|3l 1o H,
AES1289] 28¢s SQRE, GCM[3, 18]S 3 A
Alojol] tigt 15 H 37k f-3 €] vloly &aof tiste

488 5 =S AN Yok

Security Suits Id Authentication algorithm Encryption algorithm Key transport method

Kty wiapping using

) AES-GCM-128 AES-GCM-128 NS 128 Key Wrap

All giher reserved

NOTE  Other security suites may be agded later.

| *DLMS APDU H Ciphering

Authenticated APDU

2DLMS APDU

Encrypted APDU I

Authenticated and encrypted APDU
(a2l 2) IEC 62056:20132] Security Suite & HI0|E]
Hot
(Figure 2) Security Suite and Data security in |[EC
62056:2013
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3.2 Secure Network T+8IE Qlst A

2REAEE 35 AT EE ICHEY BAT
AGTIE A7 EeEk g AYgE ICE HolH
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ofo
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e
XN,
FI
O
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i
N B
o
ol
oL

9et BHAE A3tk NIST ‘:01]’\1 di sk E%i}
H dTALE Qg REEZAAM D 2 HA/ATE
B3 Botell ARSEE 719] bxg A F vE A Ko
3k J 5 A2 E31 o1=(authentication) 2 Zol] W}
oy HIAE ddgit

MF
{Master Filz)
DF DF EF |
[Application File] Application File) (Data File)

EF EF

{DataFile) [Data File)

EF
{DataFile)

(T3 3) AOIEFIE SIAAAH (of)
(Figure 3) File system of Smart Card (example)

(¥ 49 ArEII=E ISOMEC 78169014 A<= 1O
TEE E3 7l=9u7|9 AnlEFE 7+ Command -
Response 73:9] F4l& HoFal Qlth 715 @72
E1 AEE AntEFIEE 54 BEolo] dig 45d

= T dEshEss B MY A 52 YS9
L%i}% BT o] 2E ZEAL St

Command APDU

| CLA ‘ INS ‘ ‘ P2 ‘ Lc ‘ Data ‘ Le |

Response APDU

| Data ‘ swi1 ‘ sw2 |

(T2l 4) A0lEFI= HAIX] (Command - Response)
(Figure 4) Smart Card command and Response

3.2.2 XHBI= (Java Card)

AHF7HE (Java Card)= 2~HFE 7= SUN(Oracle)AH)
AvkJava) 71ES A-E3to], At o2 e 382
23] “ofER)0] FE F UEE 3 AnfETL
Tolt},

ZREFLEX A AH = HAge gAarE T A
vh o F3E FIEAIARY] AAE] 8 Ty #Al
(Virtual Machine) SW7} WA= 0] glo], o] HWolAM L
SHHCE Ado] 7Fesk /N3 FE(Open Platform)
< Zt3 gtk

ZHFIE 7] ARtETIE e T2 W R A o]
Ao A Aol H 2 TJe] FaE 9
Aol it o5 ot gloH, AmtE FAE
SHHE SEEEIYRS "NE %(Applet)”o]i‘r 5
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FEOE o] HoHI Atk
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28 o)
)

= o Mo rlt = rff xo

¢ The Java Card Runtime Environment(JCRE) =2
SRy #, fEH A2, I WY runtime 573 o
s A9
¢ The Java Card Application Programming Interface(APT) 2~%):
- 2utEFLE o ZEAlo| S 22 T Y st AHS
= YA AR At 7R F e 20k & 7 AFE
2 2ol ok Ao

4. A5¥ A=A SWe) PAP
NIy 2 B 79

4.1 NSE A 23 27AE 24

ATy A gA e tAst SW“JH]OIE 2 Hol
FAE7) Akl AFA BEEH FL& STARRE (
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A A 891 e
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(Z 3) Mgt SWRITIH0|=S fIE XSH MRSl F2 AN 24

(Table 3) Analysis for the requirements of SW Upgrading safely in Smart Meter

5 S| Bl QF AL} 715 LFA g wt
| 294 Swelu A Alg & &) Az
(Authenticity) A & JE 7 N7 AFA 7 A E A A
A 2 ojEgA A +E
OIML D 31 FAA o (RHIE o E3))
2 : $EC 9@ swolnR|e] LAA
IEC 62056-53 (Integrity) o e 723
7182 IEC 62056, AES-GCM-128
A4 EAA olEl¢] 7|WA >
3 (Confidentiality) 94 T4 HelEs 7194 AuFE F3 APL 3
TR
4 - ,}E 1 Event log (SWHHIOIE %)
(Audit trail) APAZ 9 HojE o] A o]
OIML D31 =
AAg (RH7EE o 230
5 ; 299%, ZE E dolEE<l
(Electronic seal)
p OIML D 31 S Cryptographic primitive A3 Cryptographic primitive ©]-&-
IEC 62056-53 (FE A7) | 71T EATD (Javacard v2.2 ©]%)
ZA 7, IEC 62056 DLMS/COSEM AES128-GCM API7| ] a0 2
w zulFlEe] 3 API A4 5 253 dE e Sw T MBCA

£ as WEa) A well dg EaAA 9 4 (Metralooy Slaning CA)
HZIE o E8l 7S T wRelA AldEe et
of et Al 7&el ek Bde AAlstarat g

Sy HH&L M| 2 SW R/ H A=
4.2 X8 M SW ZOIOISHA A CA for SP) or forsm
(£ 3)9 87AMHS TEsl] Y8 PRIZINHY] &
JAJFAA =Yool Fasith A5y LA Y25 HHEAARE AL HHZALAES  HIEALA R
A(AF)el digt HA4H AF 1] AAEE T3 7 {DS) (DS) (0s) (DS}
T 5A%E Bl ESHE SWO J94E FEE 5 9l (32! B) X3 Mz dAlsol ZololE H|(PKI)
o go|E Al Hekd HEdozn FAA 9 7Y (Figure 5) PKI for Signing Type approval certificate
AE R F ok of Smart Meter
Ul A5y A 450713151 A o
9] Q=7 HCAE Fol, HaZel7]BoA =8 SW 3) A7 SW HiZE A|AE! (Distribute System)
g MEshs 718 6&%@ oA A AR 5 - SWE MEshs Z1# wgshe MENEY
= ASAME7IAOAE (18 5 2ol $717] 7] MEZHE AL P ASAE WAL &
FANEAAS AT —’F Ak A3 FAAZINDIAEC) EFNA 2FEHE 7IFES
1) A7| gAseli2 (Meter Signing CA) @*‘lffi TTH%Z:] ?‘]%;jg] ;Lig_:éog]i;{:\r_ 95
- A5 AYFA =73 (Certificate Authority) : N_;J:] j] S'Jr; ]] = ;ﬁ %‘2]] ]]ES 3}3155\;0]0 Z]};
51 o U/ = — 2]
2) AHZE| SW Bi=Z 7|2t (Distribute Agency) A ARE FEILE AA S0, 50l EAE
- A5Y AYA SWE w23 7)F (o 3 B QZA 9] BE-S ThE Certification Body2t H5-of o3t
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2™ (Signature) ©. 2 F-&-F T},

A7) G459 ¢

[<] fis

o\
B

e A7) F2A53 21FA Body [6]:
- CPL: Q5A 229 At
- CAR : 1%7]3 x4} (d, KTC %)
- SW Image of Meter : SW 27|, 29, 24 &
- Public Key : AHAZS A3 3717] AE(RSA or ECO)
- CHR : Q154 &A7F 2487} (4, KTC or KEPCO 5)
- ASAMFEANZ  ASA Y FE7IZ
o A7) 252l AFA Signature [6] :
S~ Bodyoll Wi AAFA 3L

ro

- Signature : ¢!

(£ 4) A=ZP| dalsel o3 Ho
(Table 4) The definition of type approval certificate

MEA F¥ AF5AE 5 BSI e-ID EACE Q154
o] Fx[6] B AAE AF7] FAFAAT] 71F
2} 349} 7o) AA 9 3k AFA Y & 717 B
2L A3 52 FAASA A st A1F G wpel A
o= ofof shH, AAAME S $13 FI7] g ES Auf
Ve ®F A A A EE RSA, ECC7|4He] ¢85S A}
SethId 10). & =7oAM= AR S
A BESL o]E FUICIES F e AFA A i)
Al AlQtsith

MNEA AA=EE A7) P25
AR A5y A=A vz o
A SWHHO|EE /AIStZA & wf FAI77ke A Bl
Al 2ES Ba AHEE F Sl 131 A
= A% Fa59lo] 5 ol
o] F7N 719} Reference 28 A7t X}HH}EOH H‘:LEE]O]
2158 A=A HA (Verification)A] 717182 wj £7}
Ak QISA Well= A5 713e] 22 EAHCAR) 9]l =
AGFAE HYste 7189 FZAHAHCHR) P&
glojefol whe} Ast ¥ HolEol tigh ol it A

= >~
T 59

Al Q%7 2
Zx9) AAARE 7 :
W, ARG

?Lmﬂ qm ERE) 2‘11’401 Xdo}ﬂl SWE ?j:wﬂ
o]:al _/r_ 011;].‘
4.3 THIZIEE 0|88t Rsd M{2H 2ot 7

in Meter
ciolef 2| T& H T
MSCA Certificate m
Certificate Body m
Certificate Profile |dentifier m 1.0
Certification Authority m | a5l
Reference ol Me
SW Image Information of Meter m
Image Size m Image Size
Image Identification m Image M&
Device Type m | AZIER
Version m HH
Checksum m | 32N
Manufacturer code m MZ=ALZE
Type approval m gasel
Certification code UAAHHS
Certification Issuer m | QISA{LRlAL
Public Key m
Certificate Holder Reference m
Certificate Holder Access m E=
template S ely
Certificate effective date m
Certificate expiration date m
Signature m

DLMS/COSEM [3-5]¢] HtAlo] 2 HoJE 5 A HeHS <
X E AEM-GCM-128% ¥ wiz} 738 s o} gtk

AEE EE API(V222715) 15194 & £¢ %Pz
AES128S A3, GCM - & 2 E[18]1= X 9&HA]
th webd o]F %33 A5y Ad LA F&a}
AME GCME Adshs 259 AtE SR8 Y
atojof it

N
= &‘O

ru’I do rlr rg

4.3.1 MEPIE SeiA LA F2 At

HEY AR g2kl Thed FUAE N
7] §lsiM s AFEREA LTI E[17)E el oF 3t
W, 8 AR % AR v 2k

o 7HA A¥ A (Garbage Collection) A¢ g
o NEHR}EH) A9 byte(8bits), short(16bits), boolean
o A Y3A = AEF : int, long, char, float, double
o 1A FXO] AmayTr A9, 239 A9
+ JavaCard Class /57 7Fs, LA A
o ZUlEJIE 3 QEH o] A Y : ISO/IEC 78164

el
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¢ AZE EZF Crypto APITH A9

4.3.2 |EC 62056 DLMS/COSEM GCM AA|

IEC 62056-53[3]2] 52 HetolA A2l AES-GCM-128
Security suite 7|l T8 FEHAFES The 2

* AK, EK 7] Z9] : len(Key) = 128bit
+ IV (Inivial Vector) Z°] : len(IV) = 96bit
*  Ciphered APDU®] Htj Zo] : len(APDU) = 255

H EF3]9) 548 Hete] 9 6 “Figure 6 . Cryptogra-
phic protection of xDLMS APDUs using GCM ol A&
£ AH-5H= DLMS/COSEM APDUY| 91595 8¢

< 2 Yet 2 Sitk 9 18elAE 71717 HLS)IE %
HolEEAIHS H3te] (& 5)9 Security Control3tol
mz} 371 £330 IFEE EYoE 9Tk

(% 5) DLMS/COSEM GCM &= A2 of
(Table 5) Example of GCM Function in DLMS/COSEM

Security Control GCM Function()
SCA | (T) = GOM_AEK(IV, AAD)
Aot g f
(AUl | (Pass or Fail) = GAM_ADK(V, AAD, T)
SCE (0 = GAM AEK(Y, P)
(Encryption = !
only) (P) = GCM_ADK(IV, C)
SCAE | (G T) = GOM_AEK(IV, P, AAD)
(Authenti.cated (P, Pass or Fail) =
encryption) GCM_ADK(IV, C, AAD, T)
9l 8-S 423 DLMS/COSEMS] GCMEH+ of
A9 go] AZPES AFHEY T EE FFE
49 % ek

* Output (C, T) = GCM-AEK(IV, P, AAD)
*  Output (Pass or Fail, P) = GCM-ADK(IV, P, AAD, T)

433 A5% M2 oIF Z2eZ A
A58 AYAA SWl Qo) =E 915 A SW
NE ZEEFE IS lgsiel v 31 o

& 4 Stk (2¥ 6)

1) A58 A FA L Anl7t= WF (Personalization) :

- ATE AYFA FH5 ¥ AES-GCM-1288 7]9]
T FAFAATA ABATE 98 AT/1#
o F7] B FZAEAHCAR) HH EF

2) AES-GCM-128 for DLMS/COSEM (IEC 62056) :
- HLS?1%5-& GMACAAHS 913t Get Challenge

- HLS21Z4 GMACAAHS 913t GCM-AEk
- Hlo]H 54l HekS ¢3¢ GCM-AEK/GCM-ADk

3) Verify Signature (450954 84 45) -
- CARGH 7] : Read Binary (EF File)
- Make a trust point : MSE Set DST (CAR”]S)
- 91Z A HZ : Verify Certificate (Cert Body + Signature)

AES-GCM-128 Verify Signaturg

(a2l e)

Select File __ | SelectFile | _ > Read File
(Applet) (Applet) (GA Reference)
v v
Load key set > GGM-AEK Mlsj'éfet
' +
(Caret, Proz) > GOM-ADk Cortficate
—» Get Challenge

A5y Hefaple Aspleel Bof 52

(Figure 6) Command Flow of Smart Card

Aeq AHFA G HdRss AXNHE

GCM-AES $12F Key(AK, EK) 2 <l
PE CAB @K} AAE ARALYo BT
of A58 APl gAH &

A5y AHFA ] sws

glo} 7ol AA T (O™ 7)

1) DLMS/COSEM AA HLS¢!

Zx AEA=L 93

R

Z(GMAC)S

A

4

=

£ 2 71y

3H= Hpoto] of

pii

E8 g2Alof

2) HlolE FAA HolE - Ho3t 43 (Secured]'d

3) Image TransferE
4) Image TransferE

ERERE

53¢t SW Imagetll 22
T AL FAS
5) THEZ ¥ SW Image®] A3 A4S
(W te2e3y Ha

2 eRE
AZA W
A9 A

2l
&% A2H)
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ZHE W EH SW ImageE <13}
A5 NES SWE A7Hsste] 9%
AP LGA A Bt 8l J1FS gt =y
N ZMFIEE A5Y AHZA SWO PG v L]o =
ol

DLMS/COSEM £-217F Client-Server?} 7170l thak A&
< 2 dlole Bl tig ¢35 stE Bl ATy AH G

o] glojgfe] tist FIAlo] B FAA, 7Y
ATE T3 BF[3]9] 5 HokllA A|AlE AES-GCM-128
& Master Key<] Wi 2ol tisire 283 5

4.4 Xsd A 2o 7
4.4.1 AES-GCM-128 REIBl=

I

7= 2

[>

4
g

Distribution Server

GMAG for HLS

Register Meter

New SW Image

@joci ation Application [@

or

AFTIE EEAPIOIA Al FEH A b= AES-GCM-128
S A903L7] Y8ted, GemBlockCipher S AE o] FH A~
IDE®} NXP Toolkits ©|-&3}e] 7f@stsitt. (1€ 8, 9)

AES-GCM-128 33 ERV715S& AlFatr] S8 /d=
AHFHER 5 GemBlockCiphers 1% 83} 7-o] Aju}
729 Cipher F4ZFUN2E A&}, Cipher F4F
204 AF3sl= init(), update(), doFinal()2] methodE
DLMS/COSEM-$ GCMZ=#[3, 18]l whe} ofej 9} o] +
date HXAE o Z8ld A g3t iFo e dIE
2139t (4.4.274)

*  GemBleokCipher Class Instance :
- gemCipher = new GemBlockCipher();

*  Encryption Key 5% :
- gemCipher.init(key value);
*  GCM-AEk : GCM AESI128 Authentication Encrypt
- gemCipher.set_mode(MODE_AUTH_ENC);
- gemCipher.set_security_policy();
- lenOutput = gemCipher.doFinal(IV, P, AAD, Output)

Smart Meter Smart Card

| AK, EK, PKca

GMAG for HLS GCM-AEk GMAG for HLS

i

{

Auth, Decrypt

SW Image

Signature

< Image Transfer >
[ = ]

A o Verify Signature

by
@asult of Integrity check |
— If fails, retry
transmit Nf
<={esult of Verification }
Complete
SWulpdate | 0 === =2 —==-==

1 1

| gz ﬁ '
Secured 1

: i

Download m
\W

Auth. Encrypt

Signature

Verify Signature|
By PKca

Yes - -
@esult of Verification |

Record
Event log

Activate SW
Image

(O3 7) REPI=(ALIEFIE) E 0|86t A58 M{zbA| SW HiEZ Z2EXS
(Figure 7) Protocol for deploying sw of smart meter using smartcard
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b= QIE{Hl HE S| (157239)

137



A8 MZA SWol orHsh Bz 3

|

B0|=E S8 ADIETIE 7|8 2ot HiFALIZ0l et o7t

Cipher
1 1
javacard security. ji . crypto,
AESkey, +getAlgorithm() Cipher
Key +init()
+update()
N +doFinal() —

GcmBlockCipher GemMultiplier
-H:bytel 3
-J0 : bytel] H: bytel
-S: byte[] +init()
X: bytell +multiplyH(
-AK : byte[]
“EK : byte[]
-MAC : byte[l
+GemBlockCipher() -
+getAlgorithm() GemUtils
+init()
+update()
+doFinal() +xor ()
+set_mode() +multiply()
+set_security_policy() +shortToBigEndian()
-GHASH()
-aesGCTR()
-inc32()

(O3 8) GCM-AES-128 ¥&F XHPPI= APl +6
(Figure 8) Implementation of GCM-AES-128 API
Class in JavaCar

1] & 810 Dt (TR 90

(2! 9) o|Z&IA(Kepler release)ZE 0|25t XHF = off=
=l 7He 2
(Figure 9) The environment of Developing JavaCard
Applet using Eclipse (Kepler release)

* GCM-ADk : GCM AES128 Authentication Decrypt
- gemCipher.set_mode(MODE_AUTH_DEC);
- gemCipher.set_security_policy();
- lenOutput = gemCipher.doFinal(IV, P, AAD, T, Output)

4.4.2 \erify Signature 7+8

(29 10)9] JavaCard v2.2.2014 Al &3+ EF Cryp-
tographic primitive2 % FAAAMY AZE 918 RSA, ECC,
DSA, HASH 5 ®& APIE ©]&3te] P33t

Java Card v2.2.2
AESKe
a

ooooo

BTk,

plobxc:

PSEUDO_RANDOM]

C_ECDSA_SHA, RSA SHA, RSA SHA PKCSL PSS

AES_MAC, DES

—Econ ]

KeyEncrypt

AES, DES _3DES, KOREAN _SEED, RSA

ARIAKey ]

ALG ARIA MACE 1

(3% 10) AIZI= v2.2.20i|1M X|¥Sk= Cryptographic
Primitives

(Figure 10) Cryptographic primitives for JavaCard
v2.2.2

4.4.3 X&s¥

(3¥ 6)llA AANE A5y AHFFA L Auprt=
Hol2 7 a}le], ISO/IEC 781649 ¥FE ARlEIIE

XAz RHIZIE Interface 73

ol o

Holg 7 Astel AFFAGPAGH=RL)st
Aot Qe 2E BT 4 Uk (& 6)

(£ 6) A8 NMH2ZAHIE A0IEFIE HAHO Fo
(Table 6) Define the commands of smart card for
Smart Meter

Command APDU (ISO/IEC 78164)
Select File :ggggoooo Lo AID
Read Binary — 00 B0 00 00 Le File_ID
(CA Reference) | < CA Reference + 90 00
Put Data — (00 DA 01 00 Lc CA_Ref + PKca
(Public Key) — 90 00
— 80 10 00 00 10 Key
Load Key <00
-8 2P 0Lc+IV+AD+P
GCM-AEK —C+T+9 00
—-8030PIO0Lc+IV+HAMD+CH+T
GCM-ADK « Pass(or Fail) +P + 90 00
— 00 84 00 00 08
Get Challenge < Random + 90 00
— (00 22 00 00 Lc Public_Key Reference
MSE Set DST <90 00 or Error
. . — 00 2A 00 00 Lc Cert_Body + Signature
Verify Certificate < 90 00 or Error
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4.5 GemBlocCipher AHPPIE EZE Salla M

HI

B =ddlAe A5 dg e HIA o 9 dlolE
EAH S 98] AES-GCM-128 &3 144 GemBlockC-
ipher AFUIFIE EE FYXE AQIEIh FEE FUXA
of tig 23 2 Aol disty AFstaal sk

451 BF % ds 452 AH HlojH

X o© Oo o

IEC 62056-53[3]:2013 “Table 6 - Example for ciphered
APDUs’ 9] Security Control 270l w2} Case 1914 37+
2] GCM-AEk, GCM-ADk A 84 o8& (& 7)3 7o)

e ¢ 3ok

(¥ 7) IEC 62056-53:2013, AES-GCM-128 A& H|O|E{
(Table 7) Test Vector of AES-GCM-128 for IEC
62056-53:2013

Authenticated
encryption

41
M

Authentication | Encryption

4D4D4D0000BC614E01234567

Security 000102030405060708090A0BOCODOEOF

DOD 102030405060 70D8D9DADBDCODDEDF

Sty | g |10 (sC-A) | 20 (SC-E) | 30 (SC-AE)

€00100000800 | CO0100000800
p - 00010000FF02 | 00010000FF02
00 00

Input 100001020304
D50607D809DA
DBOCDDDEDFCO
010000080000

010000FF0200

300001020304
D5DED7D8DIDA
DBDCDDDEDF

A11312FFI35A | 411312FFI35A
C - 47566827CA67 | 47566827CA67
BC BC

067250910F92
210263877516

7D825C3BE4A7
7C3FCC056B6B

452 GCM #E& APDU o ¥ S& Znt

(FE DY A dolel 45 3l AES-GCM-1289] 3
714 739-¢l thated GCM-AEk, GCM-ADk®] 715 A1 8 &

ol

ted

o
G

ohEAE A S b5
SURS (& 9ol A

gEol 3 7lEE

(£ 8) AES-GCM-128 Al&E APDU W™l & 3&
(Table 8) The commands and response of APDU
for testing AES-GCM-128

?_

M

Command data

Response data

Select Applet

00A4040007A0800
00000000100

9000

Key Load

80100000100001020
30405060708090A0B
0CODOEOF00

9000

8020100030011E10D
(0D1020304D5060708
D9DADBDCODDEDFCO0
10000080000010000
FF02000200030C404
04D0000BC614E0123
456700

00021000050C24F
4D960E6F6ET6C99
FCBA309000

Case 1
SC-A

ADk

803010003E011E1
0D0D1D2D3D4D5
D6D7D8DIDADBD
CDDDEDFC001000
0080000010000FF0
2000400030C4D4D
4D0000BC614E012
34567050C06725D
910F9221D263877
51600

000210009000

Case 2

802020001F01000
200€00100000800
00010000FF020003
0C4D4D4D0000BC
614E0123456700

00022000040D41
1312FF935A47566
827C467BC9000

SC-E

ADk

803020002101000
40D411312FF935A
47566827C467BCO
30C4D4D4D0000B
C614E0123456705
0000

00022000020DC0
010000080000010
000FF02009000

802030003001113
0D0D1D2D3D4D5
D6D7D8DIDADBD
CDDDEDF020DC00
100000800000100
00FF0200030C4D4
D4D0000BC614E01
23456700

00023000040D41
1312FF935A47566
827C467BC050C7
D825C3BE4A77C3
FCC056B6B9000

Case 3
SC-AE

ADk

803030003E01113
0D0D1D2D3D4D5
D6D7D8DIDADBD
CDDDEDF040D411
312FF935A475668
27C467BC030C4D4
D4D0000BC614E01
234567050C7D825
C3BE4A77C3FCCOS5
6B6B00

00023000020DC0
010000080000010
000FF02009000

el
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AAE 2~vtEFIE W o]= ISOIEC 78164, (18 4)
©] APDU EF HWAIA A0 whe} & 69] HEd sus
ARSI O, (G 8)9 7 frEel W WH Y ¢ ol
HE (F 79 AE dlo]elE #xste] TLV (Tag-Length-
“Value) 2 E HHold] E3sle], 2uIlE HAE of =
glol A 7 o]l T}/ (Parsing) ¥ GemBlockCipher 2] 2
£ AME3te] AES-GCM-128 e AHS A o2 3
o AAE BASISATE (F 8)

4.5.3 Hek=l GemBlockCipherel 4= 24

o] &% 2~-& NXP Tool2] JCOP Shell S ©]&3}le] (& 8)
o] APDU BHAE AEste Hst d4E (& 9o &
AlBFA T NXP Toolo| A& 7122 22 JCOP, Smart MX
7hEd gk AlEH ol 74 S AFgtth JCOPE9] Al
EF o)A ARMZ|HE Aulgt=e] thste] FUd GCM
AGE o Z8S gAst 4F5AEES Tt

(% 9) GCM XHppt= 7F Seflao| HolE XM2| 32 &
(Table 9) Response rate of data processing for GCM
Java card class

JCOP_J5DI45KB | ARM7|wE
s B .
8ol ¥ AEY ol AplFhe
Select Applet 748us 4,812us
Key Load 425us 18,166us
GCM-AEK 228,349us 1,938,000us
Case 1:SC-A ’ =
GCM-ADK 169,729us 1,905,000us
GCM-AEK 5,251us 119,493us
Case 2:SC-E ’ ’
GCM-ADK 5,985us 85,057us
GCM-AEK 226,397us 2,587,000us
SCAE , ,287,
Case 35C GCM-ADK 224,049us 2,578,000us

Y A9 2

o

7

¢ JCOP Shell : A}7= APDU W H o] 4=3)

® Smart MX Simulation on PC

- Model : J5D145KB_M62 v.2.4.2 R2

- JavaCard 2.2.2, Global Platform 2.1.1

- NXP JCOP Tool Plug in for Elipse

- Eclipse SDK Kepler Release 64bit version

- PC : Windows 7(64bit), Intel i7 1.90GHz, RAM 4GB

* ARM7| 8} ZpHHFEE

- Core : ARM SC-100, RAM : 8KB, FLASH : 420KB
- Clock : 3.56 MHz (X=FHEZIE %5 28)

- JavaCard 2.2.2, Global Platform 2.1.1

5. 2 £
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W 2 HoF e tigh WekE AAl o} 3Tk
2uEFIES A gE AN TEshs SHAAM E
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