
Journal of Internet Computing and Services(JICS) 2014. Feb: 15(1): 13-27  13

기능주도개발 Agile 방법을 사용할 때의 안 한 소 트웨어 
개발에 한 문헌연구

☆

A Systematic Literature Review on Secure Software Development using 
Feature Driven Development (FDD) Agile Model

아딜라 알바인1 임란 가니1 정 승 렬2*

Adila Firdaus Arbain Imran Ghani Seung Ryul Jeong

요    약

Agile 방법론은 시간  제약하에서도 효율 인 개발 로세스로 빠르게 제품을 완성할 수 있는 방법으로 알려져 있다. 하지만 

scrum, XP, DSDM 등과 같은 여타 Agile 방법들처럼 기능주도개발 (FDD)  Agile 방법도 보안요소의 불가용성으로 인해 비 을 받고 

있다. 이러한 이슈를 보다 자세히 살펴보기 해 본 연구는 2001년부터 2012년사이에 나타난 연구들에 한 체계 인 문헌연구를 
수행하 다. 본 연구 결과, 재 FDD 방법은 안 한 소 트웨어 개발을 부분 으로 지원하고 있는 것으로 나타났다. 하지만 안 한 

소 트웨어 사용에 한 상세한 정보가 문헌에 거의 나타나고 있지 않은 것으로 보아 이 분야에 한 연구 노력은 거의 없어 보인다. 

따라서 재의 5단계 FDD 방법은 안 한 소 트웨어 개발에 충분하지 않음을 알 수 있고 결국, 본 연구는 FDD 방법에서 보안에 기반
을 둔 새로운 수행 단계와 랙티스가 제안될 필요가 있음을 보여 다. 

☞ 주제어 : Agile 방법론, 보안, 소 트웨어 공학, 기능주도개발

ABSTRACT

Agile methodologies have gained recognition as efficient development processes through their quick delivery of software, even 

under time constraints. However, like other agile methods such as Scrum, Extreme Programming (XP) and The Dynamic Systems 

Development Method (DSDM), Feature Driven Development (FDD) has been criticized due to the unavailability of security elements in 

its twelve practices. In order to examine this matter more closely, we conducted a systematic literature review (SLR) and studied 

literature for the years 2001-2012. Our findings highlight that, in its current form, the FDD model partially supports the development of 

secure software. However, there is little research on this topic, as detailed information about the usage of secure software is rarely 

published. Thus, we have been able to conclude that the existing five phases of FDD have not been enough to develop secure 

software until recently. For this reason, security-based phase and practices in FDD need to be proposed.
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1. Introduction

Agile methodologies have had an important impact on 

software development practices in recent years [1]. A 

significant amount of positive feedback has been noted from 

the organizations [2, 3] that practice agile methods. Their 

statements [4, 5] suggest that agile methods help during the 

software development process by emphasizing rapid 

development. This, along with an ability to quickly respond 

to changes in requirements, leads to a high degree of 

customer satisfaction. Agile methods are more flexible and 

help to reduce iterations. However, they need to follow 

several rules related to the agile manifesto, including those 
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concerning less documentation and team member 

interactions, which provide for appropriate communication 

with customers and other users.

On the other hand, some researchers and practitioners [4, 

6, 7, 8] have noted that, in software development, rapid 

development and changing requirements are not the only 

issues. They highlighted another critical software problem –

software security [9]. In other words, the rapid development 

of software that is secure. Unfortunately, agile methodologies 

such as Scrum, FDD, DSDM [96] and XP [97]do not 

suggest or include security elements in their models. In 

general, the exclusion of security elements from the agile 

development process creates vulnerable software. This leads 

to reiteration in order to make the software secure, which 

affectsthe project timeline, significantly raises costs, and 

negatively affects customer satisfaction, which ultimately 

diminishes the notion of such a methodology being "agile."

In this paper, we explore both points of view in detail. 

We also present our own point of view on the existing agile 

models, methods and systems that have integrated security 

into FDD. 

The objectives of this paper are:

1. To review the possible software security issues that 

are raised while using FDD practices.

2. To identify whether it is feasible to integrate security 

elements into FDD as a whole.

The paper has been organized [10] asfollows: Section 

2presents works relevant to the paper. Section 3covers how 

the SLR procedure has been used. Section 4is a report about 

the research results, while section 5 is a discussion of the 

research results. Finally, section 6 is the conclusion, and 

suggests possible future outcomes.

2. Related Works

As the paper focus on agile methodology, so it is 

appropriate to provide brief introduction about the existing 

FDD method.

2.1 Feature Driven Development (FDD)

FDD was initially devised by Jeff De Luca, to meet the 

specific needs of a 15-month, 50-person software development 

project at a large Singapore bank in 1997. Jeff De Luca 

delivereda set of five processes that covered the development 

of an overall model and the listing, planning, design and 

building of features (Fig. 1). 

2.1.1 Develop overall model

The software project started with a high-level 

walkthrough of the scope of the system and its context. 

Next, detailed domain walkthroughs were held for each 

modeling area. Domain area models are merged into an 

overall model, and the overall model shape is adjusted along 

the way.

2.1.2 Build Feature List

The knowledge that was gathered during the initial 

modeling was used to identify a list of features. This was 

done by functionally decomposing the domain into subject 

areas. Subject areas each contain business activities, the 

steps within each business activity formed the categorized 

feature list. Features in this respect were small pieces of 

client-valued functions expressed in the form "<action> 

<result> <object>", for example: 'Calculate the total of a 

sale' or 'Validate the password of a user'. Features should 

not take more than two weeks to complete, else they should 

be broken down into smaller pieces.

2.1.3 Plan by feature

After the feature list had been completed, the next step 

was to produce the development plan. Class ownership has 

been done by ordering and assigning features (or feature 

sets) as classes to chief programmers.

2.1.4 Design by feature

A design package was produced for each feature. A chief 

programmer selected a small group of features that are to be 

developed with in two weeks. Together with the corresponding 

class owners, the chief programmer worked out detailed 

sequence diagrams for each feature and refines the overall 

model. Next, the class and method prologues are written and 

finally a design inspection is held.
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(Figure 1)  Feature Driven Development Model (Source: Skillresouce [100])

2.1.5 Build by Feature

After a successful design inspection a per feature activity 

to produce a completed client-valued function (feature) is 

being produced. The class owners develop the actual code 

for their classes. After a unit test and a successful code 

inspection, the completed feature is promoted to the main 

build.

The first process is heavily influenced by Peter Coad's 

approach to object modelling [98]. The second process 

incorporates Peter Coad's ideas of using a feature list to 

manage functional requirements and development tasks. The 

other processes and the blending of the processes into a 

cohesive whole is a result of Jeff De Luca's experience. 

Since its successful use on the Singapore project, there have 

been several implementations of FDD. The description of 

FDD was first introduced to the world in the book Java 

Modeling in Color with UML[98] by Peter Coad, Eric 

Lefebvre and Jeff De Luca in 1999. Later, in Stephen 

Palmer and Mac Felsing's book A Practical Guide to 

Feature-Driven Development[99], a more general description 

of FDD was given, as decoupled from Java modeling.

However, the introduction of security in agile methods 

started a few years back, but in this paper, we would like 

to focus on security elements that could enhance security 

quality 

after going through the FDD process. Agile methods such 

as Scrum [11] and XP have introduced new models that are 

equipped with security [12, 13] and security itself has its 

own model [14-18]. However, since there are only a few 

studies related to FDD, it seems that there is still much 

progress to be made in the development of a secure FDD 

model.

[19, 20] and [21] provided examples of SLR. However, 

unlike most of the previous work, this paper will cover how 

security can be embedded in Feature Driven Development 

and how it will be used in real world software development 

to produce more secure systems.

3. Review Process 

SLR guidelines for SE proposed by [22] have been 

followed for this study. The definition of this process is to 

identify, assess and interpret all relevant and available 

research proofs in order to be able to provide answers to the 

research questions proposed.

3.1 Research Questions

Table I shows the criteria and scope of the research 
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questions structure, which is the Population, Intervention, 

Comparison, Outcomes, and Context [PICOC] structure. 

(Table 1)  Summary of PICOC

Criteria Scope

Population
Papers proposing models or frameworks 

for FDD and Security

Intervention Security, FDD

Comparison Secure Agile Model

Outcomes
Suggest how security can be injected 

into the FDD model

Context Secure FDD model

Based on Table 1, the research questions are:

[Q1] How many studies mentioned security in FDD and 

when were the initial and latest studies?

[Q2] Were any frameworks or models proposed for FDD 

and security?

[Q3] How is the integration between Security and FDD 

when it comes to a real life software development 

environment?

[Q4] How are we going to measure Security and FDD 

integration after the study?

3.2 Search Strategy

The strategy that was used to construct the search strings 

was based on [20], which is as follows: (1) Major terms are 

derived for use in the review questions [for example: it will 

be based on population, intervention, outcome and context] 

(2) Known keywords mentioned in the articles are listed(3) 

The use of Boolean OR to discover synonyms, alternative 

spellings or related keywords such as abbreviations (4) The 

use of Boolean AND in order to connect the main terms to 

the outcome, intervention and population.

Therefore, the complete search strings used for this paper 

are as follows:

[Agile OR Agile Methodology] AND [Software Security 

OR Security] AND [Feature driven development OR FDD]. 

Afterwards, in order to discover information regarding SE 

methodologies, the search strings above have been modified 

as follows:

 [Software Engineering OR SE] AND [Agile OR Agile 

Methodology].

The research paper foundwere classified according to the 

publication type. Later, different search methods were 

employed by manually filtering the conferences, journals, 

books, and websites by checking each of the publications 

that were published in the year 2007 and later.

3.3 Selection Criteria

The inclusion criteria for this paper include studies that 

primarily target Software Engineering and focus on security 

aspects and the FDD methodology. The priority hierarchy 

from "most important" to "least important" in regards to 

publication type is as follows: Journals > Conference 

Proceedings > Books > Websites > White Papers

In addition, the research paper found must include the 

following criteria in order to be included in this paper

� Indexed by known databases such as IEEE Xplore, 

Springer, SpringSim, ACM, etc.

� Written in English

� Subjects covered must include Software Engineering, 

specifically in the Security or Computer Sciences 

field

3.4 Qualitative Analysis

To speed up the data extraction process, a form was 

designed. It was used to gather proof related to the research 

question and as a qualitative measurement for the study. 

Table 2 shows the questions that were asked after the 

keywords chosen for this study were analysed.

(Table 2) Questions

Question Answer

Q1. Was the article about Agile and 

FDD specifically?
Yes/No

Q2. Was Security mentioned in the 

paper?
Yes/No

Q3. Did the paper make mention of a 

quantitative measurement regarding 

the effectiveness of the study?

Yes/No/Partial

Q4. Will the paper contribute to the 

research conducted?
Yes/No/Partial
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Acronym Type
Number of 

Publications

ISCI Journal 1

BT Journal 1

BPM Journal 1

ISE Journal 1

IJIS Journal 2

Information and Software 

Technology
Journal 1

ISCA Proceedings 1

ICAC3 Proceedings 1

MySec Proceedings 1

JOSS Journal 1

SERVICES   2010 Proceedings 1

Proceedings   8th International 

Conference XP
Proceedings 1

RSA Proceedings 1

TDSC Proceedings 3

ACMSE Proceedings 1

(Figure 2)  Number Of Publications

4. Results

4.1 Appendix A Finding

Appendix A shows the results of the search procedure. 

Initially, we identified 98 papers. However, after completing 

qualitative analysis, we only managed to identify 79 papers 

relevant to the study and SLR references.

Although some of the papers might propose a framework 

for security and the agile model, they were not selected. 

This is because they were either not meant for the security 

model [23-36], or not specifically about the Feature driven 

model [36], or were for learning purposes. 

The papers in Appendix A were reviewed individually 

while data was extracted and questions proposed during the 

qualitative analysis were answered. The answers to the 

questions have been recorded.

Based on Fig 2, the selected papers were from the years 

1982-2012. No papers from 2000 and 2001 were selected. 

One paper was selected each year for the years 1989, and 

1996. Seventeen papers, the maximum number of papers 

selected in a year, were selected in 2011. According to 

Figure 1, the mode for the number of publications is set at 

seventeen papers. On average, 5.6 papers were found per 

year.

4.2 Sources of the Study

Based on table from Appendix A, the main sources for 

the papers were books focusing primarily on security 

software. Although the years of the books vary, thirteen 

publications came from such sources. Conference 

proceedings follow as a primary source, with most papers 

coming from IEEE, Springer, Spring Sim and ACM. There 

were also 26 journals, with the remainder coming from 

websites and white paper. Most of the sources are about 

security software and agile methodology. Table 3 below 

shows the sources of papers found and the amount of paper 

for each source.

(Table 3) Papers Found
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Acronym Type
Number of 

Publications

HealthSec Proceedings 1

ACM SIGSOFT Proceedings 2

SESS Proceedings 2

LMSA Proceedings 1

QoP Proceedings 2

WOSP Proceedings 1

ECSA Proceedings 1

Springsim Proceedings 6

Softw. Pract. Exper. Proceedings 2

CODASPY Proceedings 1

HICSS Proceedings 1

IET Proceedings 1

AICCSA Proceedings 1

ICIMA Proceedings 1

ICCST Proceedings 1

ARES Proceedings 1

ICSSP Proceedings 1

APCC Proceedings 1

ISOLA Proceedings 1

TSE Proceedings 3

WCS Proceedings 1

SysCon Proceedings 1

ICCSNT Proceedings 1

ISSE Proceedings 1

Proceedings of the Agile 

Development Conference
Proceedings 1

19th Australian Conference on 

Software Engineering
Proceedings 1

Fifth International Conference on 

Software Engineering Advances
Proceedings 1

21st Conference on Software 

Engineering Education and 

Training

Proceedings 1

Website 4

Book   Review Book 24

White Paper 3

5. Discussion

In this section, we discuss the answers to the study’s 

proposed research questions.

Q1: How many studies mentioned security in Agile and 

when were the initial and latest studies?

Studies [37-47] mentioned both agile methods and 

security. [48-55] and some other papers talk about 

information security. [56] only mentioned agile 

methodology. The latest study that mentioned security and 

agile methodology was from 2011 and, according to this 

SLR, the initial study was from 2005. 

Q2: Were any frameworks or models proposed for FDD 

and security?

This SLR did not show any papers that provided an 

existing framework or model for security and FDD 

combined, but there was one paper [57]that showed 

measurements for a matrix comparing compatible FDD 

elements and security elements. There were also many 

frameworks [58], architecture [59-63], models [64], and 

metrics [65] of security that were mentioned in related 

works.

Q3: How is the integration between Security and FDD 

when it comes to a real life software development 

environment?

FDD is well known for its structured management in 

software development and being people oriented [66]. 

However, a problem remains in that there are no security 

elements inside FDD. Additionally, there is no specific 

security role inside FDD [66-68]. Of course there are many 

security methods that been applied in the real world [69-80], 

especially in Malaysia [80] and India [81].There is also 

discussion and much awareness among IT organizations 

regarding software security practices[82] and the human 

factors that could attribute to software security[83].However, 

there is no specific research regarding the integration of 

security and FDD.

Q4: How are we going to measure Security and FDD 

integration after the study?

For this, we can use security testing papers [84-91], some 

of which concentrate specifically on data and applications 

[92]or the design stage [93, 94]. Additionally, there are 

papers that measure FDD quality and attempt to use those 

techniques, or combine them, to measure the security quality 

[95] in the FDD process.
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6. Conclusion

There is no established study regarding security integrated 

with the FDD model because most of the papers found are 

about agile methodology and security, such as Scrum and 

XP. We conducted an extensive literature review using 7 

journals, 56 conferences, 14 books, 4 website references and 

3 white papers, with most of the material coming from 

2011. Based on this review, we noted that there is extensive 

evidence that integration would definitively benefit IT 

organizations that use the FDD model in creating secure 

software. In the modern world, people wish to use software 

for many purposes, such as chatting with friends, navigating 

via GPS [Global Positioning System], sending e-mails, 

managing bank transactions, connecting to networking sites 

and delivering complicated or daily transactions that may 

involve valuable information. Without a proper software 

development process that can create secure software, 

dangerous and unexpected consequences may occur. For 

example:

� The system that was developed may not be equipped 

with security measures

� Software vulnerabilities may be created. These may 

then be able to be exploited by attackers. [9]

� There may be no demand for the system product

� The software developer and user[client] may have 

little awareness about software security Issues

Since today's software has a high degree of usability, it 

is not only exposed to threats such as viruses, worms and 

spyware, but other security threats such as SQL injections, 

etc. Therefore, it has become important for industries to not 

only make sure that they develop a fully functional software 

system, but to equip that system with proper security 

measurements to ensure that software's future viability.

7. Future Work

We will propose an extended FDD model that integrates 

security measurements into its structure.The enhanced 

security-based FDD model will then be applied and 

evaluated in controlled studies. The findings of the 

evaluation will be shared with the research community and 

body of knowledge.
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