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클라우드 로 을 한  응형 그룹통신 기반 정보공유 모델

Information Sharing Model based on Adaptive Group Communication for 
Cloud-Enabled Robots
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Romeo Mark Mateo Jaewan Lee

요    약

클라우드 로 에서, 효율 인 정보공유 모델은 연구과제이다. 본 논문에서는 클라우드 기반 로 들이 서로 연동하고 지식을 공유

하기 한 지식공유 모델을 제시한다. 효율 인 메시지 송을 해 멀티 에이 트 기반 응형 그룹 통신을 제시하며,  연결(link) 

노드는 주요 링크를 결정하기 한 비 함수를 사용한다.  성능평가 결과,  제시한 알고리즘이 최소 메세지 오버헤드를 나타내었으
며, 통 인 그룹통신 방법에 비해 주요 링크를 사용함으로 인해 질의에 한 응답이 빠름을 보 다.

☞ 주제어 : 클라우드 컴퓨 , 클라우드 로 , 응형 그룹통신

ABSTRACT

In cloud robotics, the model to share information efficiently is still a research challenge. This paper presents an information sharing 

model for cloud-enabled robots to collaborate and share intelligence. To provide the efficient message dissemination, an adaptive 

group communication based on multi-agent is proposed. The proposed algorithm uses a weight function for the link nodes to determine 

the significant links. The performance evaluation showed that the proposed algorithm produced minimal message overhead and was 

faster to answer queries because of the significant links compared to traditional group communication methods.

☞ keyword : Cloud computing, cloud robotics, adaptive group communication

1. Introduction

The cloud-enabled robot, or cloud robotics” which is a 

term for some developers and researchers [1], is a recent 

topic in the Cloud. Cloud-enabled robots are mainly designed 

to access services in the Web to provide smart functions to 

robots. E.g., in disaster support, the perception of a person 

who is in danger involves a large volume of data images 

and/or a complex algorithm, can be processed using the 

resources in the Cloud or use a cloud service to process this 

function. Moreover, a high complex computation to process 
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a task quickly drains the battery life of a robot. However, if 

processed in a computer with faster processor and stable 

power source, the computational time and energy 

consumption will be efficient. Google introduced cloud 

robotics in [2] to enable cloud services to be used by robots. 

They emphasized that the computer processor consumes 

more power than the motors of a PR2 robot. It is common 

for service robots to be used for a specific domain or 

application classified in [3]. An example in the study of 

Mukai, et al [4], a robot provides nursing care for patients 

and its function is specialized that it cannot perform tasks in 

other domain. In spite of the differences on its domain, with 

common components, e.g. sensors, arms, wheels, etc., robots 

can perform each other function by sharing intelligence 

among the service robots and thus there is no need to 

configure or train a robot to understand the unknown 

perception. This is the goal of our proposed information 

sharing model where the appropriate components for the 

sharing information are tackled. Also, the knowledge of 
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robots can vary over time where robots with more 

information has higher probability to answer queries, on 

contrary, a reply with no answer is considered as unnecessary 

message overhead explained in of Khan, et al [5]. Therefore, 

there is a necessity to adjust the communication links from 

robots.

In this paper, a model of information sharing for 

cloud-enabled robots is presented and then the algorithm that 

provides efficient collaboration and information sharing in 

the Cloud is proposed. To efficiently disseminate the 

information in the virtual group of robots, an adaptive group 

communication based on multi-agent approach is proposed. 

A node link weight value which is based on the calculation 

of a Brownian agent approach determines the significant 

links to a robot agent in a group. An implementation of the 

proposed information sharing model is also shown in this 

paper.

2. Cloud-Enabled Robots and Group 

Communication

The network of robots provided an efficient way of 

sharing data and collaboration in [6, 7]. Most of the studies 

used the network capabilities in mobile robots and 

information sharing for coordination like in [8, 9, 10, 11]. 

Researchers and developers studied the use of robots in 

different applications but the functionalities are still limited 

because of the need in storing large amount of information. 

The research challenges in complex analysis and 

optimization methods specified in [12] are also possible by 

using Cloud. Extending the functions of network robots to 

cloud will enhance the capability to process information and 

extend the functionalities by sharing information among 

robots. Using this concept, the interoperations of robots and 

sharing of information are still a challenge by researches. 

Having standard of sharing information using a message 

based commands like an approach in ROS [13] can solve 

this issue. In [14], a robot framework utilized a cloud 

computing environment to parallelize the computation of 

mapping. The efficient message passing for collaboration 

from the mentioned previous researches was not considered. 

An efficient method for communication by minimizing the 

message overhead in queries and accurate in finding the 

robots with correct information is considered in this paper.

Group communication is useful in many fields such as 

telecommunications and robotics which have various 

considerations. In [15], a group communication is used by 

mobile robots where a mesh construction and pruning are 

integrated to improve the multicast group communication. 

The main challenge presented in this research is how the 

information is disseminated in all robots to coordinate each 

robot movement in real time. In peer-to-peer or multipeer, 

the communication takes place when several senders are able 

to send user data to the group members. In [16], a 

communication protocol for multi-robot system is based on 

multi-agent approach where the protocol ensures the 

understanding of intentions. The design enables sharing data 

and resources on a very large scale by eliminating any 

requirements for separately managed servers and their 

associated infrastructure. However, the knowledge of robots 

in the group can vary over time where the frequently 

updated robots can answer more queries while robots with 

low frequent updates have low probability to answer queries. 

In this paper, we used the multipeer based on a 

published-subscribe paradigm and the group communication 

is based on multi-agent approach to adjust the node links.

3. Intelligence Sharing and 

Collaboration Based on Adaptive 

Group Communication

In the proposed information sharing model, the 

components for integrating cloud technologies to robots are 

considered. A proxy robot is a program in a computer node 

representing the real robot which is the main component in 

the proposed model. Primitive controls and commands of a 

robot are processed in the control engine and these are 

abstracted in the logic engine. The logic engine consisted of 

database, inference engine and rule base, is the “brain” of a 

proxy robot. Also, the logic engine includes the 

configuration and training modules to acquire the action 

rules of a robot. In [5], three types of robots were identified 

which are also considered in the proposed model. In our 

design, the inconspicuous and visible robots use a message 
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based controls for easy integration of primitive commands 

while virtual robots only use the message engine in 

performing collaboration. The proposed design can support 

wireless transmission of commands by employing simple 

messages composed of small bytes. This method is efficient 

in energy consumption by assigning the highly complex 

processes to the computer system while basic commands are 

transmitted wirelessly. The proposed model uses a 

message-based mechanism to manage the communication 

between cloud services and hardware controls of a robot, 

and also, a group method is integrated to form virtual 

groups and promotes collaboration. The group 

communication of robots is based on a multi-agent 

technology to provide efficient collaboration and information 

sharing.

3.1 Cloud-Enabled Robot based on Agent 

System

The proposed information sharing model has three main 

components which are the message engine, proxy robot and 

control engine. The message engine pre-processes the 

received message to be understood by the logic system of a 

proxy robot and formats the message to be sent to the cloud 

service or other cloud-enabled robots. The logic engine 

performs analysis to its environment based on perceptions, 

and by using the rule base, it processes the information and 

executes the specified response or action. A similar approach 

in [6], where robots are provided with a translator, however, 

this approach does not consider the limited hardware. In our 

approach, a message-based command scheme is used for 

limitation of complex processes. The proxy robot processes 

the data received from sensors in the logic engine which 

decides the commands based on the action rules to perform 

robot controls. Also, the logic engine processes the messages 

received from other robots. The control engine receives and 

executes the commands imposed by the proxy robot.

 Figure 1 shows the architecture of a robot agent which 

is used to communicate with other cloud enabled robots. In 

Figure 1, the interactions of information sharing model 

components to gather data in the real environment and to 

process perceptions in the logic engine are shown. The 

architecture is based on a rule base system where a list of 

conditions and its associated actions are stored in a database. 

At runtime, these conditions are retrieved which are used to 

map perceptions from sensors and then maps a certain action 

rule. Within the logic engine, the interactions of its 

sub-components to process a perception or a message from 

other robots are shown. A database is contained with list of 

conditions and interpretation of its sensor value. For 

example, a given temperature sensor value of 28 degrees 

Celsius is mapped in the database with its interpreted 

categorical value like HIGH or LOW temperature. These 

values are configured manually by the owner/developer of 

robots as well as the action rules. The perception module 

always checks the database for matched conditions. If there 

is a match then it checks the action rules in the rule base 

which is processed in the inference engine. After it founds 

a matching rule then it will call the necessary commands to 

the control engine. However, if there are no rules found then 

it will query other robot agents to ask about the current 

perception. In the collaboration, the perception query received 

from the cloud environment is processed in the message 

engine and this is processed in the logic rule by mapping the 

conditions. Moreover, the cloud service API enables the use 

of cloud services. If a perception requires the use of a cloud 

service then it executes the cloud service through its API. 

The result from a cloud service will be processed in the logic 

engine by matching the conditions based on the outputs to 

check if there is a necessary action to perform.

(Figure 1) Architecture of a robot agent based on 

a rule base system
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3.2 Model for Intelligence Sharing and 

Collaboration

The message-based mechanism uses two formats for the 

two different functions; Collaboration Message and Control 

Message. The Collaboration Message is used by a robot 

agent to collaborate with other peer robot agents after it 

joined a virtual group of robot agents. The message format 

for collaboration uses XML format. The structure of the 

message is consisted of source and destination addresses, 

and the message data which is represented by M={source 

address, destination address, message}. The message follows 

the ACL format from multi-agent standard communication. 

The query message for perception contains M={source 

address, destination address, message(query, perception)} 

where message(query, perception) encapsulate the perception 

to be queried. The reply message for a perception query 

contains M={source address, destination address, 

message(reply, action rule)} where message(reply, action 

rule) encapsulate the action rule for the reply. On the other 

hand, the Control Message is used to manage the sensors and 

mechanisms of a robot. Each control is processed by a 

message where these messages are interpreted by the control 

engine to be understood when processed in the logic engine. 

The translation of native message for controlling the robot 

mechanisms is processed in the control engine and vice versa.

Robot agent ontology defines the robot functions and is 

used to interoperate with the semantic web. The robot agent 

ontology is used in the information extraction when the 

robot is performing autonomous information search and 

other web services. The outputs from the message engine 

and control engine are processed in the logic engine. 

Incoming and outgoing messages in the message engine are 

based on the ACL Message of multi-agent technology, 

whereas, the message command represents primitive message 

commands from the specific robot to perform a control. 

These primitive commands are specific on the installed 

actuator and sensor modules and these are entered as 

variables for the rule mapping are defined in the database.

The collaboration among robots is processed in the 

message engine. In this paper, we define an intelligence 

sharing as the exchange of intelligence in the form of action 

rules. An action rule contains a sensor perception with its 

value and an associated action for the perception. On top of 

Figure 2, the composition of an action rule is shown. If a 

robot cannot understand the perception then it queries to its 

virtual group to ask about the action for that perception. A 

perception query is a message used by a robot agent to find 

an action rule in a virtual group about a perceived input. A 

robot agent sends a perception query message and this is 

received by other robot agents members of the virtual group. 

At the bottom of Figure 2, the query process for 

collaboration is shown. A perception query is sent to the 

Cloud environment and each robot agent in the same virtual 

group will receive the perception query. After a robot agent 

received the perception query message, it will process to its 

message engine and logic engine, and if the robot agent has 

similar input/perception parameters then it maps its action 

rule and replies back, else, it replies with empty rule.

(Figure 2) An action rule for robots (top) and 

process of query about a perception 

(bottom)

A robot agent, representing a proxy robot, uses the 

multi-agent approach in performing the communication. The 

virtual groups of robot agents are formed based on a 

published-subscribed method. When a robot agent establishes 

its connection for the first time, it sends a multicast message 

to the coordinators of virtual groups. The grouping service 

will assist the robot agent to choose the appropriate 

coordinator. After the coordinators received the message, all 

will reply with information of its group. If the robot agent 

decides to join a group then it requests the addresses of 

group members. To efficiently share the information to 

another robot, the adaptive group communication is proposed 
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which is explained on the next section.

3.3 Adaptive Group Communication based 

on Brownian Agent

We refer a robot agent as a peer agent (pa) after it joined 

a group. The group is based on a publish-subscribe 

paradigm where a publisher posts messages to initialize the 

formation of a virtual group. We assume that the robots in 

each group are used for specific application domain, e. g., 

healthcare, rescue operations, etc. The peer grouping is 

managed by coordinators (C) which are the publishers. Each 

coordinator establishes its communication to other 

coordinators in able to forward query messages if a request 

perception query is not found within the group. After 

forming the group, the adaptive group communication 

scheme is operational. A robot agent is provided with the 

list of members and these links are used for query. Each 

node link is evaluated using the adaptive scheme. The 

knowledge of robots in the group can vary over time. In our 

design, the database of perceptions and action rules of a 

robot can be updated frequently by offline training or 

autonomous information extraction in the web, and as a 

result, it can answer more queries. Therefore, it is a 

necessity to adjust the communication links from robot agent 

to direct more queries to the robots which are frequently 

updating its database. Using this adjustment scheme will 

prevent unnecessary message overheads.

The communications among peer agents use the weighted 

node links (w) which is based on the Brownian agent 

approach [17] to identify the nodes with significant 

knowledge and have high probability to answer queries. 

Brownian agent approach combines the features of reactive 

and reflexive agent concepts. A reflexive agent has an 

internal model about its environment that allows it to 

understand the given situation and then perform certain 

actions. On the other hand, the reactive agent simply 

“reacts” to signals from the environment. A set of state 

variables for the Brownian agent is described by u
(k)

i where 

index i = 1, ..., N refers to the agent i, while k indicates the 

different variables used to measure the significant node 

links. In this paper, the number of action rules of a robot 

represents the external variable of Brownian agent.  The 

external variable, represented by  u
(1)

i, is the ratio value of 

rule count of the peer agent i (ai) to the rule count of a peer 

with the highest rule count shown in Equation 1.

 


 (1)

In Equation 1, ai is the number of rules of peer agent i 

divided by maxA which is the peer agent with the highest 

count of rules. The internal variable represented by u
(2)

i. The 

internal variable is calculated by the number of replies with 

correct action rule for a perception query of the robot agent 

which is shown in Equation 2.

  


 (2)

R is the number of requests and ri is the score of a node 

link every time a correct rule was replied. An important 

continuous state variable in the context of Brownian agents 

is the internal energy depot u
(3)

i = ei, which determines 

whether agent i may perform a certain action or not. This 

approach is used by the group communication to adapt its 

link by determining the significant nodes which have high 

probability to answer the queries. N is the number of peer 

agents in the group and n is the index of peer agent. wi is 

the link value of a peer agent n to other peer agent i in its 

list of link in W={ w1, w2 …, wi }. In our method, w 

represents the energy depot of a Brownian agent (wi=ei) 

which decides if the query will be sent to the peer agent i. 

Each member of a group sends the number of action rules 

to calculate the external variable using Equation 1 and the 

peer agent n updates its node link values after it receives a 

reply to its query. Peer agent n adjusts its node links depends 

on how much a member contributes to queries calculated 

Equation 2. The links are processed in a weight function in 

Equation 3 which uses two variables stated in the Brownian 

agent approach; external (ϴ1) and internal (ϴ2) variables. A 

peer agent n calculates its link to peer agent i by,

   

  
 (3)
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In Equation 3, the external and internal variables are 

averaged represent the significant values from the number of 

rules and contribution to answer queries. Using a threshold 

value, a peer agent decides which node it will send the 

query. In Equation 4, the node links are collected after it 

was compared to a threshold value which is shown as the 

function of ϕ in Equation 5.

′  
 



 (4)

            
 (5)

Equation 5 is used to decide whether the message query 

will be sent to the specified peer agent pai. All peer agents 

that were collected in Equation 5 are sent with the 

perception query in multicast. The result of choosing only 

the significant links minimizes the message overheads 

generated in the group communication.

(Figure 3) A peer agent, which is a member of group 

A, queries Q1 to its members (left) and 

queries Q2 the coordinator of group B if 

a rule is not found in its group (right)

Figure 3 illustrates the query procedure of a peer agent 

with the group members. Whenever a peer agent was not 

successful in querying its group, then it queries the peer 

agents on other groups. In this case, the peer agent sends the 

query to the coordinator of other groups and then the 

coordinator will forward the message to its members. The 

query message identified in this case is Q2. In the left side 

of Figure 3, a peer agent pan performs a query (Q1) in its 

group where the member of Group A receives the message, 

and if the rule is not found in the group then it queries the 

coordinator of Group B to query its member for the second 

query (Q2) shown in right of Figure 3. After receiving the Q2, 

the peer agent in other groups will append the result to m and 

m is returned directly to the source peer agent which is pan.

4. Implementation and Performance 

Evaluation

4.1 Implementation of Cloud-Enabled Robot

The proposed information sharing model was developed 

in Java included with the library of Jade Framework to 

implement the collaboration based on agent approach. A 

Pololu motor controller was used to control the motor speed 

and direction of the robot. In the message-based control 

approach, specific commands, in byte format, are used to 

control the motor which is transferred from the computer to 

the motor controller through by serial communication. E. g., 

the forward command is written as {0xAA, device number, 

0x55, speed 1, speed 2} where 0x55 in the third element of 

the message is forward command. The primitive commands 

were mapped in C# and then a socket network program was 

used to communicate with the proxy robot and the motor 

controllers. The curious robot, which is the name of our 

prototype robot, is a visible type of robots. ZigbeX wireless 

sensors from Hanback Company were also used which are 

inconspicuous types in our implementation.

(Figure 4) Prototype of the curious robot (visible 

type) using the proposed framework
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In Figure 4, the curious robot performs perception using 

a web camera. It was designed to perceive objects and 

images to be recognized and perform actions based on its 

perceptions. A simple function was tested for our simulation. 

The curious robot was trained for character recognition 

where libraries for image processing were integrated in the 

proposed middleware. If the curious robot reads 

“FORWARD” written in a paper then it tries to understands 

this and perform a forward motion which is mapped through 

its list of action rules. The library of Jade Framework was 

integrated in the information sharing model to implement the 

agent communication. The communication and establishment 

of proxy robots are initialized by booting the Jade.

4.2 Performance Evaluation

The adaptive group communication was used by the 

cloud-enabled robots and this was evaluated in simVO [18] 

which is a discrete event simulator for virtual networks. The 

modules in simVO were extended with the necessary 

components to simulate group communication of robots in 

the network environment. The simulation environment used 

1000 nodes, represents robot agents, and 1000 action rules 

which were used to process the perception query. In the 

physical network, nodes were divided equally into 100 

domains where each domain serves 10 nodes. In a domain, 

nodes were connected to a router with a latency of 10 

milliseconds (ms) to send a message. Routers were 

connected in a ring topology having two router neighbors in 

each router with a latency of 100 ms in each connection. 

The action rules were replicated and distributed randomly 

throughout the nodes and, in default, a node has 10 action 

rules which were assigned. We assigned four groups with 

coordinators in the simulation. A perception query was sent 

to the members of the group and return to the sender after 

searching for action rules. 

The multicast group communication [19] and 

publish-subscribe method [20, 21] were compared to 

adaptive group communication (AGC). In the multicast, all 

robot agents were connected in a single group. A single 

query from a robot agent was distributed using multicast. In 

publish-subscribe, the members were divided into four 

groups where a coordinator published a topic and subscribers 

were assigned to the groups initiated by coordinators. For 

AGC, the threshold value was set with 0.5 for the node link 

weight value. A robot agent was only assigned in a single 

group in both publish-subscribe and AGC. The number of 

perception queries was increased in each case of simulation 

from 100 to 1000 queries. Each query contained a time to 

perform the query, source node of the query and the 

perception which were randomly selected. A learning model 

was also configured which simulated the variation of 

learning methods from robots. In the simulation, nodes were 

selected to update its action rule database. The following 

were determined; 1) total latencies of messages, 2) average 

message generated by a query and 3) number of rules found 

in a query.

     

(Figure 5) Message overheads by total latencies 

generated from queries

  

(Figure 6) Average message generated in each 

query
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The result from Figure 5 adds all latencies generated by 

the queries. In Figure 5, the AGC has the lowest latency 

because it has fewer links to send the query message. AGC 

adjusted its node links to identify the significant links. Both 

AGC and publish-subscribe have almost similar trends of 

message latency because of the separations between groups. 

It was also observed that the message overhead of AGC was 

improved in longer time from 300 to 1000 queries because 

the node links were adjusted to identify more significant 

links. The latency performance in multicast was proportional 

to the number of queries where a constant increase of 

latencies was observed. Multicast has a very high latency 

because of messages were multiplied in sending a query to 

the members of the group. 

In Figure 6, the average message generated in each 

perception query was observed. AGC has the lowest volume 

of message generated and better of almost 5 times than the 

multicast. Note that the multicast was constantly generating 

999 messages in each query within the network while the 

published-subscribe generated approximately 252 messages 

or 0.25 of total nodes. The AGC with 221 messages was 

lower than publish-subscribe because it only sent the query 

to the significant links after it adjusted from the previous 

queries. Multicast generated the most messages which 

indicate that it tried to find the rule for perception query 

throughout the network of peer agents. Figure 6 is also 

related to the latency performance in Figure 5 where 

multicast shown a high message overhead. 

(Figure 7) Average false positive based on number 

of requests

The accuracy of query was measured by a false positive 

approach where the result is shown in Figure 7. This is 

calculated by the number of replies with the action rule over 

the number of perception queries. A higher false positive 

value means the search has better retrieval of rules. It was 

obvious that multicast provided high message overhead 

shown in Figures 5 and 6 but it was for the cost of finding 

correct rules for the robot to response with the perception 

query shown in Figure 7. However, this was significantly 

improved by the AGC because of the adaptive scheme. In 

the first 100 requests, the differences of values from 

algorithms were low, especially with multicast and AGC. 

However, in the longer period of time, AGC was increasing 

its accuracy because of the adjustment from node links using 

the adaptive scheme. It is also observed in Figure 7 that the 

accuracy of the ACG is increased from 500 until 700 

queries compared to the previous cases but the accuracy is 

slightly increased from 800 to 900.

In summary, the graph results from Figures 5 and 6show 

that the AGC is more efficient in handling message 

overheads, and in Figure 7, AGC considers the significant 

links to find a rule compared to multicast and 

published-subscribe. Separating the publish-subscribe in 

groups simply overcomes the message overhead shown in 

Figures 5 and 7 but it was not efficient in removing the 

unnecessary links. The multicast tries to find the rules 

throughout the group members with the cost of message 

overhead by comparing Figures 5 and 7. However, in the 

longer period time, AGC increased its accuracy because of 

the node links were adjusted using the adaptive scheme.

5. Conclusion

The current problems in robotics are the limitation of 

resources to process complex computations and limited data 

storage. Integrating a robot in the Cloud with a proper 

design can be a solution to these problems. In this paper, the 

efficient interaction among robots and integration of cloud 

services to robots were considered to improve the 

information sharing in the Cloud environment. The proposed 

information sharing model for the cloud-enabled robots was 

designed to manage the hardware controls of a robot, to 

support the use of cloud services, and to collaborate with 
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other robots by sharing its intelligence. The design of logic 

system to perceive and perform actions was done using Java 

while the primitive functions for the hardware controls of a 

robot were abstracted by RMI and socket network programs. 

To provide the efficient message dissemination, an adaptive 

group communication based on Brownian agent approach 

was proposed. Using the proposed adaptive scheme, a node 

link weight value determined the significant links of a robot 

agent to query.  

A network simulation environment was configured to test 

the performance of the proposed adaptive scheme compared 

to traditional group communication methods. In 

publish-subscribe, separating the robots in groups simply 

overcomes the message overhead but was not efficient in 

removing the unnecessary links while the multicast tries to 

find the rules throughout the group members with the cost 

of message overhead. However, AGC outperformed the two 

methods by having a minimal message overhead and 

efficient in finding rules for perception queries because of 

the significant links which reduced the message generated of 

a query and provided the high probability of finding rules.

The information sharing model is the main backbone of 

cloud robots to share data and do autonomous learning. This 

will enable the creation of various services for the cloud 

robot and these are what we want to implement in our 

future work.
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