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ABSTRACT

Chatbot services are used in various fields in connection with Al services. Security research on Al is also in its infancy, but research
on practical security in the service implementation stage using it is more insufficient. This paper analyzes the security requirements for
chatbot services linked to Al services. First, the paper analyzes the recently published papers and arficles on Al security. A general
implementation model is established by investigating chatbot services provided in the market. The implementation model includes five
components including a chatbot management systfem and an Al engine Based on the established model, the protfection assets and
threats specialized in Chatbot services are summarized. Threats are organized around threats specialized in chatbot services through
a survey of chatbot service managers in operation. Ten major threats were drawn. It derived the necessary security areas to cope
with the organized threafs and analyzed the necessary security requirements for each area. This will be used as a security evaluation
criterion in the process of reviewing and improving the security level of chatbot service.

= keyword : chatbot, Al security, arfificial infeligence, security requirements, implementation model, security threaf analysis, security
evaluation criteria
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(Table 1) Status of related research
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(Figure 1) External Engine-based Chatbot Service

Implementation Model
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(Figure 2) Internal Engine-based Chatbot Service
Implementation Model

4. BEANS 97 9@ 24

BEANE AEmEG ], ST, dole Auow

BHE & Utk FAHLAEE AZEY 0] g, b
ole] FHA FAol Hag Aaks Adsit 71E
MHAE 93] T15E 22 AL ARH| A2
F71ekA Yl AZEYojo] F23 WAdo] dg o
E5eoich

Zt FAQ 50 AMER BLE, ARAT A2 W, Al
AR /W, Al SW, YT W 5 EF LZES o]

7b FEEo] 2EE o] gtk Muj A
AA, vEd, F9E 7PIst BE 5 2EE F 4
th 2 =EME 7| FEE W
oF 7]18 AlAE 9o Bt AXEY
A AL, 47FA AZEY o] ke Z3etT

tlo]g] sk A7) 5ol 28 shu|olE, ATAAE
glolE] 9} AL 2w Ho|H, ARz} Ho|E Fo] I
wojok gt JEX A 2E G0 B2 F A|2wEd o
ol FEE 29 HoHk XL B =FdAE
AR A 98] ZL2F HolHw XHFPOE g5
ole], AL A A A5 H o] B, M2 A& A oA A
A" 218 Aoz BFdin

= dlols ArfEZOY PCY 22 AMEAILEO| &
GHE stEd, Al2" §WIF Y EE AH, AR
S 93 STz, vET ol IS UE
A3 Ay So] HETE B E=RoME 71Ed 128
JEAGYA 2E zZaes AQsty, AFER T AR
Aze}, FAYE Ax, QA BE dzaE HIAN

170

2024. 2



AEAE|2 78 o] BoteTAl

t A

=

ool
HIr

SR EFTT
HEALE E7Y BIAE ofg & 322 A3}
Atk

(Table 3) List of Protected assets

22 P 4y
ALBA 2B |AEAE E Ee Y
sl AlAY HRMUIAE FS3t| i
THE =20
2= ES)of Aol HRMEAES flof st
= Al7I5E miZchks 2ZEL0]
o s |2 TERL 2 eblE S
- TEE ==
HREMH|AS HS5He
TFoflM MM =jof AllEIe
SHEOlolE! | EREOl EEELE ARl
MeA~ MES 2lsh Hel=ls
cfole Flol=
SRLRINA-H | R AAY 20| 223
Y= NE~=E =]
= MREZIAIAE 2ATEA
MMEl 2T
ARRKL 2E0| 2YE|=
ARRX} ciat AL 280| 2EEks
st=2lof
sz o=y HRUAAHO| 2=l
3 st=2lo]
st=2llof ey ——
Zajec olma} AldIZlo] 2d=l= 22R=
e [ F~-+=1}
ol
o: = Loig|=
oAl 25 ol=a} _._474| DE0| 2YEE
=2

4.2 Hot
4.2.1 91" =A

AN LA n]
gg3te &3t
NS TSR
FE AsAch

AlMH| 29} AAE S0l 9t AMEAFEC] 3]
= MAH R st 93o] 78 T8 AFPo= 24}
Atk AR 27 895 ke g AT gl wet
FE9-T 2=zl tist A 95 APL AA7E o=
£ Aol APL 2 2Z 420 o] 3712 2E2HA
ok A S At i 43 Zrh

[
2
2
o
i

(F 4) BRAMd|A Hot 2

(Table 4) Chatbot service security threats

o= EE

T
EREREEE]

cjo|E] 2t statiolel =22

< ZHolgE mict 7

HoldE firE

9% T2 For

2ELA FAH

APl 27 Z7}

Z2fec olmet 3ok

HIAF SIEt 2ol SiE

Z2|HA Hel =ity ol&

4.2.2 Hol&f 2 2/

SHlolE 09 AHA 23 AR 5
< W% DBY ¥ Z29-E DBl Aat, shreo
HE &8s Aok sgrloles B daE vhd
stef AEslof ok AEATL vFE 7}

o949 & gk

AARR Stk +4  AEAE AR 5 4SS o, 9
=34 92 AURRE 9HT & ek AgAe F=
@ ANE AT SO $HHA ol T AAPH
#3959

el

b= QIE{Ul HES| (25213)




o g Hlelvk 42, A e 9 & 5 A
o) WAY F Atk ARALNZ AAE APL L5
SR G EREIMECE L TRt
4.2.4 91Z2} 8 2% BRA 9
ST Az Aok AAoIAY 5 A2
=

©
1
ox
2
X
;9‘
e

A3A 16 ) A1+ SgElolE e, ARA
29 5 91T Q) Sof ol ke A3 Bl AW 2
7habck JlQlg el Hle g AlelE 19SS,

RREAH 2 5 ALEA
ERESER
ol

S EEIERIE TR
A3 AuI27E sl wet AAbY

o
QWA Soldth thpe vz Fejel heh war
A WAE AP B3] AL, el @

7] 98l w29 B
A3
JEl7 e 2717

4z

[

foi

of

ox 12

lo
£

hiipd

=

[

P 2
e

Shid
2
i,
[t
o e
ko
-
>~
>
&
rlo

SaooEo®  J
ErEIEEE I ——

I EFEN e . S=HoE 2
T Heees

=
0]
HT
Jo

o

o [T

AT
B || bu
I>{
|| O
O || H

ol o
Jn

lu
ki
Ho|| >
nj| 2

=

ro
|
!
4%
12
i

—
f
J
J

=
W

B

40

m

e

i)
=

% ]
Iﬂ
g
[=]
[

i
o
s
x

(O3 3) EotelRnt 2of ¥ o=
(Figure 3) Mapping Security Threats and Security
Zones
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(Table 6) Security Requirements for Privacy
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