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Proposal for the "Army TIGER Cyber Defense System; Installation
capable of responding to future enemy cyber attack
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ABSTRACT

The Army TIGER System, which is being deployed to implement a future combat system, is expected fo bring innovative changes
to the army’s combat methods and comabt execution capability such as mobility, networking and inteligence. To this end, the Army
will infroduce various systems using drones, robots, unmanned vehicles, Al(Arificial Infeligence), etc. and utiize them in combat. The
use of various unmanned vehicles and Al is expected to result in the infroduction of equipment with new fechnologies info the army
and an increase in various types of fransmitted information, i.e. dafa. However, currently in the military, there is an acceleration in
research and combat experimentations on warfigthing opfions using Army TIGER forces system for specific functions. On the other hand,
the current redlity is that research on cyber threafs measures targeting information systems related to the increasing number of
unmanned systems, data production, and transmission from unmanned systems, as well as the establishment of cloud centfers and Al
command and control centfer driven by the new force systems, is not being pursued. Accordingly this paper analyzes the sfructure
and characteristics of the Army TIGER force infegration system and makes suggestions for necessity of building, available cyber defense
solutions and Army TIGER infegrated cyber protections system that can respond to cyber threats in the future.
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(& 1) Army TIGER 4.0 A=A 7H'—*E
(Figure 1) System concept diagram of Army TIGER 4.0 (5)
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(Table 1) Types of Cyber Attacks(6)
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(Figure 2) Components of Army TIGER (3)
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