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ABSTRACT

Currently, the 4th Industrial Revolution, like other revolutions, is bringing great change and new life to humanity, and in particular,
the demand for and use of drones, which can be applied by combining various technologies such as big data, arfificial infelligence,
and information and communications technology, is increasing. Recently, it has been widely used to carry out dangerous military
operations and missions, such as the Russia-Ukraine war and North Korea’s reconnaissance against South Korea, and as the demand
for and use of drones increases, concerns about the safety and security of drones are growing. Currently, a variety of research is being
conducted, such as detection of wireless communication abnormalities and sensor data abnormalities related to drones, but research
on realfime detection of threatfs using radio frequency characteristic data is insufficient. Therefore, in this paper, we conduct a study
to determine whether the characteristic data is normal or abnormal signal data by collecting radio frequency signal characteristic data
generated while the drone communicates with the ground control system while performing a mission in a HITL(Hardware In The Loop)
simulation environment similar fo the real environment. proceeded. In addition, we propose an unsupervised learning-based threat
detection system and optimal threshold that can detect threat signals in real time while a drone is performing a mission.
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Feature Description

The rssi parameter is the RSSI (signal
strength) level that the local radio will
receive,

The remrssi parameter is the RSSI that
the remote radio listens for.

rssi

remrssi

The noise parameter is the noise
caused by someone else operating a
nearby radio that uses the same
frequency as the gcs radio.

The diff rxerrors parameter is the error
value and is the difference between the
previous accumulated value and the
current error value.

noise

diff rxerrors

(3% 4) 1™ EX| oo|”E Z2AMA
(Figure 4) Threat detection agent process
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Algorithm Hyperparameter

Encoder: GRU(64 - 32)
return_sequence: True
RepeatVector
Decoder: GRU32 - 64)
return_sequence: True
TimeDistributed(Dense)
optimizer: adam
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(Table 3) Threat signal detection model performance by threshold

Threshold Precision (%) recall (%) f1-score (%) accuracy (%) FPR (%) FAR (%)
05 75.79 72.69 66.25 66.51 0.02 054
0.6 76.38 76.03 7143 7143 0.05 044
0.7 78.01 7925 76.06 76.14 0.08 034
0.8 80.17 81.92 80.22 80.61 012 0.23
09 7404 7452 84.24 7544 0.29 021
1.0 69.61 6854 6891 7141 044 019
11 65.61 63.17 6345 67.81 0.56 017
12 63.01 59.82 59.58 65.64 0.64 0.16
13 61.21 57.56 56.64 64.31 0.71 0.14
14 61.19 56.61 5494 64.15 0.75 012
15 59.88 54.82 51.92 63.28 0.81 0.09
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