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Abstract

Among the remote user authentication schemes, password-based authentication methods are the most widely used. In 2004,
Das et al. proposed a "Dynamic ID Based Remote User Authentication Scheme" that is the password based scheme with
smart-cards, and is the light-weight technique using only one-way hash algorithm and XOR calculation. This scheme adopts a
dynamic ID that protects against ID-theft affack, and can resist replay attack with fimestamp features. Later, many flaws of this
scheme were founded that it allows any passwords to be authenticated, and can be vulnerable to impersonation attack, and
Quessing attack. By this reason many modifications were announced. These scheme including all modifications are similarly
maintained security against replay the authentication message attack by the fimestamp. But, if advisory can replay the login
immediately, this atfempt can be succeeded. In this paper, we analyze the security vulnerabilities of Das scheme, and propose
improved scheme which can resist on real-time replay aftfack using the counter of authentication. Besides our scheme sfill
secure against impersonation attack, guessing affack, and also provides mutual authentication feature.

= keyword : 22AFE7}FE(Smartcard), &4 ID(Dynamic D), 215 (Authentication), A% 91 (Mutual Authentication), 4 Al A AL
L(realtime replay)
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