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A Study on Intelligent Self-Recovery Technologies for Cyber Assets to
Actively Respond to Cyberattacks
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ABSTRACT

Cyberattack technology is evolving to an unpredictable degree, and it is a situation that can happen ‘af any fime’ rather than
‘someday’. Infrastructure that is becoming hyper-connected and global due to cloud computing and the Infernet of Things is an
environment where cyberatfacks can be more damaging than ever, and cyberattacks are still ongoing. Even if damage occurs due
to external influences such as cyberaftacks or natural disasters, infeligent self-recovery must evolve from a cyber resilience perspective
fo minimize downtime of cyber assets (OS, WEB, WAS, DB). In this paper, we propose an infeligent self-recovery technology fo ensure
sustainable cyber resiience when cyber assets fail fo function properly due fo a cyberattack. The original and updated history of cyber
assets is managed in real-time using timeslot design and snapshot backup fechnology. It is necessary to secure technology that can
automatically detect damage situations in conjunction with a commercialized file integrity monitoring program and minimize downtime
of cyber assefs by analyzing the correlation of backup data fo damaged files on an intelligent basis to self-recover fo an optimal state.
In the future, we plan to research a pilot system that applies the unique functions of self-recovery technology and an operating model
that can learn and analyze self-recovery strategies appropriate for cyber assefs in damaged sfates.
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(Figure 1) The Four Stages of a Cyber-Resilent Mechanism.
Reprinted with permission from Ref (5)

Time

Ao A2’ tg ol ] Z-5-S A&} SFCH(Preparation).
AlZky A FARE T4 a = "11‘3}3’— Aol A2
o] o]& FHIgte wet o] 3 AFAHLE Adta}
I FAATE A7 g oA MEL T aE AR w7t
A A 2~"g H 5 3 THPrevention). A7kt ~ t3 & 54 &
EE A5t Abely 18 o] FhskAY Alelw HE
d5ol AstErh T4 a o $5 T4 a3 ol tial Ak
ty ol tl-s-3loF dth(Response). AbolH] Al ®l2 FA 2}
9] footprintol] A} WFEA] 8H53F & o)A Ao A
Astal A-gsh7] f%k A AHS gl AlLE e
Bt AR AR o7 AT JEa HeE A~

138

2023. 12



AO|H S0 S3tHSst7| </et

ALOIE AHte| R SE AtST7|E AT

2.2 THoH=TAIAH
2.2.1 MeisTAI2Eel 7Hd
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(£ 1) Mali=7AIAEH 725 78 1|1 (6)
(Table 1) Comparison of Disaster Recovery System
Construction Types(6)
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