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Design Blockchain as a Service and Smart Contract with Secure Top-k
Search that Improved Accuracy
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ABSTRACT

With advance of cloud computing fechnology, Blockchain as a Service of Cloud Service Provider has been ufilized in various areas
such as e-Commerce and financial companies to manage customer history and distribution history. However, if users’ search history,
purchase history, etc. are to be utiized in a BaaS in areas such as recommendation algorithms and search engine development, the
users’ search queries will be exposed fo the company operating the BaaS, and privacy issues will be occured. Z. Guan et al. ensure
the unlinkability between users’ search query and search result using searchable encryption, and based on the inner product similarity,
they select Top-k results that are highly relevant to the users’ search query. However, there is a problem that the Top-k results selection
may be not possible due to ties of inner product similarity, and BaaS over cloud is not considered. Therefore, this paper solve the
problem of Z. Guan et al. using cosine similarity, so we improve accuracy of search result. And based on this, we design a BaaS with
secure Top-k search that improved accuracy. Furthermore, we design a smart contfracts that preserve privacy of users” search and
obtain Topk search results that are highly relevant to the users’ search.
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Algorithm 1 :
Top-k Records Based on Cosine Similarity

Input : {7 ; | i€[1, DS}, j€[1, BM}, ST
where DS is the number of Data Sources, BN is
the number of Consortium Blockchain Nodes, and &
is the number of records to find.
Output : {reoordi‘j | sim(]i‘j, ST) is in Top—k}
where sim is cosine similarity
Create 7={ }, R={ }
For i=1 to DS

For j=1 to BN :

Add sim(Z , ST) to 1

End For
End For
Sort 7 in descending order
For t=11to k :

Add record, ; corresponding to 7 [t] to R
10. End For
11. Return R

(3% 2) IAR!I FAIL 7]dt Top-k 2|2E EfA
(Figure 2) Top-k records based on cosine similarity
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(Figure 3) Top-k records based on cosine similarity
on random dataset

F7HAQ1 vl a 7hse 7195 ) 1007090 @A
= ¥ B(100,p)E =2
T 4TS AR F, 50079 dIE F 7I9EE m
N ZtE AIZEE 500X ,,,C,, p" (1—p)' A7 &
gl A= F 1007009, g Fx] Ha2d 100p
Mol AW 719 EE Zheth d8a I8 19] Wk
A3} 7o) A9} AAAo] 2 HIE F Topk AA 0
7 WA= Bt S vtk pE 005TH
0.57k4] 0.05¢] 7HAolt}. &, HlF =7} 2he Hat 719 =
MEE S7NEE 5077k o)tk A I8 49} 7o,
oA B E (419 71HS ARRS 7S, wka v
7 28] gAEFS ARESE A9-olth [4]9] 71HE A
Al Al 43.17701¢) Topk XA 0] B3 g A7} ZA)
&, 1 29 ¥ EF AR Al Fd) 4967 €] Topk 41
Aol B7Hse AIt EA3 F 71 AF Bt
58 Topk BFE Mee He 719E7E500Y of 24
5.5340, 1570w Zo) 8.98uf <] Aolrt He & 4 Qlth

IS
s}

w2 inner product similarity
mm cosine similarity

26.42

Average number of Top-k records selection not possible

The number of keywords
203 cllo|EdAlof| Chst (4)2f 7|zt O8l 2 LE|H
ol H|
(Figure 4) Comparison algorithm of (4] with figure
2 on random dataset
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(Table 2) Comparison algorithm of (4) with figure
2 on real dataset

Top-k

Dataset 10 20 30 40 50

(14) (4) 68.81 80.46 88.23 99.43 116.61
our 6.28 8.34 10.94 14.97 16.69

(15) (4) | 4455.87 | 4457.63 | 4484.36 | 4488.04 | 4498.02
our | 1715.91 | 1728.54 | 1732.33 | 1737.62 | 1757.64
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(Table 3) Components for BaaS
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(Figure 5) BaaS environment for secure search
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Procedure 1 : Certificate to Components

1. CA checks personal authentications of all DS,
and DR,, and checks credp,,, of Oryg,.

2. CA sends cert, to each DS,.

. CA sends certp,, SK to each DR,.

4. CA sends cert,,,, SK to each Org,.

(a3l 6) 2IBA g oty
(Figure 6) Procedure that certificate to components
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Procedure 2 : Confirm and Store Record

. DS, sends cert g t0 Peer, ;.

. Peer;; sends cert,, t0 DS,.

DS, checks cert g, a@nd Peer; ; checks cert .

. DS, sends record, ; to Peerw.

. Peer;; makes transaction that contain record,;

and ],, using Figure 8.

6. All Peer;; confirm the transaction whether SK is
applied.

7. Orderers make block that contain the
transaction, and send block to all Peer;,

8. All Peer;, send the block to all Peer;; in Org,.

g~ wWwN =

ij

9. All Peer,; store the block.

(ag 7) yzE= 43 { M 2y

(Figure 7) Procedure that confirm and store record
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(Figure 8) Generate index of record
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Procedure 3 : Send Top-k Records

DR, sends cert ,, to Peer,

Peer, ;sends cert,, to DR
DR, checks cert

DR, makes ST, using Figure 10.
DR, sends ST,k to Peer, ;
Peer; ;sends Top-k records using Figure 11

org, @Nd Peer; ;checks cert

o0k w N =

(a® 9) Top-k BlZ= NE nHy
(Figure 9) Procedure that send Top-k records

Contract 1 : Generate Index of Record Algorithm 2 : Generate Search Token

Input © SK= {8, M, My}, record,; Input : SK= {5, M, M}, Query

where n= | KW , $is (n+1) dimension boolean where Query is the set of keywords what DR,
vector, M,, M, are (n+1)x(n+1) invertible matrix. want

Output : 7,,={v. M7, v, M1} Output : 8T, ={Q,M;", @, M; '}

1. If record,; is in CB : Return 7, ; in CB 1. @,=(0,...,0) where | Q,l =n

2. V,;=(0.....0) where || V. ;[ =n 2. Q,=1(0,...,0), @, = (0,...,0)

3. V,;=(0,..,0), V,;=(0,...,0) where | @, = I @ | =n+1

where | vel= | v, [=n+1 3. Forw=1ton :

4. Forw=1ton : 4. If KWlw] isin Query @ Q,lw]=1

b. If Kwlw] is in record, ; - Vm[w]il 5. End For

6. End For 6. Select r,e={0,1}*, e=0 randomly where X is
7. vi=0,V,,) security parameter and calculate @,= (r,¢Q,)

8. Fort=1ton+1: 8. Fort=1ton+1:

9. If Sltl=0: V. lt]l=v.lt]l= vl 9. If Slt]=0 : Select @,lt], @,t]={0,1} randomly
10.  If Sl¢]=1 : Select V.,[t], V. .lt]{0,1} such that @,[t]+ @,lt] = @,[t]

randomly such that V_,[t]+ V. [t] = V, [t] 10. If Sltl=1: Q,lt]= @,[t] = Q,It]

11. End For 11. End For

12. Return I, ={V, M~ Vv, M} 12. Return S7,={Q,M; ", Q, My '}

(O 10) 2M EZ MY
(Figure 10) Generate search token
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Contract 2 : Return Top-k Records

Input : 87, ={Q,M; ', Q M, '}, k

QOutput : {record,. | Hm(L 7 ST)is in Top— k}
where sim is cosine similarity

1. Create 7I={ }, s={}, s'=1{}, r={}
2. For 1,; in total blocks in CB :

3 Add sim (1, ST,) to I
4. End For

5. Sort 7 in descending order
6

7

8

Search idx that I[idz] > I[k] and closest to k
For t =1 to idx :

. Addt to S

9. End For

10. For t=idz+1 to I 7l :

11.  If I[t] < I[k] : Break loop

12. Add t to S’

13. End For

14. Select distinct ¢ in S’ randomly for (k—idx)

times, and add selected ¢t to S

15. For ¢t in § :

16.  Add record,; corresponding to 1[t] to &

17. End For

18. Return R

(gl 11) Topk BlZE ehet
(Figure 11) Return Top-k records
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