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ABSTRACT

Digital therapeutics (DTx) are ufilized to replace or supplement drug therapy fo freat patienfs. DTx are developed as a mobile
application for portability and convenience. The government requires security verification to be performed on digital medical devices
that manage sensitive information during the fransmission and storage of patient data. Although safety verification is included in the
approval process for DTx, the cybersecurity checklist used as a reference does not reflect the characteristics of mobile applications.
This poses the risk of potentially overlooking vulnerabilities during security verification. This study aims to address this issue by comparing
and analyzing existing items based on the mobile tactics, techniques, and procedures of MITRE ATT&CK, which manages globally known
and occurring vulnerabilities through regular updates. We identify 16 ifems that require improvement and expand the checklist fo 29
items to propose improvement measures. The findings of this study may contribute to the safe development and advancement of DTx

for managing sensitive patient information.
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1. Introduction

Medical systems have been operated in a closed manner
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because data and medical information pertaining to patients
are not intended to be shared. Medical systems are evolving
into smart healthcare systems that utilize data. Furthermore,
the paradigm is shifting from a conventional system that
involves patients visiting hospitals for diagnosis and
treatment to a prevention- and patient-centric model, which
involve patients managing their own health in their daily
lives[1]. Owing to these dynamic changes, the medical
industry has investigated significantly in remote and digital
therapies. According to Research and Markets[2], the global
digital therapeutics (DTx) market is expected to expand at an
average annual rate of 26.7% and reach $6.9 billion by 2025.
In Korea, the official term for DTx is digital therapeutic
device. In February 2023, Somzz, a cognitive therapy
software for improving insomnia, became the first digital
therapeutic device to receive regulatory approval[3].

DTx are software medical devices (SaMDs) that are
designed to not only diagnose, monitor patients, and provide
decision support, but also to prevent, manage, or treat
disabilities or diseases. Specifically, they refer to platforms
that use digital technology for therapeutic interventions[4].
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According to the authors off5], in the context of domestic
DTx, the classification of device usage based on type
indicates that mobile device-based DTx are approximately
three times more common than desktop device-based DTx.
This is due to their development on widely popular mobile
devices that offer portability and convenience.

In Korea, products used for the prevention or treatment of
human or animal diseases are classified as pharmaceuticals or
medical devices based on their physical form, as a separate
category of therapeutic agents does not exist[6]. Despite its
software-based nature, DTx are referred to as a digital
therapeutic device. Furthermore, DTx undergo the same
cybersecurity verification process as the safety review stage
for medical device approval. However, software applications
operating on mobile devices may exhibit different
cybersecurity vulnerabilities than the typical hardware
therapeutic devices. This paper addresses and proposes

solutions to these issues.
2. Background Information

2.1 Importance of DTx Security and
Differentiation from Digital Devices

When a doctor prescribes a digital therapeutic device,
the patient is eligible for its use. When a therapeutic
device is used to treat a patient, the patient information is
acquired by verifying the prescription issued by the doctor
and inputting it into a digital therapeutic device.
Biological changes are recorded and stored during the use
of the device. Accurate treatment records must be
maintained such that doctors can assess the patient’s
condition and prescribe additional treatment accordingly.
Hence, developers obtain the medical records of patients
via the application, which serves as an intermediary for
transferring the acquired medical records to doctors [6].

The official definition of DTx is “SaMDs that provide
evidence-based therapeutic interventions to  prevent,
manage, or ftreat medical disorders or diseases in
patients”[7]. This definition clearly distinguishes DTx from
existing smart medical devices[4].

SaMDs refer to independent software-based medical
devices that perform functions to fulfill the purpose of

medical devices without relying on hardware[7].
Additionally, being evidence based implies the necessity
for medical evidence that aligns with the therapeutic
goals. Clinical trial results should be published in
professional journals or subjected to regulatory reviews;
additionally, evidence and device performance data from
actual clinical settings should be obtained and analyzed[8].
Furthermore, the therapeutic interventions provided by
DTx should serve as a treatment alternative or concurrent
therapy instead of a substitute for medications, thus
distinguishing them from general health management
applications[4]. Figure 1 illustrates the -classification of
DTx based on the delivery form.

e

Medical Device Non-Medical Device

]
Embedded Software
dh
HS- rvstv::: System System Wellness
YS HWHSIW) (SaMD, DTx) =1

(Figure 1) Distinction between DTx and other
medical devices(9)

Hardware and embedded systems are subjected to
verifications to ensure the safety of their physical devices
and the incorporated software. By contrast, DTx products,
which are solely composed of software (particularly mobile
applications), are known for their portability and
accessibility, which increase the probability of exposure to
diverse communication environments and expands the range

of potential attack vectors.

2.2 Mobile App Cyber Threat

A mobile environment allows users to install various
applications freely. However, this implies that malicious
software can be unintentionally installed. In the case of DTx,
which primarily appear in the form of mobile applications,
unauthorized access to information or functional assets can
occur through the exploitation of interapplication
communication functions or vulnerabilities in applications by
malicious software. Additionally, attacks from malicious
attackers in physical proximity can occur via various
near-field communication mechanisms such as NFC,
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Bluetooth, and Wi-Fi. A malicious individual can steal a
smartphone, which results in the risk of data leakage or loss
of critical information. The threat scenarios are illustrated in
Figure 2. For DTx products comprising only software, the
cybersecurity  verification process must be changed
accordingly.

.
XS o R LT T T T P AN D .
-
Patient A Wearable
Device
— Data Flow User Access Y S
Data Transmission === Attack Route y !
B
Hacker

(Figure 2) Mobile App attack scenario

2.3 MITRE ATT&CK Framework

MITRE ATT&CK focuses on the process by which
external adversaries compromise and operate within
computer information networks. It serves as a curated
knowledge base and model for cyber-adversary behavior, as
well as reflect the various phases of an adversary’s attack
lifecycle and the targeted platforms. This framework
comprises the key components illustrated in Figure 3.

In this study, MITRE ATT&CK was used to consider
possible attacks on mobile devices. This framework provides
tactics, techniques, and procedures (TTPs) for various
domains, including enterprises, mobile devices, and ICS,
with specific mechanisms for each element. This study aims
to supplement and enhance existing checklists based on

mobile TTPs and the mitigation measures defined in the
framework[11].

Adversary Group Mitigation

Uses Prevent

Accomplishes —.

(Figure 3) MITRE ATT&CK Mechanism

This framework is used to monitor known adversaries
identified by public and private organizations, which are
then reported in threat intelligence reports. These adversaries
are monitored within ATT&CK using a group object, which
assigns unique IDs to groups, provides group information,
and offers details regarding similar groups, technologies, and
subtechnologies used in the attacks.

The techniques and subtechniques within ATT&CK
represent the details of an adversary’s attack strategy, where
the actions performed to achieve their objectives are
described. These techniques are based on software used by
hackers worldwide. Subtechniques further classify the
behaviors described by the techniques into more specific
descriptions of the manner by which the behavior is used to
achieve an objective. In this study, a higher risk is recorded
when the frequency of technology use in the attack group
increases.

Tactics within ATT&CK describe an adversary’s tactical
objectives or the reasons for performing a specific action.
Fourteen tactics were used, ranging from pre-attack tactics,
which corresponded to the information-acquisition stage for
attack attempts, to tactics that performed the actual attacks.

Mitigations in ATT&CK and CK represent security
concepts and classes of technologies that can be used to
prevent a technique or subtechnique from being successfully
executed by an attacker. These mitigations can be used to
improve an organization’s overall security posture and
reduce the likelihood of successful attacks. MITRE
ATT&CK provides a comprehensive depiction of attack
behaviors, which spans the entire lifecycle of attack
execution and objective attainment. Based on this process,
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suggestions for checklist improvements are proposed.

3. Comparative Analysis using
MITRE ATT&CK

3.1 Cybersecurity Checklist for Stability
Review

According to Article 22 of the Act on Nurturing Medical
Devices Industry and Supporting Innovative Medical
Devices, manufacturers are obligated to submit examination
materials in four stages for medical device approval. During
Stage 2, which focuses on the stability and performance
assessment, the manufacturer is required to present the
results of safety verification based on the medical device
cybersecurity checklist (as shown in Table 1).

(Table 1) Medical Device Cybersecurity Checklist

Category No Requirement
11 Consideration of wired/wireless
" |communication methods
Secure 12 Validation of validity for internal/ external
communication |~ |inputs
Consideration of safe data transmission
13
methods

Use of secure encryption algorithms

21 .
for data transmission and storage

Data protection

2.2 |Secure encryption key management

3.1 |Prevention of data repudiation

3.2 | Consideration of device integrity risks

Device integrity 33 Consideration of control measures such

as anti-malware programs

User Establishment of wuser authentication

o 41
authentication access control measures
Establishment of firmware update
51 .
procedures at regular intervals
50 Consideration of operating system
Software updates and controls

Establishment of EoS and EoL response

maintenance | 5.3
plans

54 |New security vulnerability resporse neasures

Ensuring  integrity when updating
55, L
firmware(e.g,, code signing)

Control measures for physical access

Physical access | 6.1 by unauthorized personnel

Reliability &
availability

Design of countermeasures for cyber

71 security attacks

This entails providing supporting materials such as device

applicability, suitability, and test reports that align with the
checklist items. In addition, the manufacturer must address
the cybersecurity aspects of the device, including the
communication  technology, wusage environment, and
utilization of public networks. The checklist specifies 16
requirements across 7 items.

However, the specified requirements have a broad scope.
The Medical Device Cybersecurity Permit and Examination
Guidelines[8] offer detailed criteria that enable manufacturers
to exclude or add the necessary requirements based on a
product’s  characteristics. Moreover, using the same
cybersecurity checklist designed for physical medical devices
for DTx, which are software applications, is risky, as crucial
security elements specific to mobile applications may be
overlooked.

Based on the attack scenario of the Windshift attack
group provided by MITRE ATT&CK, the mitigation
measures listed in Table 1 were applied. Among the 28 risk
points, 10 were successfully mitigated, which resulted in a
coverage of 35.7%, thus indicating that most attack chains
cannot be effectively disrupted. This is illustrated in Figure
4. The analysis process is summarized in Table 2.

(Table 2) Procedure for analyzing attack technique
coverage

No Contents

Technical analysis of attack group’s attack phases
using MITRE Navigator.

Assignment of risk levels to techniques:

- 1 point : if both detection methods and defensive
measures are specified.

2 |- 2 points : if either detection methods or defensive
measures are specified.

- 3 points: if neither the detection methods nor
defensive measures are specified.

Matching mitigation measures with the existing
checklist in a stepwise manner.

Matching mitigation measures for each phase with
the existing checklist to assess the coverage.
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(Figure 4) Residual risk level for the Windshift
scenario

3.2 Comparison with MITRE ATT&CK

We matched the MITRE ATT&CK Mobile tactics to the
checklist items presented in Figure 5. Based on analysis, we
identify the vulnerabilities and suggest the corresponding
mitigation measures.

MITRE ATT&CK

Mobile

Initial Access

Execution

Privilege Escalation \./‘
i
| e

—

Defense Evasion \" ’

\
Exfiltration
Tmpact Reliability and availability

(Figure 5) Mapping between MITRE ATT &CK
and Cybersecurity Checklist
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Lateral Movement

Collection

Command and Control

Among the original seven checklist items, “physical
access” was excluded from the comparison because it applies
only to hardware-based medical devices. To disrupt the
step-by-step attack chain presented by MITRE ATT&CK,

additional defensive measures were introduced at each
defense stage.

3.3 Secure communication

Secure data transmission methods belong to the
security-communication category. Table 3 presents the
vulnerabilities that may occur due to the characteristics of
mobile  applications. In some cases where the
abovementioned methods were used during security
communication, the validity of SSL/TLS certificates were
not verified adequately, thus allowing future MIMT attacks
to occur. In this case, important data can be hacked through
the theft of administrator accounts. When the mobile
application detects an invalid certificate, it alerts the user
through the UL Furthermore, sensitive data can be encrypted
using a separate encryption layer as an additional defense
mechanism before they are transmitted through an SSL
channel[12].

(Table 3) Vulnerabilities that can arise in Security
Communication

Tactic Vulnerability

Adversaries discover and utilize the desired
data for attacks through functional elements of
Discovery |systems or software, such as location tracking,
network service scanning, and process and
system information discovery.

Deploying oneself as an attacker between two
or more network devices to manipulate
transmitted data or perform subsequent actions
such as endpoint DoS.

Acquiring notification data sent from operating
systems or applications, as well as essential
data from well-known applications used in
daily life.

Collection

Acquiring video files using a camera and
monitoring the physical location of devices.

Searching for important files and data of
interest through searching local system sources.

Change the standard port of a protocol and
generate network traffic to bypass network
Command |data filtering or analysis.

&Control |Adversaries may make, forward, or block
phone calls without user authorization for
various goals

512 olEf &5t (4243)
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3.4 Data protection

Data protection is defined as the protection of data during
transmission and storage using secure encryption algorithms
and secure management of encryption keys. Table 4 lists the
potential vulnerabilities that may arise from mobile device
applications. To address these vulnerabilities, security
verification must be conducted from a security coding
perspective. To prevent API attacks, the use of vulnerable
library functions such as get, sprintf, strcat, strcpy, and
vsprintf must be avoided[13]. In addition, source code
obfuscation should be performed to prevent the theft of
source codes and important information through tampering.

(Table 4) Vulnerabilities that can arise in Data
protection

(Table b) Vulnerabilities that can arise in Device
integrity

Tactic Vulnerability

Executing scripts using built-in  interpreters
such as Unix Shell
Repetitive execution of malware using task

Execution

Tactic Vulnerability

Capture user input such as passwords pasted
by password management programs by
exploiting clipboard manager APls.

Intercept important data from notifications
Credential |(e.g, one-time authentication codes) sent
Access |through media such as email and SNS or
disable notifications.

Search for password storage locations and
acquire credentials.

Resource access through access token theft.

Exfiltrate or steal data through existing
Exfiltration |command and control channels” protocols or

other protocols.

3.5 Device integrity

Device integrity is defined as a method of preventing
data repudiation, designing against device integrity risks, and
establishing control measures using malware programs. Table
5 illustrates the vulnerabilities that may arise from the
characteristics of mobile applications. To address these
vulnerabilities, one must verify whether the permissions used
in the mobile application are consistent with those granted in
the application’s source code and then modify them such
that only the necessary permissions are used. Unnecessarily
granted permissions may be exploited by malicious
applications or viruses[13].

scheduling APIs and libraries

3.6 User authentication

User authentication is an access control measure and
prohibits credential sharing. Table 6 lists the vulnerabilities
that may occur due to the characteristics of mobile
applications. As a countermeasure, biometric authentication
can be used instead of login methods. If the threshold is
exceeded during user authentication, then additional identity
verification is required to access the application[13].

(Table 6) Vulnerabilities that can arise in User
authentication

Tactic Vulnerability

Initial Access through compromised websites.

Access Physical access (unlocking, supply chain theft,
USB attacks).
Bypassing permission escalation mechanisms
Exploiting software vulnerabilities

(applications, ~ services, operating systems,
kernels, etc.) for privilege escalation

Privilege |Executing arbitrary code in the context of
Escalation |other processes by executing code in a
separate live process address space; and
gaining access to the process’s memory,
system/network  resources, and escalated
privileges

Exploiting ~ programming errors in the
software or the kernel, or operating the

Lateral system to execute attacker- controlled code.

Movement Using malicious programs or copying them

onto a device connected via USB.

3.7 Software maintenance

The software maintenance item specifies measures to
ensure the integrity of the system, such as updating the
operating system, establishing an end-of-support (EoS) and
end-of-life (EoL) response plan, developing new security
vulnerability response measures, and ensuring integrity
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during firmware updates. Table 7 lists the potential
vulnerabilities that may arise from mobile device
applications. Most attacks are based on vulnerabilities in the
OS and firmware. To mitigate these problems, improved
versions of applications must be distributed in response to
newly discovered vulnerabilities, and users must update their
applications to the latest version[13]. In addition, measures
should be implemented to ensure that users can access the
application after updating the OS in case of OS defects on
mobile devices. Furthermore, the appropriate measures
should be executed to prevent malicious manipulation of the
application on rooted or jail-breaking devices. As this paper
is intended to be submitted to an academic conference,
non-English characters should be translated to English.

(Table 7) Vulnerabilities that can arise in
Software maintenance

Tactic Vulnerability

Access through compromised websites

Initial - s :
access Physical access (unlocking, supply chain theft,

USB attacks).

Deploying oneself as an attacker between two
or more network devices to manipulate
transmitted data or perform subsequent actions
such as Endpoint DoS.

Collection Acquiring notification data sent from operating

systems or applications, as well as essential
data from well-known applications used in
daily life.

Acquiring video files using a camera and
monitoring the physical location of devices.

Collection Searching for important files and data of

interest from local system sources.

3.8 Reliability and availability

In reliability and availability requirements, a design that
allows for the detection of, resistance against, response
toward, and recovery from cybersecurity attacks is specified.
Table 8 presents the potential vulnerabilities that may arise
from the characteristics of mobile applications. Coding errors
may result in resource depletion, thus ensuring the reliability
and availability of an application. For example, one must
verify whether the application exceeds the threshold for
battery consumption owing to repetitive tasks, excessive

traffic from synchronization, or abnormal resource usage
while being used[13].

(Table 8) Vulnerabilities that can arise in Reliability
and availability

Tactic Vulnerability

Using auto-execution scripts of the basic
operating system or modifying installed
applications to establish persistence.

Persistence
Setting persistence using system mechanisms

that trigger execution based on specific

events.

Bypassing escalation  control

mechanisms.

privilege

Exploiting software vulnerabilities (applications,
services, operating system, kernel, etc) to
Defense |escalate privileges.

Evasion |Executing arbitrary code from a separate live
process’s address space, thereby accessing the
process’s memory, system/network resources,
and escalated privileges by executing the
code via another process.

Preventing legitimate access to user accounts
to disrupt network resource availability, or
deleting and locking accounts to remove
access.

Impact Rendering  access difficult through file

encryption on mobile devices.

Manipulating data and performing DoS
attacks.

Generating outbound traffic for billing fraud

Abusing Android’s Accessibility API to inject
input into the user interface, imitating user
Impact |interaction.

Deleting, changing, or sending SMS messages
or manipulating phone calls without user
authorization.

4. Checklist Improvement

Based on comparison and analysis, we discovered that the
existing security checklist items for medical devices were
insufficient to address the vulnerabilities that may arise in
mobile devices. Based on the comparison results, we
propose improvement measures that include the following
additional items (see Table 9).
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(Table 9) Additional checklist suggestion

Category No Improvement

Alert users through the UI if the mobile

14 application detects an invalid certificate.
Secure Sensitive data should be encrypted with a
communication 15 |separate layer of encryption as a

secondary ~ defense  before  being
transmitted over the SSL channel.

Avoid using vulnerable library functions
2.3 |such as gets, sprintf, strcat, strcpy, and
vsprintf.

Apply source code obfuscation to prevent
reverse  engineering  and  potential
2.4 |exploitation ~ through  source  code
tampering, which can result in the theft
of sensitive information.

Verify  if the permissions used in the
mobile application match the permissions
granted in the application’s source code,
and remove any unnecessary permissions.

Data protection

34

Device integrity To prevent unauthorized manipulation of
the application on rooted or jail-broken
3.5 |devices for malicious purposes, measures
should be implemented to prevent it from

being executed.

Use biometric authentication as an
42 |alternative to IDs and passwords for
application login.

User

authentication Implement access control to immediately

block application access when login
threshold is exceeded and require
additional identity verification for access.

Regularly distribute firmware updates for
56 software  application ~ updates  and
Software "~ |implement access restriction for devices

43

in this study, the coverage could be improved to 44.9%, as
shown in Figure 6. The increases in coverage for each phase
are listed in Table 10.

Total Risk  =====Qriginal Chk Risk  ====Enhancement Chk Risk

(Figure 6) Comparison of Risk Reduction Levels
between the Original Checklist and
the Proposed Checklist based on
the Total Risk Score for each
MITRE ATT&CK Stage

In conclusion, the proposed approach enhanced the
coverage from 12% to 45% across the MITRE ATT&CK
framework, except for the Discovery and Exfiltration phases,
which currently lack appropriate detection and mitigation

measures.

maintenance that are not updated. (Table 10) Improvement in Risk Levels
57 Implement application access for devices
" |using the latest mobile operating system. Original Fixed
Identify coding errors that may cause Category Risk Mitigation Rate
resource depletion that exceeds battery
Reliability and . C(;r&siumphon dlm{)lts, such” as exzsswe Initial Access 15 0 30.0%
availability |/ |'etfic caused by repefifive fasks or Execution 7 6 14.3%
synchronization, or the use of abnormal
resources, to ensure the reliability and Persistence 6 45 15.0%
avall'abﬂlty of 'the'apphcahon : Privilege Escalation 35 5 375%
Provide  guidelines and  education . - %
81 |pertaining to the prevention of security Defense Evasion 205 14 5%
Guid vulnerabilities to application developers. Credential Access 25 05 40.0%
uide - - - -
Provide all instructions or educ.atlon.to Discovery 75 7 42%
82 |users to prevent certain configuration 5
settings or potentially dangerous actions. Lateral Movement 2 1 33.3%
Collection 11 6 29.4%
When applying the existing checklist based on the risk Command and % 14 125%
levels of the 12 techniques of MITRE ATT&CK, coverage Control ]
of 21.6% was achieved. This coverage indicated a lack of Exfiltration 6 6 0.0%
resilience to attacks. However, using the checklist proposed Impact 9 4 5.5%
22 2023. 8
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5. Conclusion

DTx have been used to replace or supplement
conventional treatments and typically involves the
transmission and storage of disease-related patient data using
devices. Although safety verification is included in the
approval process for DTx, the cybersecurity checklist used
for this purpose does not adequately reflect the unique
characteristics of mobile applications. This implies that
vulnerabilities in mobile applications may remain undetected
during verification. Hence, we compared and analyzed the
existing checklist items with globally known and frequently
occurring  vulnerabilities based on mobile TTPs. We
identified areas for improvement in 16 items and expanded
the checklist to include 29 items.

Consequently, when conducting inspections based on the
checklist proposed herein, an attacker’s progression can be
interrupted or delayed through the stages of the attack chain.
The findings of this may contribute to the safe development
and advancement of DTx for managing sensitive patient
information.
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