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Abstract

The purpose of the multiple key agreement protocol is 1o get efficiency in computational and communicational aspects
compared to mulfiple executions of single key agreement protocol. However ID based fripartite multiple key agreement protocols
have been proposed, it Is reporfed that they can not resist unknown key-share attack or impersonction atfack. How 1o design a
secure and efficlent ID-based authenticated tripartite multiple key agreement scheme fo prevent all kinds of attacks remains an
open problem. This paper proposes a muttiple key agreement scheme combing the existing single key agreement profocol with a
key derivation function. The proposed scheme can not only increase computational efficiency compared fo the existing multiple
key agreement protocol, but can ensure security of the proposed schemes by using a security proofed single key agreement
profocol and key derivation function,
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=
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=
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impersonation)

ZZEZ 3 FAR AY Z7) Q71E 2H4A
tEts AL e gzl st gzl A
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AL F e FEZ A Aem LA Q)
o melA seed =0l Uig AHAL F =2
EZo] Ay FYsittn & 4 itk
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Protocol 7] 821 Computational overhead per entity
peiringit AR # Uk FA I AT
ac 8 8 6 3
SW 3 8 8 4 0
Ours 2 3 1 5 16
4. 2 &
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dgoen dd7E B4 TREETE 43 W
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o] A¢d ul o} BF kR Aol A
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