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ABSTRACT

This paper explains frends in security technologies for ICS. Since ICS is usually applied fo large-scale national main infrastructures and
industry fields, minor errors caused by cyberattack could generate enormous economic cost. ICS has different characteristic with
commonly used T systems, so considering security threafs of ICS separately with [T is needed for developing modern security
technology. This paper infroduce framework for ICS that analyzes recent cyberattack tactics & techniques and find out trends in
Infrusion Detection System (IDS) which is representative fechnology for ICS security, and analyzes Al technologies used for IDS.
Specifically, this paper explains data collection and analysis for applying Al techniques, Al models, fechniques for evaluating Al Model.
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(Figure 1) Concept of ICS
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(Table 2) Security weakness and threat factors in ICS
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