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An Access Control Based Privacy Protection Model
in ID Management System
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Abstract

The wulnerability of privacy in the Identity Management System (IMS) is the most pressing concem of ordinary users. Uncertainty
about privacy keeps many users away from ufilization of MS. Therefore, this paper proposes an access-confrol oriented privacy
model for IMS. The proposed model protects privacy using access control techniques with privacy policies in a single circle of
frust. We address characteristics of the components of for the proposed model and describe access confrol procedures. After
that, we show the architecture of privacy enforcement and XML-based schema for privacy policies.
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AlZo] &Rz ]-U:] BB2X(partial order) B A&
Zheth a8 78 54 A dE yehdo

P AF 7Y #Ae AdEAFY #AY
ZA >0, <0, = >, ‘<lEE EHPnL
A& Eo] a7 6014 Medical Office Receipt
purpose$} Medical office info.o] A% 7+e] ®

/ ermpey . W
\Medicai office Feceipt purpose j %nsuranca numrosaj

e ;

‘

ol

(e office nfo. (Medical nfo. retrieval ' Medical insurance info.

Sniailtrar’:ysaétyi;n‘ &argetransa Y ctton

{328 7) Purpose HZ of
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DA A" el H2E

H7|gh Zato|t{A] Hota ™

(B 2) H2 Iy 212

73 e EE e 3=
1P Huhs% 72 el AR 244 | zeloluial Qi
PP_PM Asd 34 Bt | ag AR ol g7 oA 8337

32 Medical Office Receipt purpose’} Medi-
cal office info.RT} 4% AlZFo)|R2 Medical
Office Receipt purpose > Medical office info.
o wiE e

3.2.5 PP{(Privacy Policy): Z2jolHA] X4

TeElolHAR S & 29} Z2 PP_IP), PP_PM
o8 FAgch PP_IPE /UAR AFA7 A
Aete Zato|HA] FHoln JJAEE o]udh
P_IPe] <&, del &2k ol" HRE 371813
e AL HWAgL PP_PML /IQIRR 94
A7y 8A3e Aoz T NAARE AL
& U_PMof 9&jA RJNAEE o3t P_PM]
o8, drt F<h A" FRE A8t A
S HAJEth U_IPAE U_IP2} PP_IP7le) thuj
o AR APFETE B AT AQRRES
718 ZAEs JEHAGAR UIP7L AT 5
Ue-E 9w 3=z MAPEAFAY] Zejold
ANE Z8s £ ok PAE 98E0] 2 A=
o #Fste PP_PMe] o} it} #AZ AMGE
o mEtA AE o]Exh= Al £Egle 9
d o3 FAS Ho weth oA gogH
BEARERLY] FEUl 98 g9EN FYgeR
o}-g#}e} #er} &oldjuk

PP_IPE= U_IP/} O_IPE A|23l= Hga44
oA AGEck olw JHAEL MAFEE AF
& o Al QAR omSt P_IP, AR o}
2 Azt uigk PP_IPE AAs) uwlebA
PP_IPE U_IPo) sisls 2t ARgate] wabA

2 AFo] §x2 4 Utk PP_PMS U_PM
o] AA3H U_SUZ} AHI2Z o]&3ls HAd
Al L7 sk O_IP7} BT u oEA O_IP
g a7 AW dig HAolok Oo_IP= #

249 845 984 OCE UHd. OC= ®
Fo] 93)M PPE HAsA FoEK PP_IPY
PP_PMS AA3}= U_IPS U_PMo] PPARL
w5t PPE AAslet lojA O_IPe A7|vh
F 138 B8 glo] OCY <osiMvt meshd
Bk 2R x A x20 x OF R x A x 20 x
OCZ Zole &3y} otk AT AL =Zelo
HAl REE 48] U_IPe} U_PMo] PPE 4A
3= di4de] O7F ohg OColmz sjQlxete]
HANA Q19 FFHL FA9E F Tk

3.3 E2 Mol Nz|

ArE 2 IDHATYA AT A Zejo]HA|
Agatr] A FIHPEAR A28 RH
ol&3td A AolE FY3tt. AVINE A
" 2deo H Ao AYE AYFh A
28 MAARR AR H2 ANE 838 o
o8 ARTEE Aot

39 2. {2 8 AR 7=

O Access Request =(u, 1, a, 0, p) where u
€U, rER, a€A, 00, psP

2 o

(g

9] 3, 4= A9 29 u, 1, oo USHE A
RHedAYT ARIHPPAEL olgsl] HIA
42 AP F4ER W FHE Y@

4e] 3. AkY Bde) ALGIS

H 32 A2 8HS sYsked SloM Ba
2 8t e Aol

Bol4. 27} 74

- Authorization = inclusive_purpose(p of pp_

pm, p of pp_ip)
" inclusive_role(r of pp_pm, r of pp_ip)

rok

= QIR HEs| (73 15)



DazlAlA-el H2E

HLO

H g Z2j0|HA] 2ot

(E 3) EZHof XM2IHX} &g

% 39 o]
get_oc_set(0) = UocEOT (oc) where 0 € oc 0 — 20C
get_purpose_set(r, oc_set) = (Joc & oc_setget_oc_purpose(r, oc) R_:(ZI?;OC
get_oc_purpose(r, oc) =

p 3, a oc, p) € PP, oc = o’ R_>><2POC

Uocd get_oc_purpose(r, oc’) where (oc, oc) € OCH
get_pm_policy(u, 1, oc) = U x R x 20C
Upp_pm € PP PMpp_pm (ri, ai, oci, ui, di) where (ui=u, ri=r, oci=oc)V1<i<n — PP PM
get_ip_policy(y, r, oc) = U x R x 20C
Upp_ip € PP IPpp_ip (ri, ai, oci, ui, di) where (ui=u, ri=r, oci=oc)V1<i<n — PP IP
inclusive_purpose(p, p) = TRUE p < p’ P xP

FALSE otherwise — Boolean
inclusive_role(r, ¥) = TRUE r > r R xR

FALSE otherwise — Boolean

A7 FHE HZ 84S ol F 3904 A9
¢ 55 o83 FHE K ARE AAYH
AL 7Pt dolu= Al Y greg AR
LAAAI ARF7E AL wolA inclusive
purpose, inclusive_roled] & ztoz A ZE
o|& st Fu o] EF TRUES! ZH 5ol
o IR HES 83Tk dE 9] in-
clusive_role-& 7H?JX§E5{7]-7§ZHQ] i ZQAR
874449 rg 949 oz AHsld o1 2dxn
7F r<rgl 5otk TRUEE #H3sit) & B
832 9] o] FR 7Y 1Y AFH 2AY
Xt} e 7A-9olvt TRUEYS 9ofn|§h)

4. IDZ2] ZelojwA] Beltwndle] x|xw)
TE9} A 27w}

2 FoMe zgd 2dg 3317] 93 A
28] Fze} ZepolAl AR 27|utE Aot
Alz® e ID#E B3 g AHEAE
o] T3t MulAE A Fuly] 98] Qg s
MJAFRE o]gdhcH QA AL 2dS
Agatd Q1Y ZepolHAE BRestet Ut
Zalo]WA] A 2rTupes AAEY FA] B
3 AL A 2l 7ukE T3 Aekei.

OO @

(-4
1
©,
L

4.1 Nag 3x

IDMPEYS @2E Al2H o7ldxe 1Y
8ol Bk & AIAR Ao TS ¢
A AEt s gl i HAFE AT
e ZEREFS AN IDEE A|2H
g FAHE MAARY Hsle AHRAES
A 3 25E Zeth o)AE ARAFTA,
ARALEAL, o)9el] MulAE 83514 3]
A #eshe AHER 2§tk o] 21FES &
(APPLICATION)S 53l A3=He ZE Aujx
o] o]&(Service Usage)°] 7}s3lth Agtste
N&RlTze 7P & 532 MHisg AR A
o} §l=A] PPDEE AX A7}E ‘dojop Fich
PPDE(Privacy Policy Design Engine)= 3 39
HZ Adat g9 Y8 AH(Access Request)

rlo olm o

E Role Audit Data  |*
B
3 PPDE
o CCOSS —
L&+ ';qu;? (Privacy Policy Authorzation, (g rvice 0
?l i Decision Engine)
il
&l

?
u
H G.OB.HOT
3 \ R
| Lomom e || 22
¥

(23 8) IDEEINAH =

10

2006. 2.



DRI ARG MIERTIEE Z2i0[8{A] 2ot

(32 9) Ha A7(o}

I #EE zefojHA] ARl PP_IP, PP_PME
Fxstd 37l Ao HFIZAl AHHAte
JA7F T2l o AstH A EHEQl O_IP,
O_SME gI7}elth <71 dHlolHE Au)A A}
B(Service Usage)sAet AH871s ot Q17d
MAFR oigr B FHL By 9
Z4AL Hlo|El(Audit Data)Z {23t PPDE7}

12 AL

[

4.2 HN|okst BEIe| MY AF|of

# =R ARk 29e IDYe) AsE
of A48 meolwal grel thl AR 2%
F7h rksie 242 m2e Afew 7
zejoluiA] dlolge] o] AsHEE A
o wepd ZejolsiAlHlolEe] Aol glojA =
goluiA] HlolEs] 467t S7kshe Sl o
AT ke AT A3 ZejoluAl Fao]
AAET A ANE F1 PeAlE +9
t}l o] Zgloju|A] A& P3PL} E-P3P, EPAL

<?xml version="1.0" encoding="UTF-8"?>

<PP xmins:xsi="http:iww.w3.0rgi2001/XML Schema-instance

I FAEARE ID#EE] 8748 Add] fE A
AR 37} B 84 BAES 9% &7
o7} Hgsith B =FoA] Qs ID#EE AL
de a3 99 e PP AY ~7nkE wEdh
NAABRE/MFAE 2 EH ‘Alice’® ALE
A7} AHAY o Z AR ‘Medical record’o]] T
3 ‘Doctor’o|AFe] A&o] “Alice’?] 712 ARE
‘Medical office Receipt’e] &2t HZ3}A
v ARSSE wint AR E el AFS Y
g cAlice’d] NQJAR 712 PP_IPE
a3 107 28 XML FHiE BAgo] 1Y 89
A4 do]e o]~ PP_IPY| A5 AFETh
a8 1094 O NYFE 74 3§
AHolth o7]A] <PP_Type>< A& 3
< AR AV)Me F7F AAo|EE PP_IP
ot} <UserlD>& Abg-zle] IDE w3y
<Certification>2 AMAE Zhsl= NAAR
ARE- QISAE Sl|Al(hash) gto2 FA)§HT.
@¢] <Description>ol|= Do HF3= A
o ulgt AHo] risdTh <O>= HAjolH,
<P>& EZHo|t}. <Role>& A HZE F
JE FdgEeIH, <USU>E 54 AAE U
ERlle AEArt & 4 Aok 4714 <Role>
o] ‘Doctor’ o]l A-¢olwt 3718 g 4= 4l
o ¥k <U_SU> Ej17} AR UTE 0|3
<Role> Ej19} ‘& A Z7e=E F3%

<Access_mode>x= AA o] 3 FH F3HS X

.}

>

o

=

" xsi:noNamespaceSchemal_ocation="http:/ix.x.x.x/pixmlipp_schema.xsd">

<Policy>

<PP_Type>PP_IP<PP_Type> <UserlD>Alice’s ID<(UseriD> <Cettification>0e0c¢95d2cacatd</Certification> —-—®

<Description>

<0> <Object_Category>Medical record</Object_Category> <fO>

<P> <P_Type> P_IP <IP_Type> <Purpose> Medical office Receipt </Purpose> <iP>

<Role> Doctor</Role>
<Access_mode>Retrieve</Access_mode>

@

<DescriptionintegrityCheckSum>c748f4df00d698ad2c98act1b0ebc746f4c800dc98at2cb0fcc74af49500d398fF2¢cc

<iDescriptionintegrityCheckSum>
<{Description>

</PolicyintegrityCheckSum>

<PolicyintegrityCheckSum>a36b0fcc71df49400d298a42c92ac31b0aac 1{f494008298f12cc4dac35b0aec7I8f7 } ®

</Policy>
<IPP>

(22! 10) Alice2| 7ol &j7jxi=l of

sh= lEUl YA (T 13)
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DR2A AR HZE

HL-0O

H7|gh Z2jo|#A| Zotnd

coTt —

SP2 /‘l

(3 11) Alice? 2ZFE &= of

A8}l <Description IntegrityCheckSum>-2 <Des-
cription>9] W&o tfdt FZAA(integrity)S 7
A

®9] <PolicyIntegrityCheckSum>2- A4 PP
o i3 FAA4S AARI <Descriptionlntegrity
CheckSum>3} <PolicyIntegrityCheckSum>2- U_
PMo| oJa) SMog Ad € S ok

Ho8 XML27lslz3e A48 RAe
3 109] FHdjojejuo]2Q] PP_IPo|L} PP_PM
9] dlojgjulo] 2o A& HLt o]F PPDEQ A
2 &) AHEE AEAFA Q3] FA =
At 442 5 ik
5. Al =l 2 U 53

EAHAE JiQdo]l VHERE =AM HI3
718 dshs ZEol¥A] doly AR} EAF
o E AL Add BdS A& HRY &
FQ &t Aalel WA A7le AR
st HoA e A% AAe 4P o] A

%
o
Aol sl JAFRI} Bl W} AL =

BouAE AFlE AT BTG dF Sof o
@ B} 53 gees ol AnE vk
£ 12e ARHT AYY GPA

N AgE Fe I HFE %‘%6}
E AFAAE o] AR 23 o84S AR
2 % slolop gk

ol A At 7HA AH] HIAE AT
Bao IFAY QA Bol) slald 1Y
113 22 ID#AEF #7439 daAHRA=HE 9
& 48e 7Hgsta o] 7| AUEIE ol F
3t &) a3dt). Alicers IDAEAI2H] 7} E
o] Sl= %ol COTHod= F 7H9 98 A}
o]EQl SP1, SP27} git} o] F ApolES}H #H
5 Aliced] PP_IPE IDHIA|AE 7}glogs
B AAdged 2 dAdAM tEe Aliced
PP_IP = I3 108 2t} %3 PP_PME
VLT E R FERE EERE FERE
2 1Y 59 Z& JRJIAE 729 19 69
9% 72 19 79 YRLAEAL Beg O
£ A}Ao| Alice7} SP1o] WHEs|A Alicest o
dd 187152 @SS vk Aliced] 3
FARE 2337 A8 Q~@Y CAE 3
S gt 9% wAE 19 129 2ok

I3 12+ SBAR FAEY 19AE H28
3L 9% NEAHRE dojdrt 2~4dAlE 1
WA FBARE HlE E 39 $HE olf
)4 Authorization ruled] &% AINES F
=3th. olgA F2HE AHAL sTEAE AA
Boolean Zt< Az ko= &l TRUEY
it 23" AJFR g HIE Uitk

‘medical information_Medical records’ OC &H&#
1 iSP1o Hx 28 HAoy A5 pp_pm’ S 4B

[ Access Request |
u='SP2' ‘
r='nurse’
a='Retrieve’
o="'Alice's medical inforration’
p='receipt’

ZE 3, 4ofA 7 Aliced pp_ip'et SP19 bp_pm’Ziod
inclusive_role, inciusive_purpose= +&

" Authorization rule C} TRUE or FALSE

Alices] HB5{7tA o) 4S8 ‘pp_ip' & W&

(33 12) HIAo| g=roll 2t el 55
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DA AR L] HZEX | Z2j0juA] 2otRd

<7xml version="1.0" encoding="UTF-8"?>

<PP xmins:xsi="http:ifwanar . w3.0rgl2001/XMLSchema-instance

" xsi:noNamespaceSchemal.ocation="http:#ix.x.x.x/pixml/pp_schema.xsd">

<Policy>

<PP_Type>PP_PM<IPP_Type> <UseriD>SP1’s ID</UserlD> <Certification>6d2b0aac71df2c</Certification> —@

<Description>

<Q> <Object_Category>Medical record</Object_Category> </O>

<P> <P_Type> P_PM </P_Type> <Purpose> Medical info. Retrieval </Purpose> </P>

<Role> Nurse </Role>
<Access_mode>Retrieve</Access_mode>

<DescriptionintegrityCheckSum>4c800494008298f12¢c4ac35b0asc79ac61b0ebc747ad2¢92ac3c4ac3bb1b0aac 1ff

</DescriptionintegrityCheckSum>
<iDescription>

<PolicylntegrityCheckSum>98a42c992ac31b0aac7 ad2c986f4¢800dco8a12¢cbOfcc74af4950ac31b0aac70d398f }

<IPolicyintegrityCheckSum>
<iPolicy>
<iPP>

(72! 13) SP19] 7ielXME QA= of

A8 SP29] NurseZt 54 & 7H &%
A E-mails B 5H02 Y COTHS
o sle YE7BEAA AUEY EHEE
SR8 A A SP1 C2REH MAP Alice
9] FARVES 843 B@~@Y WAE 3
3 A$E HAth & SP19] QAR 8%
=4¢ 1y 139 Rk

[9A 1] SP27} Alice’s medical information
< 8%ske 9AE 3. o] DAldlAE @Al
o] A%s sty H2 87 FHEA u, 1, a, o,
p¢l Access Request AHE A3 A )Lt}

Access Request = (‘SP2’, ‘nurse’, ‘Retrieve’,
‘Alice’s medical information’, ‘receipt’)

[2A 2] SP27} 223 AR dis] A
o WFE At WAl sP27} 2R
Aliced] 9JEAHRE Y go g ol A
8 59 goxmag Aliced ¢8R 7lgizz]
+ ‘medical information_medical records’ ©]t}.
get_oc_set(‘Alice’s medical information’)

- {medical information-Medical records)

[@HA] 3] Nursed] 3o 2= FAg A3}
E SAloltk @419 49 3FH BARY &9
$e A oz ol Fth. o] Hee
SP2¢] Nurse7} SP1 S 2XE AAF Aliced
A8715S 83ste Agol=g SP19 7IIA
SRR BN

get_pm_policy(‘SP1’, ‘nurse’, {medical in-

formation_Medical records})

- PP_PM(R: nurse, A: r, OC: Medical re-
cord, P_PM: Medical info Retrieval)

[GA 4] MAFRY AA/ARD Aliced] 3
S 7HAeE diolth @A 19 oY gn &
A2Y &9 #E 94y @oE o Fgith

get_ip_policy(*Alice’, “doctor’, {medical in-
formation-Medical records})

- PP_IP(R: doctor, A: r, OC: Medical re-
cord, P_IP: Medical office Receipt)

(24 51 /b 7FES ol&3A AUAR
&7l djs] dAse DA otk

Authorization

= Step 39] purpose & role

p: get_purpose_set(‘nurse’, ‘medical in-
formation-Medical records’)

= {‘Medical info. Retrieval’}

I nurse

Step 42] purpose & role

p’: get_purpose_set(‘doctor’, ‘medical in-
formation-Medical records”)

= {‘Medical office Receipt’, ‘Medical of-
fice info., ‘Medical info. Retrieval’}

r’: doctor

= inclusive_purpose({ ‘Medical info. Retrie-
val’}, {‘Medical office Receipt’, ‘Medical of-
fice info., ‘Medical info. Retrieval’})= {‘Medical

312 olEfl HEsts| (72l 13)
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IDBE[A AR Sl H2EX

HL3S

H7|dh Zajo|g{A] BotnE

info. Retrieval’} < {‘Medical office Receipt’,
‘Medical  office  info., ‘Medical info.
Retrieval’})

* inclusive_role(‘nurse’, ‘doctor’)= nurse <
doctor

= TRUE " FALSE - FALSE

@A 5¢] A7} FALSEo|= 2 SP29] Nurse
Aliced] 9BAHHE YS5a1x 2o = A
Y 29 ZzlolyA &Hrlel ARGRE A
o8 J)lwdta FPo) s AR 2HA)
ZetolWA] HloJHE A7Igte 2 JiRde] =g
oAl RHF ]

29

6. 2

ID#e] A2"oA AR ZelojmA s 5
g BHHE N JEE ARRE) ojHe) AR
o] 2fAtolA &7} wolol sl wk=a] FHrlg
e etolMul ANAHRE ALLF =2 F)3lsjo}
) B =R AdAo] HE o]&3d ID
A 2do A ZalojuA] B RdlS Aot
S S4S =93t o)F mdg 93 A%
A AAE Aekln 2dg AL}y 93
IDMP9] A|~¥] ZLZE Holy TS wzt
A 279 AT Eo2 H2 B4 A
H4E AHsy] 98 DHE) 8748 sk
g @] A2"gAY HIEA AYdE Bk

Atd ZelolHA] Hel R DA A 2H]
B85 st ZetolWAl BE v)&o) o
MAFEES ZHAYFN HAARE #A,
Heste AE Aj2FHe JJAEEE 2de
A &89 5 e 74°lt} S5 2
DE AYI=Z FFsn Aty mdlo] v
A G 7¥EE E 5 }UP TR Jlom
2 05 ASAMEBIE 548 JeE g3
gk =3 ID B I =28 F Jde
ALY AMYE 7]Sel AWA[12]S BABIEE

a, Ak zelojwa] FYAolg A&AHow
WANA D F74e] g AUAAR BE
= ZejolHAl A 7)edolz
H
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