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A Role-Based Access Control System API
Supporting External Authority Interface☆

Jin Ma1 Hyunah Kim2 Minjae Park3*

ABSTRACT
In industries that are operating various enterprise systems, new systems are integrated and operated in accordance with each

period. In particular, when a new system is to be integrated, one of the major considerations is the single sign-on part for integrating

and operating the authentication. To implement this authority system using role-based access control method, an extension method

for access control method is needed. Therefore, in this paper, we design an extended role-based access control model for interworking

with legacy authority system and provide its APIs. The extended role-based access control model is a model in which external authority

information, which holds authority information in the authority information, is added. And we describe operations that the REST Web

APIs are based on these models. In this paper, the method is described in the back-end APIs and can be implemented as an

operation of an extended role-based access control system based on the method.

☞ keyword : Role-Based Access Control, External Interface, Web API, Restful API

1. Introduction

Traditionally, the applicability of role-based access control

model to commercial systems is apparent from its widespread

use[1]. Baldwin [2] describes a database system using roles to

control access. Nash and Poland [3] discuss applying role based

access control concept to cryptographic authentication devices

commonly used in the banking industry. In fact, we would like

to apply this concept for manufacturing industry area that had

the legacy authority system.

Generally, in order to apply new authority system, the

legacy authority system should be replaced with the new

authority system. In other words, the existing system should
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disappear and it should be integrated into the new system.

However, in many cases, the user still desires to use legacy

system, too. Therefore, we extend role-based access control

model and implement role based access control interface that

supports legacy authority. It has occasionally introduced a

new system.

2. Related Work

The basic concept of the role-based access control

model[5, 6] has long been proposed and utilized. And there

have also been studies about the standard[7-9]. Also there

have been various studies on design and implement[10-17]

about functionalities. application fields and etc.

Especially, [13, 15] have an in-depth approach to the

model in terms of the model itself and formal specification.

[14, 16] describe role-based access control features in

systems commercial like database Management systems and

MLS systems. Among them, [10, 17] are significant in that

it implies the possibility of expanding the model variously.

Because we are also interested in implementing the system,

[12] it is meaningful in that it deals with aspects of

implementation. We also conducted a new study on the

extension and an implementation method in this study.

http://dx.doi.org/10.7472/jksii.2018.19.2.27
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(Figure 1) An extended role-based access control

model for external authority interface

3. An Extended Role-Based Access

Control Model

The basic role-based access control model[4] is

extended with the group concept that has external or

internal type. When defining an extended role-based

access control model, the following conventions are

useful.

Ÿ S = Subject(User) = A person agent

Ÿ G = Group = A group agent

Ÿ R = Role = Job function or title which defines an

authority level

Ÿ P = Permissions = An approval of a mode of access to

a resource

Ÿ SE = Session = A mapping involving S, G, R and/or P

Ÿ SA = Subject Assignment

Ÿ GA = Group Assignment

Ÿ PA = Permission Assignment

Ÿ RH = Partially ordered Role Hierarchy. RH can also be

written: ≥ (The notation: x ≥ y means that x inherits

the permissions of y.)

- A subject can have a group.

- A group can have multiple roles.

- A role can have multiple subjects.

- A role can have many permissions.

- A permission can be assigned to many roles.

- An operation can be assigned to many permissions.

- A permission can be assigned to many operations.

The extended role-based access control model is able to

integrate with external model or the system like the legacy

model. It is represented in Figure 1, which is depicted above

consisting of objects and relationships.

Main Objects mean subject, group, role and permission

and main relationships mean user assign, group assign, and

permission assign.

4. Back-end System Operations

for User Authentication

In order to apply an extended role-based access control

model to the system, we describe how to run on the

back-end API. In fact, fetching information from the

extended role-based access control model information is a

matter of resources management. However, because it relates

to authentication, it handles not only resources management,

but also authentication management. Considering such things,

we can see that it can be operated as shown figure 2.

A user receives the authentication value that is an access

token through OAuthServer by requesting access token. After

that, the user requests the authority from the server. From

this point, the user can request the permission of extended

role based access control model and retrieve the value.

In the case of OAuth authentication, it will fetch a value

with extended role-based access control model authority

considering external system, so it will be possible to

authenticate by external system which includes value for

access to external system.

Designing Web APIs based on this information are

described in Chapter 4. It is based on restful interface and

is operated through separate methods for users, roles and

permissions.

5. A Role-Based Access Control

System Web APIs for External

Authority Interface

We have described an extended role-based access control

system with functions that consists of users, roles, permissions
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GET: /rbac/users
[
  {
    "userId": "MJPARK",
    "groupId": "ADMIN_GROUP",
    "name": "mjpark",
    "password": "****",
    "description": null,
    "email": null,
    "phone": null,
    "birthday": null,
    "sex": null,
    "position": null,
    "department": null,
    "companyPhone": null,
    "type": null
  }
]

(Table 1) GET method for ‘/rbac/users’ API

GET: /rbac/groups
[
  {
    "groupId": "ADMIN_GROUP",
    "description": "enable duplicated",
    "type": "I",
    "role": [
      {
        "condition": "All",
        "roleId": "ADMIN"
      },
      {
        "condition": "All",
        "roleId": "P_ADMIN"
      },
      {
        "condition": "All",
        "roleId": "E_ADMIN"
      }
    ]
},
{
  "groupId": "EXTERNAL_GROUP",
  "description": "enable duplicated",
  "type": "E",
  "role": [
    {
      "condition": "All",
      "roleId": "ADMIN"
    }
  ]
}
]

(Table 2) GET method for ‘/rbac/groups’ API

(Figure 2) Sequence diagram of system applied the extended role-based access control model

and groups. The relationship between users, roles,

permissions and groups follows the basic role-based access

control model.

The process that the users with id and password log in is

the same as a normal system, but the access to token value,

which is the information to be acquired after log-in, contains

values for access to the related system that is internal or

external.

Table 1, 2, 3, 4, 5, and 6 represent the result of each GET

method by implementation. Especially, in Table 2, 3, and 4,

the groups method has attributes groupId, description, type,
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GET: /rbac/groups/ADMIN_GROUP
{
  "groupId": "ADMIN_GROUP",
  "description": "enable duplicated",
  "type": "I",
  "role": [
    {
      "condition": "All",
      "roleId": "ADMIN"
    },
    {
      "condition": "All",
      "roleId": "E_ADMIN"
    },
    {
      "condition": "All",
      "roleId": "P_ADMIN"
    }
  ]
}

(Table 3) GET method for ‘/rbac/groups/{groupId}’

API has Internal Type

GET: /rbac/groups/EXTERNAL_GROUP
{
  "groupId": "EXTERNAL_GROUP",
  "description": "enable duplicated",
  "type": "E",
  "role": [
    {
      "condition": "All",
      "roleId": "ADMIN"
    }
  ]
}

(Table 4) GET method for ‘/rbac/groups/ {groupId}’

API has External Type

GET: /rbac/roles
[
  {
    "roleId": "ADMIN",
    "description": null,
    "childRole": [
      {
        "roleId": "E_ADMIN",
        "description": null,
        "childRole": [
          {
            "roleId": "POWER_USER",
            "description": null,
            "childRole": []
          }
        ]
      },

(Table 5) GET method for ‘/rbac/roles’ API

      {
        "roleId": "P_ADMIN",
        "description": null,
        "childRole": [
          {
            "roleId": "POWER_USER",
            "description": null,
            "childRole": []
          }
        ]
      },
      {
        "roleId": "POWER_USER",
        "description": null,
        "childRole": []
      }
    ]
  },
  {
    "roleId": "POWER_USER",
    "description": null,
    "childRole": []
  },
  {
    "roleId": "P_ADMIN",
    "description": null,
    "childRole": [
      {
        "roleId": "POWER_USER",
        "description": null,
        "childRole": []
      }
    ]
  },
  {
    "roleId": "E_ADMIN",
    "description": null,
    "childRole": [
      {
        "roleId": "POWER_USER",
        "description": null,
        "childRole": []
      }
    ]
  }
]

GET: /rbac/roles/ADMIN
[
  {
    "roleId": "ADMIN",
    "description": null,
    "childRole": [
      "E_ADMIN",
      "P_ADMIN",
      "POWER_USER"
    ],
    "permission": [
      "1",
      "7",
      "12"
    ]
  }
]

(Table 6) GET method for ‘/rbac/roles/{roleId}’ API

and multi-roles. The attribute ‘type’ has a value ‘I’ or ‘E’.

‘I’ means internal and ‘E’ means external interface to

authority system.
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6. Conclusions

In this paper, we have proposed a new role-based access

control model that is able to be integrated with legacy

authority model. And we describe a method for back-end

operations and how to implement its operating APIs. It

implements back-end API. Besides it can be easily combined

front-end service as restful API.

This is significant for role-based access control model in

that it is not a new attempt in the function extension itself,

but it is a meaningful extension of new functionality of

internetworking with the legacy system.

We expect that it will be operated as service in real

industry that aims to introduce a new system covering the

legacy system
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