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Anomaly Detection Performance Analysis of Neural Networks using
Soundex Algorithm and N-gram Techniques based on System Calls
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Abstract

The weak foundafion of the compufing environment caused information leakage and hacking to be uncontrollable. Therefore,
dynamic control of security threafs and realime reaction o identical or similor types of accidents affer infrusion cre considered
fo be important, As one of the solufions fo solve the prablem, studies on intrusion defection systems are actively being
conducted.

To improve the anomaly IDS using system calls, this study focuses on neural nefworks learning using the soundex dlgorithm
which is designed to change feafure selection and varidble length data info a fixed length leaming pattem. That is, by changing
variable length sequential system call data info a fixed fength behavior paffem wsing the soundex dlgorithm, this study conducted
neurdl networks leaming by using a backpropagation algorithm. The backpropagation neurdl networks technique is applied for
anomdaly detection of system calls using Sendmail Data of UNM to demonstrate ifs performance.

= Keyward : Anomaly Infrusion Detection, Soundex Algorithm, System Calls, Neural Networks
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