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Abstract

This paper propose not only MDIT(Mobile Digital Investment Trust) agent design for Trust Investment under Mobile E-commerce
environment, but dso the symmetric key algorithm 3BC(Bit, Byte ond Block Cypher) and the public encryption algorithm F2mECC
for solving the problems of memory capacity, CPU processing time, and security that mobile environment has.  In Parficular, the
MDIT Security Agent is the banking security project that introduces the concept of investment trust in mobile e-commerce. This
mobile security protocol creates a shared secrete key using F2mECC and then it's value is used for 3BC that is block encryption
fechnique. The security and the processing speed of MDIT agent are enhanced using 3BC and F2mECC.
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User module(x, C){
X : user's account number
C : e-money
x = generate_number();
user pk = generate_private key();
sk=generate shared key(user pk);
sign = EC_sign(x);
data = en 3bc(sk, sign, x, C);
send MDIT (data);
data2=de_3bc (sk, receive(datal));
if (check{ok sign, no)){
data2 = en 3bc(sk, %, C, no);
save_user(dataZ);

}

(3% 5) User Module &112|&

pay module(sk, x1, x2, T){
sk : shared secret key
x1 : payer's account number
X2 : receiver's account number
T : transfer e-money
sign = EC_sign(xl);
data = en_3bc (sk, sign, x1, x2, T, no);
send MDIT (data);
data2=de 3bc(sk, receive(datal));
if (check{ok sign, no}){
data2 = en_3bc(sk, x1, C, noj;
save user (data?2);
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Trust_module (data) {
data : received cipher text
trust _pk = generate_private_key();
sk = generate_shared_key(trust_pk);
datal = de_3bc(sk, data) //
Eo3ld W& (x, sign, C)
if (check(sign, x)){
no = create_trust number();
ok_sign = EC_sign(no);
data2 = en_3bc(sk, %, C, no, ok_sign);
send_user(dataZ);
data3 = en_3bc{sk, %, C, no};
save MDIT_db(data3);

}
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hrust_pay_module(data){

data : received data

datal = de 3bc(sk, data);

if (search_ok(x1l, x2)==TRUE) {
cC=C-1T;
call_trust_rec_module(data};
ok_sign = EC_sign(no);
data2 = ec_3bc(sk, x1, C, no, ok _sign);
send_user(dataZ);
data3 = en_3bc(sk, x1, ¢, no);
save_MDIT db(data3);
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MDIT db(data) {
data : received data
datal = de 3bc(sk, data)
while (!EOF) {
if (search ok(no}}{
data = en 3bc(sk, x, C, no) ;
update db(data);
}
else{
data = en_3bc(sk, x, C, no);
save_db(data);
}
}

}
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ecc_key generation(f(x), a, b, E, P)
{
f(x) : irreducible polynomial
a, b : vector value
E : elliptic curve
P : initial point
input private key(k);
for (i=k ; i>=1; i--){
if (x1 == x2 && yl == y2){
Equal addition(xl, yl);
x2 = x3; y2 = y3;
}
else if (x1 != k2 && yl !'= y2){
Not_equal addition(xl, yi, X2, y2);
x2 = x3; y2 =y3;
}

}
return (kP);

}
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Ecc_encrypt(f(x), a, b, P, kP, n, E, message)

{

f(x) : irreducible polynomial

a, b : vector value

E : elliptic curve

P : initial point

kP : user A's public key

n : point P's order

message : plaintext
input private_key(r);
ecc_key_generation(f(x), a, b, E, P, kP};
e key = concatenate (bin(n, 4), x2);
cipher = e key ® message;
return (cipher)

(38 14) F2mECCE 0|88 &8} th Y12|&

Ecc_decrypt({f(x), a, b, rP, E, n, cipher)

{

f(x) : irreducible polynomial

a, b ! vector value

E : elliptic curve

P : initial point

kP : user A's public key

n : point P's order

cipher : cipher text
input_private key(k);
ecc_key generation(f(x), a, b, E, P, tP};
d key = concatenate (bin{n, 4}, x2);
message = cipher @ d_key;
return{message);
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