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A Lightweight Software-Defined Routing 
Scheme for 5G URLLC in Bottleneck Networks
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ABSTRACT

Machine learning (ML) algorithms have been intended to seamlessly collaborate for enabling intelligent networking in terms of 

massive service differentiation, prediction, and provides high-accuracy recommendation systems. Mobile edge computing (MEC) servers 

are located close to the edge networks to overcome the responsibility for massive requests from user devices and perform local service 

offloading. Moreover, there are required lightweight methods for handling real-time Internet of Things (IoT) communication perspectives, 

especially for ultra-reliable low-latency communication (URLLC) and optimal resource utilization. To overcome the abovementioned 

issues, this paper proposed an intelligent scheme for traffic steering based on the integration of MEC and lightweight ML, namely 

support vector machine (SVM) for effectively routing for lightweight and resource constraint networks. The scheme provides dynamic 

resource handling for the real-time IoT user systems based on the awareness of obvious network statues.  The system evaluations were 

conducted by utillizing computer software simulations, and the proposed approach is remarkably outperformed the conventional 

schemes in terms of significant QoS metrics, including communication latency, reliability, and communication throughput.

☞ keyword : Internet of Things, Quality of Service, Machine Learning, Mobile Edge Computing, Software-Defined Networking

1. Introduction 

The 5th generation (5G) and 6th generation communication 

technologies are intended to perform agile response services 

for user devices with high capability to provide new radio 

(NR) services for massive user terminals. To respond to the 

enlargement of edge networks, millimeter-wave (mmWave) 

enables 5G communication with extensive benefits in terms 

of ultra-high mobility management (UHMM), ultra-high 

communication reliability (UHCR), ultra-high communication 
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bandwidth (UHCBW), ultra-low latency (ULL), and massive 

user services and applications [1-3]. The rapid evolvement of 

massive heterogeneous Internet of Things (HetIoT) devices in 

communications generate immense traffic over networks. 

Bigdata transmission will be suffered at the bottleneck 

fronthaul and backhaul networks which are installed by 

optical environments, and insufficient scalability [4,5]. Future 

mobile services are based on cellular systems which a 

convergence of heterogenous radio gateway devices. New 

Radio technology enables massive of Remote Radio Head 

(RRH) in mesh communications. Ultra-high mobility is 

obligate for high-speed transportation application (Internet of 

Vehicles) and some of Autonomous Internet of Things 

(AIoT). These applications become the over the top (OTT) 

for current applicant and future mobile services research 

trends. The key quality of service (QoS) obligations are 

Ultra-high mobility, Ultra-high Reliable and Ultra-low 

Latency are under the research trends. In the cellular 

networks, the failure access and latency in the radio interface 

degrade the QoS of novelty mobile services and the huge 

challenging issues. Due to the 5G/6G radio access network 

(RAN) environments are integrated of high computing power 
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inherited from mobile cloud computing which located in 

remote area, a comprehensive opportunities and novelty 

technologies have been introduced. Moreover, the Intelligent 

RAN and Edge cloud bring the intelligent RAN resource 

management and orchestration and also intelligent services 

for mobile users. Self-Organizing Network (SON) takes 

advantages from Machine Learning for autonomous resource 

utilization, security, and increase speed of processing periods.

The rest of the paper is organized as the follows. The section 

2 presents the related work. Section 3 presents the proposed 

scheme. Furthermore, section 4 presents the experiment and 

result discussions. And, finally the paper conclusion is 

represented in the section 5.

2. Related Work 

The intelligent edge networks (IEN) aim to deliver 

intelligent services as same as the mobile cloud computing 

(MCC) environment while edge cloud will handle equivalent 

works as the MCC.  It is required to consider the common 

key features, including E2E ULL, UHCR, data integrity, 

bigdata analytic, agile service response, and secured privacy 

[5-7]. ML and deep learning (DL) are under the family of 

artificial intelligence (AI) algorithms and anticipate handling 

the abovementioned challenges and edge network issues [7]. 

ML generally comprises of three types, such as supervised 

learning, unsupervised learning, and reinforcement learning 

(RL) [8-10]. These well-known ML are the components of 

mobile edge computing (MEC) based network to enable the 

intelligent edge computing paradigm. However, the training 

and inference of ML/DL in edge cloud requires numerous 

input dataset from devices, IoT services, resources, traffic, 

application, etc. IEN intends to offer agile resource 

offloading, UHMM, UHCR, edge fault-tolerance, 

load-balancing, and privacy.

Additionally, the appearance of classification approaches 

which are offered by lightweight ML algorithms meet the 

resource constraint application, such as real-time IoT which 

obligates the ultra-reliability low latency communications 

(URRLC) perspectives [10-12]. Support vector machine 

(SVM) approach works well with the less complexity 

network dataset and provides the robustness model for 

reliable classification [12]. The adoption of classification 

approaches in software-defined routing (SDR) for joined 

traffic aware routing will improve the routing experience and 

enhance QoS for time-critical applications. Moreover, the 

lightweight classification processes will be conducted in 

real-time and able to run over the low capacity computation 

unit and less computation overhead for both time and 

physical resources. Due to the control plane of 

software-defined networks (SDN) will be suffered from the 

physical resource limitation, the lightweight approach with 

less computation overhead will be applicable [13-15].

3. The Proposed Scheme  

The proposed traffic steering is based on an amalgamation 

of classifications and recommendations by lightweight ML 

and MEC implementation. Figure 1 demonstrates the 

proposed network architecture which is composed of 

control plane (CP) and data plane (DP). The DP of the 

edge network consists of MEC gateways and massive 

edge servers which are jointly integrated. The MEC server 

takes the main advantage of caching the incoming traffic 

for computation of ML purposes. ML algorithms locate in 

the CP area to compute the cached IoT traffic in the 

MEC servers which are integrated with MEC gateways. 

The MEC servers at the CP contain the entire information 

of the incoming traffic from the MEC gateways and the 

statuses of the MEC servers from massive edge services.
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(Figure 1) Proposed architecture
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Algorithm 1. Network statuses classifications

Input: ′      denotes number 

of  features of training data, and 

′       denotes target features 

with   different values.

Output: Optimal learning model of the data to be 

classified,  .

1. Initialize model classifier 
   ;

2. For each input data:

3. SVM →  Apply SVC constructor with RFB 

Kernel:

′ ′  




∥  ∥ 
4. Fit each model with the data in parallel    process:


        

5. Output model selection decision with incoming 

data: 
   ;

6. Execute the performance and score metrics, 

accuracy;

The proposed scheme contains five processes as 

follows: 

Firstly, the caching of incoming traffic and server 

status: the SDN controller has to monitor and update the 

number of incoming traffic at the MEC server gateway 

and the information of the MEC server statuses based on 

the obvious conditions. Futhermore, the server capacity is 

determined by the serving capacity parameters in terms of 

serving rate, bandwidth, and computing delay of the 

server. 

Secondly, the traffic classification and server 

recommendation are obligated for heterogeneous MEC 

servers which have heterogeneous resource parameters, 

and there are different limitations services to the users. 

Thirdly, the scheme adjusts the classified incoming traffic 

to meet the serving resources. So, different MEC capacities 

will receive a different number of incoming traffic. The 

recommendation processes in this paper are referred to the 

mapping between user traffic and server computation 

resources. SVM classifies the IoT traffic based on the 

capacity of the servers, while the number of IoT traffic 

classes are the same as the number of server classes. Each 

IoT traffic class will recommend to the server based on the 

corresponding server capacity. Furthermore, the server with 

high capacity will receive the traffic class with huge 

numbers, and the lowest-capacity server will receive the 

traffic class with the smallest number.

Fourthly, besides the learning of ML for the traffic and 

server-side, the flow configuration will be maintained and 

countered by the SDN controller. So, the forwarding flows 

configuration will be made based on the ML outcomes. 

Additionally, each IoT forwarding flow has to be updated 

whenever the destination server statuses have changed. The 

unbound works of the CP and DP will be benefited from the 

CP resource offloading times, learning, and the forwarding 

flows configuration. The updated periods can be migrated 

from the real-time DP communication. 

Finally, the MEC servers are proposed to integrate with 

the MEC gateway for buffered purposes. The forwarding 

flows are located in the MEC gateway which is configured 

by the SDN controller. The flow updates are based on the 

various incoming traffic and server capacity. If the incoming 

traffic is stable, the forwarding rules will also keep the 

stability from the update.

Algorithm 1 presents the flow procedure of multiple model 

calculations for fitting the data optimally. The concept of model 

and data parallelism allows the approach to ensure adequate 

computation and communication resource efficiency. The input 

requirement contains the well-processed dataset captured from 

the packet flows. The number of training data with various 

features is denoted as ′  to supervise the model. The target 

features are separated with different class values within ′ . 
Towards the optimal learning model selection, the model 

classifier of the incoming packet, 
   , is assigned and 

each algorithm processes simultaneously to reach the satisfying 

performance metrics. SVM algorithm initiates support vector 

classifier (SVC) from the support of radial basis function 

kernel, ′ ′, with the free parameter  to deal with 

multidimensional non-linear circumstances. After each 

algorithm outcome is appended, the comparison with model 

classifier is fitted in parallel mechanism to determine the 

maximum performance, 
   . After the optimal 

model is chosen, the score metrics will be evaluated 

spontaneously to prove the satisfactory level with Quality of 

Experience (QoE) expectation.
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4. Experimentation and Results 

The system was simulated by comprising into two different 

scenarios, including the conventional schemes, including 

random-based handling (RANDOM-ROUTING) and 

equal-based routing (EQUAL-ROUTING) methods and 

proposed SVM-based software-defined routing (SDNSVM 

-ROUTING). There are 2,500 packets of the incoming traffic 

at the same time, and 5 MEC servers are used to experiment. 

2,500 datasets were generated based on the assumed 5 different 

MEC server behaviors. The random and equal-cost based 

methods were simulated by selecting 2,500 packets randomly 

and configured to forward 500 packets equally for each serving 

MEC server, respectively. Due to the proposed scheme, the 

forwarding flow configuration was based on the output ML 

algorithm.  

The QoS evaluations for massive real-time IoT 

communications, including the proposed and conventional 

schemes, in terms of E2E communications jitters, packet drop 

counts, E2E packet drop ratio, E2E communication reliability, 

and average communication throughput, are expressed in 

Figure 2, Figure 3, Figure 4, Figure 5, and Figure 6, 

respectively. In future communication systems, radio networks 

will generate bigdata of HetIoT traffic that causes the network 

congestion in the radio interface between IoT devices and 

RRH. The real-time IoT user will suffer from the loading delay 

that occurs during MAC scheduling. Consequently, to 

guarantee E2E QoS, a real-time IoT network is required to 

handle both congestions at radio gateways and MEC gateways. 

The proposed scheme provides the systematic handling of IoT 

traffic resources in both radio and MEC gateways. 

(Figure  2)  The comparison of E2E communications jitters 

between proposed and conventional 

schemes.

Figure 2 depicts the comparisons of communciation jitters 

in the network system between the RANDOM-ROUTING, 

SDNSVM-ROUTING, and EQUAL-ROUTING at the metrics 

of 0.209979857 milliseconds, 0.2068964 milliseconds 

(Proposed approach), and 0.234466657 milliseconds, 

respectively. As predicted in the given graphs, the proposed 

SDNSVM-ROUTING contains lowest jitters metrics in each 

communication time. The lowest communication jitter shows  

the optimal network stability. Moreover, the E2E 

communication latency can be lessened when the poor 

conditions at bottleneck areas can be handled. In real-world 

HetIoT systems, massive requests will be required to wait for 

available resources. Due to the limitation of radio resources 

and edge gateways, the stability of the RAN environments will 

be insufficient for massive IoT traffic. These significant issues 

were solved by the proposed scheme which relied on ML 

algorithms for classifying DP resources and recommending the 

incoming traffic according to obvious serving entity statuses. 

So, the systematic handling for both radio and edge gateways 

are accomplished.  Consequently, the E2E optimal resource 

utilization overcomes the ULL latency for both communication 

latency.

(Figure 3) The comparisons of Proposed and 

Conventional Schemes in terms of 

packet drop counts.

Naturally, the packet drop will be lessened whenever the 

congestions can be reduced and the number of packet drop 

will be arising rely on the communication conditions, as 

shown in Figure 3. The proposed scheme outperformed the 
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conventional approaches in any conditions. Each of the 

following scheme shares different metrics 

RANDOM-ROUTING, SDNSVM-ROUTING, and 

EQUAL-ROUTING at 2115.571429, 1285.714286 (proposed 

scheme), and 1848.857143, respectively.  The graphs show 

that the proposed scheme remarkably outperforms the 

conventional approaches, thus, the proposed approach is 

suitable for URLLC applications. 

Figure 4 illustrates the comparison metrics of 

RANDOM-ROUTING, SDNSVM-ROUTING, and EQUAL-ROUTING 

approaches in terms of E2E packet drop ratio in series of 

0.381792479%, 0.232464271%, and 0.333917716%, 

respectively. Based on the given graphs the proposed scheme 

consists lowest E2E communication drop ratio in any 

network situation. In real-word, IoT communicates over 5G 

communications, therefore, the mission-critical IoT 

applications will suffer from highly vulnerable packet drop 

ratios. Especially, lightweight WSN devices that have limited 

resources and communication over unreliable transmission 

protocols. The proposed scheme provides the ideal traffic 

steering for E2E networks and will be significant for future 

HetIoT applications.

(Figure 4) The Packet drop ratio in percents 

comparisons between proposed and 

conventional schemes

Due to the proposed scheme reduces E2E packet drop ratio, 

Figure 5 illustrates the comparisons of communication 

reliability. The average E2E communication reliability of 

RANDOM-ROUTING, SDNSVM-ROUTING, and 

EQUAL-ROUTING with the metric of 

99.61820752%,99.76753573%, and 99.66608228%, 

respectively. And, Figure 6 illustrates the 

communication throughput between the proposed and 

conventional schemes. The proposed scheme 

outperformed the throughput metric over the 

conventional scheme.  While Each of the following 

scheme shares different metrics RANDOM-ROUTING, 

SDNSVM-ROUTING, and EQUAL-ROUTING at 

125.6839429 Mbps, 128.5457714 Mbps, and 

128.5426571 Mbps, respectively.

(Figure 5) The E2E communication reliability 

(Delivery ratio) in percents comparison 

between proposed and conventional 

schemes

(Figure 6) Average throughput comparison 

between proposed and conventional 

schemes

5. Conclusion

This paper presented a lightweight traffic steering scheme 

for massive real-time IoT traffic with multiple edge servers. 

The proposed schemes deliver systematic resource handling 
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based on the recommendation of the ML algorithm. The IoT 

traffic will be balanced for each of the edge gateways relied 

on its serving capacity. Moreover, the scheme improves the 

main key factors of user QoS in terms of reducing E2E 

communication delays and jitters, increasing communication 

reliability, and improving communication throughput, 

therefore, the stability of the communication systems will be 

significantly improved. Moreover, the paper provided the 

lightweight methods which meet the perspective of fronthaul 

MEC network infrastructure and real-time IoT applications. 

Since the MEC network environments suffer from resource 

limitation, the real-time IoT applications required a lightweight 

handling method to perform ULL resource offloading and 

computing. 
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