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블록체인 보안 이슈에 한 분석과 해결 방안에 한 연구☆

A Study on the Analysis and Solutions of the Blockchain Security Issues

노 시 완1 이 경 현2*

Siwan Noh Kyung-Hyune Rhee

요    약

블록체인 기반 근제어 기술은 블론체인의 다양한 활용 사례  하나로 많은 분야에서 개인 없이 사용자 간의 소유권 이 ·

리를 투명하게 수행하고자 하는데 활용하고 있다. 퍼블릭 블록체인이 제공하는 투명성, 비가역성 그리고 분산의 특징은 기존의 근

제어 기술이 제공하지 못했던 새로운 장 을 제공할 수 있도록 도와 다. 하지만 재 블록체인이 직면한 여러 보안 문제로 인해 
기술의 안 성에 한 문제 이 제기되고 있고 이를 기반으로 하는 다른 활용 사례에 한 안 성 문제 역시 다 지고 있다. 본 논문

에서는 블록체인 기반 근제어 기술의 개요와 함께 직면한 여러 보안 문제  표 인 문제에 한 분석과 이를 해결하기 한 

솔루션들에 해 분석한다. 더 나아가 트릴 마에 향을 받지 않는 솔루션과 이를 기반으로 하는 근제어 기술의 모델을 제시한다.

☞ 주제어 : 블록체인, 근제어, 보안, 라이버시

ABSTRACT

A Blockchain-based access control technology is one of the various use cases of blockchain and is used in many areas to 

transparently transfer and manage ownership of data between users without the trusted third party. The characteristics of transparency, 

Irreversibility, and decentralization provided by the public blockchain help to offer new benefits that existing access control technologies 

did not offer. However, various security issues facing the current blockchain are raising the issue of the safety of the technology. 

Therefore, in this paper, we analyze an overview of the blockchain-based access control technology and solutions of the security 

challenges faced. Moreover, we further present solutions that are not affected by the blockchain trilemma and models of access 

control technology based on them.

☞ keyword : blockchain, access control, security, privacy

1. Introduction

Blockchain or a Distributed Ledger Technology(DLT) is 

a technology that manages transactions based on an agreement 
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between participants without the involvement of a trusted third 

party(TTP). In the central database system, when participants 

requested transactions to the administrator, the administrator 

verified the request and updated the contents of the database, 

but there were issues of trust to the administrator and single 

point of failure.

In 2008, an anonymous developer named Satoshi Nakamoto 

announced Bitcoin[1], which manages transactions based on 

agreements among participants without the involvement of the 

centralized manager. Along with the popularity of Bitcoin, 

development of cryptocurrency that added various functions 

or supplemented bitcoin's shortcomings was actively carried 

out. Moreover, not only in the financial sector but also in many 

other areas, blockchain technology can be found[2-8]. 

In the logistics sector, a blockchain-based supply chain 

management platform was proposed to track and manage 

logistics processes in real time by recording the process from 

the production of goods to the final destination. If the logistics 
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record is to be recorded in the blockchain, the contents recorded 

in the blockchain cannot be modified due to the irreversibility 

of the blockchain, thus solving the problem of modifying the 

record and the complexity of the logistics process.

Samsung SDS simplified the shipping process by omitting 

the offline verification of documents created in the process 

by using Nexledgeer[3] which is a blockchain platform that 

they developed, and recording various information collected 

in the container during transport to the blockchain to ensure 

transparency in the shipping process. Wal-Mart in the U.S. 

is also building a system that uses IBM's blockchain 

technology to track the logistics transport process from a 

place of origin to store[4]. Once the system has been 

established, consumers are expected to be able to track 

logistics management history, and managers are expected to 

be able to identify problems that may occur in the shipping 

process in advance.

In the healthcare area[9-10], blockchain technology is used 

for patient-centered management of the Personal Health 

Information(PHI)[5-8]. In the previous medical system, the PHI 

of patients was owned and managed by institutions that 

produced records in the form of electronic medical 

records(EMR), and sharing of records was only possible when 

there were pre-created shared channels. The MIT media lab 

members are trying to solve this problem through an ethereum 

blockchain-based project called MedRec[5-6]. MedRec 

managed the authorization status of the PHI of patients through 

smart contracts to control access to the databases.

This paper aims to analyze various security issues and their 

solutions for data access control, one of the famous use cases 

of blockchain technology. The rest of this paper is organized 

as follows: We first introduce an overview of the blockchain 

technology and blockchain-based access control in Chapter II 

and analyzes issues and solutions that could pose a security 

threat to these access-control technologies in Chapter III, and 

finally, conclude this paper in Chapter IV.

2. Related Work

2.1 Blockchain

Although centralized systems that ensure the reliability of 

a system through a trusted third party(TTP) that is trusted by 

participants in common. However,  trust in a single entity in 

today's Internet environment is not realistic for a number of 

reasons. The blockchain is a distributed database for ensuring 

reliability among unreliable participants without the participation 

of trusted intermediaries. All transactions(i.e., event) occurring 

in blockchain networks are added at regular intervals to the 

local blockchain that all participants own and manage 

individually, in the form of blocks which are sets of records. 

However, if any participant in the network can create a 

block(i.e., not just one participant creating the block), each 

participant in the network will have a different database and 

therefore cannot ensure the reliability of the database.

Bitcoin blockchain solves this problem through a 

proof-of-work(PoW). A particular participant, called a miner, 

creates a new block through the following process:

(1) The miner node collects the transaction records 

   that have not yet been included 

in the blockchain for a certain period of time.

(2) Repeat the calculation until the following formula is 

satisfied with the current difficulty  and hash value of 

the previous block  .

   while      do 

(3) If  is found to satisfy the conditions,       is 

propagated to the blockchain network as a new block.

A node that receives a new block verifies the validity of 

the block and updates the local block chain through the 

following process:

(1) A node that receives block  ′ ′ ′   verifies the 

validity of the block through the following operation.

   ′ ∧   ≤ 

(2) If the block meets the conditions described in (1) then 

connect it to its local blockchain.

By repeating the above process, it is possible to ensure that 

all participants in the system manage their own ledgers 

individually, but all have the same ledger through consensus. 

Blockchain networks can generally be distinguished by public 

blockchain, private blockchain, permissioned blockchain, and 
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permissionless blockchain by regulating read and write 

functionality to network participants[11]. In this paper, we 

focus on the permissionless public blockchain such as Bitcoin 

blockchain. The main characteristics provided by the public 

blockchain are as follows:

 Transparency

Unlike a centralized server, the contents recorded in the 

blockchain are recorded in the local blockchain, which is 

individually managed by all participants, so that anyone can 

check the recorded contents if necessary, and thus ensure 

transparency in the stored records.

 Irreversibility

Records stored in the blockchain are linked to previous 

records in the form of the block at regular interval. In other 

words, blockchain is a data structure in the form of linked 

lists of blocks, which are bundles of records. Each block has 

a hash value of the previous block and a random value called 

a nonce. As previously explained, a nonce is a random 

constant that allows the hash value of the current block to 

meet certain conditions. The probability of solving the 

problem depends on the ability of the mining node. 

As such, each block in the blockchain is linked together, 

and if an attacker modifies the data recorded in the blockchain, 

the hash value of the block   is changed, thereby requiring 

the calculation of a new nonce value that satisfies the condition. 

It is also known that it is impossible in reality because the 

hash value of a block has changed, so the nun value of a child 

block with a modified block must also be changed, but this 

requires a tremendous computational power. Therefore, 

blockchain has a non-inverted characteristic that it is very 

difficult to modify the recorded content.

 Decentralization

In the public blockchain network, all problems that arise 

on the network are dealt with based on agreement from the 

network's participants without the involvement of a network 

administrator. Even if there are developers who develop and 

distribute blockchain protocol updates, mandatory updates are 

not possible like traditional centralized systems. One example 

is Bitcoin's hard fork case.

Although Bitcoin Core Group has maintained and repaired 

Bitcoin core clients, it has recently failed to reach an 

agreement between community members on how to solve the 

issue of scalability. As a result, Bitcoin blockchain was 

hard-forked, resulting in several new altcoin blockchains(e.g., 

bitcoin cash, bitcoin gold).

These decentralized features prevent specific objects from 

being over-authorized, making them the main reason for 

attempting to apply blockchain in a variety of fields.

2.2 Blockchain-based Access Control

In section 2.1 we looked at an overview of the blockchain 

technology and its main features. In this section, we describe 

an overview of the blockchain-based data access control and 

related research that will be focused on in this paper.

Blockchain-based access control[12-13] records access to 

data in the blockchain, enabling anyone to verify access 

rights and prevent third parties from modifying or deleting 

recorded rights. Moreover, it enables data owners to manage 

access to their data without the involvement of a central 

administration agency. In particular, an medical information 

sharing system for mutual communication of patients' 

medical records managed individually by various agencies, 

patients are being utilized as a way to manage access to their 

medical records.

The method of recording rights to specific assets in the 

blockchain was used from Bitcoin. In the bitcoin protocol, 

users create and propagate a transaction to the network, 

including proof of ownership and new ownership transfers. 

All participants in the network validate the validity of the 

transaction and finalize the transaction by including it in the 

blockchain only if it is valid.

The structure of a bitcoin transaction can be divided into 

two parts, as shown in Figure 1. The input field contains a 

digital signature and a current owner’s public key for proof 

of ownership, and the output field contains the address of 

another user to transfer ownership. The network's verifiers 

discard transactions generated by users who do not have 

ownership(i.e., do not have a corresponding secret key).
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(Figure 1) A structure of Bitcoin transaction 

Colored coin[14] extends the basic concept of the bitcoin 

to reality so that specific crypto-currency recorded in the 

blockchain represent real assets(such as real estate, a certain 

amount of cash, etc.). Users can trade assets that present real 

assets between users by recording the transfer of ownership 

in the blockchain transparently. However, there was a limit 

to the lack of legal evidence on the relationship between 

cryptocurrency and real-world assets.

As in the case of Colored coin, trading real-world assets 

requires a third party to ensure the relationship between the 

record of the blockchain and real-world assets. For this 

reason, digital data that does not require a guarantor is now 

used as the object of the trade.

In [15], Zyskind et al. proposed a method that uses the 

blockchain as a distributed hash table to record mapping 

information about who currently owns the data. Based on 

this, a method of trading ownership of mapping information 

to digital data over blockchain was proposed.[12-13].

A user who wants access to data asks the owner of the 

request data to create a blockchain transaction that contains 

information of requested data and transfer ownership. The 

requester demonstrates to the data keeper managing access to 

the database that he has appropriate rights through proof of 

ownership(digital signature). All these access rights are 

recorded in the blockchain, so third parties cannot arbitrarily 

modify or delete them. Moreover, It has the advantage that 

data owners can control access to their data themselves 

without the involvement of intermediaries.

3. Security Issues & Solutions

In Chapter 2, we introduced an overview of blockchain 

and blockchain-based access control. However, there are still 

many problems to achieve the advantages as mentioned 

earlier. In this chapter, we analyze security issues and 

solutions related to blockchain-based access control.

3.1 Performance

The public blockchain network manages the blockchain 

database through an agreement between unreliable participants. 

For example, the average block interval is the average time 

for a block to be created and the block to be propagated to 

all networks to reach an agreement. Therefore, if the maximum 

size of the block is limited, the number of transactions that 

can be processed per hour in the network is limited. For 

example, in the case of Bitcoin, the maximum size of the block 

is 1MB, and the average interval of the block creation is 10 

minutes. On average, most of the Bitcoin transaction records 

have two inputs and three outputs. The structure of the 

transaction described in section 2.2 shows that the number of 

transactions that can be processed per day is approximately 

300,000(about 12,000 per hour, approximately 3-4 per second). 

However, it has a very low throughput compared to about 2,000 

transactions per second by Visa. 

A blockchain-based access control technology creates 

transactions that contain ownership information about the 

shared data, the same as creating a transaction in 

crypto-currency.

In this process, the scalability challenges are encountered 

when an access control service layer is added over a public 

blockchain to avoid creating a new blockchain network through 

hard-fork. Low network throughput can take a long time to 

include the transfer of ownership transactions in the block, 

which results in difficulties in providing stable services and 

in reducing network safety in the blockchain. If the 

performance of the blockchain network is low, it may be 

delayed to include transactions in the block. The low 

performance of the blockchain network does not only reduces 

the availability of services, but also reduces network safety 

by increasing the success rate of attacks on the network.
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(Figure 2) Simulation of Propagation Delay with Increasing Block Size

If a service is built on a network that is a public 

blockchain that already has a stable environment, it is easy 

to deploy and can provide stable services. However, in 

addition to access control service traffic, general transaction 

traffic is always generated, and thus cannot be free from 

scalability issues.

The simplest solution to this problem is to use a 

blockchain network that ensures fast throughput. A typical 

method of improving throughput in the public blockchain is 

to change the consensus algorithm and a reparameterization. 

The PoW method, a typical consensual algorithm, required 

high computing power and when someone created and 

propagated a block, other miners should discard their blocks 

that they were creating, so it was extremely wasteful. As the 

difficulty increases, more and more computational power is 

required to create the block, but the number of miners with 

these high computational power is limited, resulting in the 

problem of centralization of the blockchain miners.

EOS, called the 3rd generation blockchain, improved 

performance by using a Delegated Proof-of-Stake(DPoS)[16] 

as a consensus algorithm.

Under the DPoS method, participants will be given 

different voting rights to select the block producer(BP) based 

on their stake in the network. Users vote to select a group 

of miners to perform the block creation instead of them. 

Compared to the PoW method, it is possible to quickly and 

reliably create blocks by performing mining by designated 

miners(BPs) instead of competitive mining processes. 

However, there is a disadvantage that BP has the potential 

to collude and is more vulnerable to a 51% attack than the 

PoW method.

Another option is to modify the parameters of the 

blockchain protocol(such as the block size limit or the block 

generation interval) to remove the limit on the transactions 

that can be processed per unit hour. However, Croman et al.  

have found that this approach to scale is limited[17]. As 

shown in Figure 2, increasing the size of the block increases 

the bandwidth required during the propagation of the block, 

which increases the propagation delay. Propagation delay 

increases the probability of branching in a blockchain 

network, which can make the network more susceptible to 

other fatal attacks[18-21].

The solutions as mentioned earlier are inherently limited 

due to the blockchain trilemma. Blockchain trilemma refers 

to the problem of worsening one or all of the other attributes 

when attempting to improve one of the attributes of security, 

scalability, and decentralization. For example, EOS has 

improved scalability using the DPoS, but they have worsened 

decentralization and security by delegating blockchain 

network management to a small number of miners.

3.2 Privacy

Transparency is also the most significant advantage of 

blockchain, but it can create privacy issues as ownership 

transfer history is recorded in the blockchain. For example, 

if a patient transfers access to his or her medical data to a 

hospital or research institution, it is possible for a third party 

to track the patient's access control history through graph 

analysis [22-23]. 

Therefore, various methods have been proposed in 

cryptocurrency to solve the problem of exposure to 

transaction history[24-27]. Initially, it was proposed to 

prevent tracking by third parties by bringing together 

participants who wanted to do anonymous transactions 

instead of creating individual transactions [24]. However, the 
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issue of trust for a single object was raised because a trusted 

person was needed to create a mixed transaction.

Monero used a method to prevent the association of I/O 

values of transactions from being tracked over the 

blockchain. Typically, the input field contains a user’s 

signature for proof of ownership, and the output field 

contains a transfer of ownership, which allows third parties 

to track the connectivity of the old transaction to the new 

transaction. In Monero, users can prevent third parties from 

tracking by using Ring signatures [25-26] and Stealth 

addresses [27].

As a way to ensure the anonymity of the sender, the 

sender pre-selects a set of public keys in a particular group 

and creates a transaction with proof of ownership called the 

ring signature generated using them. Verifiers in the network 

can verify the validity of the transaction by verifying its 

signature, but the verifier cannot know precisely who 

generated the signature in the group so that the sender's 

anonymity can be guaranteed.

Stealth address is a disposable address that is used to 

ensure the anonymity of the recipient. The sender selects a 

random number when creating the transaction and generates 

a disposable address based on the recipient's information 

(address) and the selected random number. It is possible to 

use a different address for each transaction since only 

recipients can generate proof of ownership for a disposable 

address using a secret key that corresponds to the address 

used to generate the disposable address (public key).

 

4. Proposed Protocol

4.1 Solution1: Payment channel

In Chapter 3, we analyzed security issues and solutions 

for blockchain-based access control technologies. Many 

known solutions now have limitations in their use due to 

blockchain trilemma. However, solutions exist to avoid 

blockchain trilemma, such as bitcoin blockchain's payment 

channel[28-30] and cross-chain[31-34].

A payment channel uses off-chain processing that 

processes transactions from outside of the blockchain and 

records only state information about them in the blockchain. 

Users create logical channels between them and record the 

initial channel state in the blockchain. The state change due 

to the transaction is recorded only between channel 

participants from outside of the blockchain, and the final 

state is recorded in the blockchain at the end of the channel.

The payment channel uses multi-signature to ensure fairness 

between users. In other words, all participants on the channel 

need to be signed to change the channel's state.

The change in channel state does not require consensus- 

based processes to be included in the block so that speed can 

be guaranteed. Besides, transactions other than initial and final 

are not recorded in the blockchain, thus ensuring user privacy.

The process of the access control protocol based on these 

payment channels is as follows:

(1) A data owner and requester creates a transaction that 

transmits their crypto-currency, which is collateral, to 

multi-signature addresses, and propagates it to the 

blockchain network (initial state transaction).

(2) Create a first state transition transaction, which includes 

proof of ownership for the initial state transaction and 

mapping information to the data, and exchange it with 

each other in the channel.

(3) Based on the initial state transactions recorded in the 

blockchain, the data keeper validates the validity of the 

state and verifies access to the data.

(4) Change the mapping information of the data and repeat 

the procedure (2) to (3).

(5) Propagate the final status transaction to the blockchain 

network to finalize the state of the channel.

Although it is possible to avoid the trilemma problem 

because most processes are performed outside of the 

blockchain, However, it requires the creation of channels 

among all participants and can also create fairness issues in 

the order of the exchange of state change transactions. 

Therefore, in this paper, we introduce how to solve this 

problem using a cross-chain.

4.2 Solution2: Cross-chain

Currently, most blockchain networks provide isolated 

network environments that are incompatible with other 

blockchain networks. Although trust institutions(e.g., 
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(Figure 3) The data requester cannot access the data until the transaction he creates reaches the data owner 

and is consumed, and the data owner cannot pay for the request without disclosing the signature 

for the authorization.

crypto-currency exchange) are used to exchange information 

or values recorded in blockchain to other blockchains, many 

problems such as hacking or trust issues are highlighted. 

However, with cross-chain, it is possible to communicate the 

information recorded in the blockchain to other blockchains 

without the participation of trusted intermediaries.

Cross-chain can be divided into two main categories 

depending on whether the exchanged information can be 

returned to the original blockchain. The two-way exchange 

method[32-34] records the exchange of information in a hub 

blockchain database, but the one-way exchange method[31] 

supports cross-chain transactions between users through an 

unreliable broker who has access to both blockchain 

networks. using a hashed time lock contract(HTLC). The 

difference between the two methods is whether they support 

two-way transactions in which the exchanged information or 

value can return to the original blockchain. In this paper, we 

propose a protocol that uses a one-way method to deliver 

tickets accessible to specific data generated by the data 

owner to the access requester’s blockchain.

Before describing the protocol, we assume that the data 

owners and the requester have a crypto-currency in a 

different blockchain network and already know about the 

identity of the other party and the data that the requester 

wants. We also assume that there exists an unreliable broker 

for cryptocurrency exchanges between data owners and 

requestors and that the broker's information is already 

known.

(1) Data owner A generates a signature   

  and compute (where , 

 ,  are the identifiers of the data owner, the 

requester and the data to be shared, respectively, and  

is a cryptographic hash computation).

(2) Data owner sends   to the data requester.

(3) Data requester transfer his crypto-currency to the data 

owner via the unreliable broker   with the HTLC 

condition.

(4) When a transaction  sent by a data requester 
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Proof-of-Work
Private 

blockchain

Delegated 

Proof-of-Stake

Payment 

channel
Cross-chain

Performance Low High High High Medium

Decentralization High Low Medium Medium High

Security Medium Low Low High High

Interoperability No No No Yes Yes

(Table 1) A Comparison of Methods for Improving the Trilemma Problems

appears in the data owner's blockchain, the data owner 

consumes the transaction by revealing  to the 

blockchain.

(5) The broker   also uses the same revealed signature  

to consume transactions  in the data requester's 

blockchain.

(6) The data requester generates an access request that 

includes information released in the blockchain and his 

signature  and forwards it to the data keeper.

(7) The data keeper provides data to the data requester if the 

following conditions are met:

a. Transaction  and  have already been 

consumed.

b. Results are valid when data owner's signature  and 

data requester's signature  are verified with the 

information contained in the transaction ,.

c. Same HTLC condition   included in transaction 

 and 

In the proposed protocol, we used HTLCs to ensure 

reliability in sharing among unreliable users. Transactions 

 and  are not valid until the signature  

generated by the data owner is made public on the network. 

The generation and exposure of signatures indicates that the 

data owner has received a price for access and at the same 

time represents the owner's permission for the data 

requester's request. Moreover, transactions that are 

transferred by the requester to the broker after the transaction 

is consumed by the data owner, the reliability of transactions 

through the unreliable broker can be guaranteed.

4.3 Comparison 

In Chapter 3, we mentioned blockchain trilemma as a 

problem to consider in blockchain-based access control. The 

two solutions mentioned in Chapter 4 are best suited to 

blockchain-based access control among the various solutions 

for solving the trilemma. Table 1 is a comparison of the 

various solutions available in blockchain-based access 

control.

PoWs used in first-generation crypto-currency such as 

bitcoin provide low performance with competitive mining 

algorithms, but this ensures high decentralization. However, 

it is known that low performance makes it vulnerable to 

multiple attacks, which are considered to change to other 

algorithms, such as proof-of-stake. Private blockchain and 

DPoS algorithms can improve the performance of the 

blockchain, but at the same time they sacrifice the 

decentralization, thereby providing low security as the 

re-centralization of the network entails the problems of 

traditional centralized system.

In contrast, the two solutions proposed in Chapter 4 are 

ways in which you do not have to sacrifice other elements 

to improve one of the three elements of the trilemma. The 

payment channel creates an off-chain channel between users 

and manages the channel's state only between users of the 

channel outside the blockchain, thus ensuring high 

performance. It is also possible to establish a payment 

network that creates these channels across multiple 

blockchains to ensure interoperability between blockchains. 

However, there is no guarantee of high decentralization 

because the payment network is more likely to pass through 

channels with specific nodes that can operate high deposits 

to maintain the channel. It also has the disadvantage of being 
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unsuitable in environments in which intermittent transactions 

occur between users.

Cross-chain can improve performance by distributing the 

throughput it incurs in a blockchain network over multiple 

blockchain networks. Since multiple blockchain networks can 

ensure high decentralization by sharing information and 

values with each other, and many existing attacks target only 

one blockchain network, it is safe unless attacks are made 

simultaneously to attack all blockchain networks around the 

world.

5. Conclusion

In this paper, we explained access control, one of the various 

use cases of blockchain technology, and analyzed various 

security issues associated with blockchain technology. 

Blockchain technology faces many security issues and 

applications based on these blockchain technologies face the 

same problem. A variety of solutions have been proposed, but 

there is no perfect solution to solve all problems at the same 

time. Therefore, in this paper, we analyzed several related 

security issues and possible solutions. Moreover, we proposed 

a method that could be applied to access control technologies, 

minimizing the disadvantages of each solution. We believe that 

understanding and utilization of various solutions will be 

necessary for the next blockchain application research.
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