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ABSTRACT

Under the influence of software security-enhanced development guidelines announced in 2012, secure coding practices become
widely applicable in developing information systems aiming to enhance security capabilities.  Although continuous enhancement
activities for code security is important, management issues for code security have been less addressed in the guidelines. This paper
analyses limitation of secure coding practices from the viewpoint of quality management. In particular this paper suggests structures
and the use of software metrics from coding to maintenance phases so that it can be of help in the future by extending the use
of security metrics.

= keyword : Security Metric, Secure Coding, Code Quality, Security-enhanced development

1.A & SEESG O] PR THUANN B EAE A
ATOEA ofefFl A ERYH AleA AFdh=
QY] | E3= ATE Foo] AFESE of =g SZEFOE NEdhs Ae FHOR Atk o] FFE
Ao]A kg o ola] WA= HoHEA A FA 4 AEFA I A A B BRILFE I
Z718th 20159 % IBM HQHHS|ALE Ao <shd SA NN AAFEE = thker AFolIY ARz 7
AA Ao e0%Ere] WA sbsst 1 = 283%7) e 201235 E Az o] Alles dAl Lokl
DDoSEZ oM, 14%7} SQL 914 A3} ¥ ao] 9= Ao Az g ZRAE F gAejtidel] He BE 224
2 UERRT (1] ©)2% olElF B Bokab e H) Eol tia} Aot AFHL Jih. LZES ] /hE
Zo Zolx 7 glon, B3] ¢ ojZaAo|dx B Bt I3 Eoke Hol =, A8, 54, 98, A
DAL= AA A7de AoT WyET gk Hol Bas 2 AZY T UG SR FriEL
BE obAd AZEY S WET A 1= AL7} thekst Aol T A3 Lz EQ o] JPEEY] 54 F
A o]2olA T glom, T FAET Y= AxES stue 11 HE 7 A9 fFARS dAE g%
o] ZlurEor QA I3 AE = kel the Aotk FAA SR JTEt EF2 Afrid<l
BEe A2FE AAE, FARF AsE MAE §
ol Fgste] HEETy A Th ofd
! School of IT, Sungshin Women’s University, Seongbuk-gu, 02844, BSIMM[3], OWASP®] Open SAMM[4], ¥}o] F 24 T E 9]
Seoul, Korea
: Corresponding author (dseo@sungshin.ac.kr) MS SDL[5]3 Z> S Sl Het =y A AE FoH
[Received 1 July 2016, Reviewed 12 July 2016, Accepted 28 July HOgE S A3t} o5& A|Fo|IYS & F=0
i?l’?]his work was supported by the Sungshin Women’s University = EFSAT, HEel A, HebA e, i?}’%ﬁ], 37t
Rescarch Grant of 2014 T AXES ] T FT] Myt AZ] HetEEE 7
Journal of Internet Computing and Services(JICS) 2016. Aug.: 17(4): 79-86 79

http://dx.doi.org/10.7472/jksii.2016.17.4.79



AZEL JHUE AES 2ot Hot HEHFYY
z87 9o AARA R AZE 0] sutrol slo]= AA] A7)
AxEo] JfutEgro] koAl A tigh AAIA % FH AEA LY FE-2 ARl A3t
U5S shs 2 ZYAFE AAE AT Do U =Y
£33 BSIMMO| Y Open SAMM 7+2 HobZ g ¢
39 HuT o Z2A2 FFAM TG FA B 3. AFe)ZY) ZaA A
A AAE AAACR AsA Rt e He
HAEFOR e £ mEE anEde] Agnell 20124 690 HEE FAAA R 2zE o] 7
2 WA AL AR AR L Fs, f HhE ol B FF A|AE AWAR de]F AAFE
ARG SE3} AAE AS A2FE9 FAAY S5 o) ZA)SH= B otok (weakness) S A 7] 5H AL o))
~—| =4 = — A= T
AMAEE we pAasic 313 9lth Hotebdold Sds oA WA= Zoky
=Y AL v 2tk 2 FeA e 3 dFEE ool 6. mla =
) } - (vulnerability) ] Q1S T3l FE LAAF T EA)3
2NEH, 3 AelMe & aEge) ZAEE A © woromolth 20139 AXE 2mede] Aol
WA Ak 4 FAAE el Fade] BP0 oy qanes gy fRoe Tae
EYS AYsi, 5 o= MEY &85 =gk of % 477)e) HBL GelTh (T 1),
2. BRAF (Z 1) 7Moo Holoks 23
(Table 1) Weakness category in Security-enhanced
oto] el FAORRE ¢hdd LZEY S Jfds) Development
22 e 7180 =¥ O F 7] A AuE H+8@7) A&
F Atk WA, AAE B AotH HQFZ(build SQL 49, AZzA @ A4
security-in) A& iEEﬂcﬂ Nazp AAAL Botadd YHolE | ARAAIE 2IYHE, A HH o
A7) Ao Botr|5S THEE © AL & A 2 A, 9 349 3Y 2T, XQuery
Q= W T XA, A4 2 AW 9L xde) 23 (157) | A, XPath Y, LADPAHY, AZ2A0)E
BSIMM, Open SAMM, MS SDL[5] 5& o|2{3 A %29 ~IUE A9, A oHERY 5
9 ol BSMME) 3 SARE TAste o 2)s | RAAR L TARE BEAL,
e wol BES ABAOT B e ANE T o |smoce gxne 5
T ZH A9 AAS ZEeth BSIMME 2008 =l A u*]H o ﬁ?ﬁ;@?ggw AetEE e
HEmdel S ol 2015 BSIMM 6% 2H 0. oﬂ(aza;)a 748 g A, STAAE 50
o, @A) 7870 NAS tFeE 202709 N SES ) Apns =
FEH AR HIHH FEQR | NULL 29I 93z, 2A43 244 34
R, wAA 2] A 7 Al 2 S ol @l |EAE AUAE 5
AAFEL AATA, Bt T T3l Hel AE wd AEd | AAGA g3 gL e ZE, A2
e 5ol JF ok tEA 2 W JPL Y G) HolH JRxZ 5
%, CERT C 31 Z(6], MISRA-C ®7(7], 382+ APl £& | DNS lookupell ¢]&& wekdR, ok
o 3] sWE B4 2TE 0] ALRIHATIo|= @) | APIAHE
Bl 5= & 7 Ath oI5 EF F2 7fol& 7INke] H
o) EAL ZAME 28 o7, old] Ba =] AEEg o] HREITIO|Es AlfFolF el #gh =
g3 ATdths Holth AR HFA 87 W Hzxe] A=t Hdolw AlFolide] FAS
SHe 548 UEPOR HojFolof sl QAo R bl FH g ok IHlE BFet HERE
Hel A R AA 55 BT & FAE 53 o 7t B tho] Alztell A H.ghe] g3t}
ZafoF ah= PR oItk o £4 MISRA-CS A4 7 WA, AzE A NLEFa FHg AlFolId ¥
A 715 A A 2] ISO/IEC 2626200 BHE3hH, Slell A FA otk AlFolZY ] AT A&HT] 9
80 2016. 8



LTEQ 0] WUES SES 25 Hot HEZF9

AT A B o FARS FAAAE A&HO o] Al FRI HE 22T @A HH
2 AgFofof gt} Ty B Ag A At o A BHHIL ke FAE AT Z2A A
= 7157 AANA AE AaFTe gt 2t 7} A EE7} sk Aotk Y FHO 7 o] AP A F
FTEA 2 202 Yeith o 24, 2014 %0 FF AL 2 et O F JXES ulg o7 FH Q249
7oA AFE 19709 A RAXNE BT A TR FHANEY B4 o] Hefzjofof e, HA OF
GHFH AH L5 AV NTRA = WA A o AAE Baf HlEY 247} oW Wog AAES
F5E QT A7 0% FEOIUAT o)F FrHH e =9 Yol TAR AFgEojof sttt Il B Fs)
2 §ARS HAHA7A PEEFSE Qs A= F AR o] L AI2E g LFIF
18%¢°l ALFA] QFQHTH10]. 0] Fe1o 2 u|-g FA)7} A AERSS AT FFA ST dth

719715 BAE ZEH<
& 7 =3k %

T RZEd o] RHt

N
==

OE;_\.L
n
= [ G < =

79 95, A2 59 /19 - 75 -
FL HQHE WA Aol gelai
ARG FlE GA FRAZY 5 - £
Ag okelsh 2 AAE AN (LD

Ew =2

i

¢

\
JYyHe ‘.a b ES 2 A

HgIRE

Ll

“::;‘ﬁ:; ;fmﬂ’w"' VBN HE SRS BEAM (RGN D
2 )
IS Dbl CEWRRMRER 95D s
VAW ik Sl ) O CARENE R SUA
2%+ &

wEHSHY

¥ MEEN

o)

#HE WEYCE wol 91
£ 3= (Cyclomatic Complexity,
CO% AR5 F E% (Information Flow Analysis, IFC)©]
.CCY IFC & 7t} AAF Y i =g Bgn

o} 97 QE|F o)~ BPEE I 53] CCY A
T 259 =8 B3 dewA 7heAd Abele] Q1
A AdeFE EYCRE Ul glon, oH o]
FE FAFEH7IE12]3 MISRA 29 EFA =
o] cC BHE 102 @X @ AL P
CCH IFC7t &3 WEZJol L E-Falal Het +
Aol B AL o2 AHEET 1 o) F F YR
HOMEA = Y=g 9} QEjso] 29 B3HA Wi
of AHHoZ vYslE A ol A E F Uk
83 Bt HEH] H7| 9J3)A= CCH IFCS 22
TZ HEYHETE FE 9 Hot EAL HlYEE HEY

=

Es
Ao
=

(28 ) Vel el 2 o] AMg-Eolok St Br & A7dAE thE 54¢
(Figure 1) Activities for security-enhanced T sl WEES A olst)
development phases
1) Bekep e Al 4 Mol et 1 9F
AY BANN B 2ATE bR WHE F o et

P37 93 ALH BAE $YL, NLAE 2ATE 2) HoPoRHE B i 739 MER TR E 4
A2 A3 clFekn, A B FE AL 59 Holl mep IS AS F Ak
at7] fgk AYE ATk WS SAlCA e 3) AAZA e sl Bie Botepd 2 Wzl 22
£ A2FE 9840 A8Y FEAN AYHT B LA S AR AR
Hodte SAE AFdth 97 @A HrRe A A, 7)% 1)9] AL HOFEA o] WA ¢101S whed
B ZoE o E AARY =75 At v o7} 9ee uait) o9 AAHA CVSSE Hal=
AT 1SS WRAINA X3 = dshH = 2= & NVD(National Vulnerability Database)[13]¢] 55 3 °F4
At A Betst AL AAE AR A A B R 22510 A 2~¥](Common Vulnerability Scoring System)[14]
MRS orsith
gk QIEUl MEsts| (17343) 81



(E 2) Holopy =2

(Table 2) Weakness list
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(Table 3) Individual Vulnerability level
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