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ABSTRACT

Recently, the environment of a hospital information system is a frend to combine various SMART fechnologies. Accordingly, various
smart devices, such as a smart phone, Tablet PC is utilized in the medical information system. Also, these environments consist of various
applications executing on heterogeneous sensors, devices, systems and networks. In these hospital information systemn environment,
applying a security service by fraditional access control method cause a problems. Most of the existing security system uses the access
control list structure. It is only permitted access defined by an access control matrix such as client name, service object method name.
The major problem with the stafic approach cannot quickly adapt to changed situations.
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Hence, we needs to new security mechanisms which provides more flexible and can be easily adapted to various environments
with very different security requirements. In addition, for addressing the changing of service medical freatment of the patient, the
researching is needed. In this paper, we suggest a dynamic approach to medical information systems in smart mobile environments.
We focus on how to access medical information systems according o dynamic access control methods based on the existence of
the hospital’s information system environments. The physical environments consist of a mobile x-ray imaging devices, dedicated
mobile/general smart devices, PACS, EMR server and authorization server. The soffware environment was developed based on the .Net
Framework for synchronization and monitoring services based on mobile X-ray imaging equipment Windows7 OS. And dedicated a
smart device application, we implemented a dynamic access services through JSP and Java SDK is based on the Android OS. PACS
and mobile X-ray image devices in hospital, medical information between the dedicated smart devices are based on the DICOM
medical image standard information. In addition, EMR information is based on H7.  In order to providing dynamic access control
service, we classify the context of the patients according fo conditions of bio-information such as oxygen saturation, heart rate, BP and
body temperature etc. It shows event trace diagrams which divided info two parts like general situation, emergency situation. And,
we designed the dynamic approach of the medical care information by authentfication method. The authentication Information are
contained ID/PWD, the roles, position and working hours, emergency cerfification codes for emergency patients. General sifuations of
dynamic access control method may have access to medical information by the value of the authentication information. In the case
of an emergency, was to have access to medical information by an emergency code, without the authentication information. And,
we consfructed the medical information integration database scheme that is consist medical information, patienf, medical staff and
medical image information according to medical information standards.y Finally, we show the usefulness of the dynamic access
application service based on the smart devices for execution results of the proposed system according to patient contexts such as
general and emergency situation. Especially, the proposed systems are providing effective medical information services with smart
devices in emergency situation by dynamic access control methods. As results, we expect the proposed systems to be useful for

u-hospital information systems and services.

= keyword : Medical Information Dynamic Access System, Emergency Contfext Condition, Authorization Technology, Smart Mobile

Environments
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