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Design and Implementation of
Java Based Mobile Agent Security System
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Abstract

Big-bang growth of Infemet ond World Wide Web is supplying much infomnation and resowces o nefwork. However, use of
intemet resources is receiving many limitations by bandwidth for most users. But, through Applet way, con solve degradation
prociem that follow on sfatic side and bandwidth of CGl that HTML has. Mobile Agent starts in user's computer fo accompiish
user's specification purpose and achieves wotk moving network. Because code that can perform so is fronsmitted, and s
achieved in network through network, important problem happens o mobile code’s security naturally.

In compufing environment that this research uses this Mobile Agent way that can protect host and agent groping report,
describe problem that happen compasing Mobile Agent relationship concept and Motile Agent, ond do so that may present
method that is studying fo solve these problem, and use method that application is possible actually among presented method
ond design fransfer agent’s security system.
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kpg = KeyPairGenerator.getInstance(“DSA”);
kpg initialize(512, new SecureRandom());
kp = kpg.generateKeyPair();
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Class specPrivate = Class.forName(“java.security.
spec.DSAPrivateKeySpec™);

Class specPublic = Class.forName
(“java.security.spec. DSAPublicKeySpec™);
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| kf = KeyFactory getlnstance(“DSA”; |
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ks = (DSAPrivateKeySpec) kf.getKeySpec
(kp.getPrivate(), specPrivate);

kus = (DSAPublicKeySpec) kf.getKeySpec
(kp.getPublic(),specPublic);

o XA, KeyFactoryolA] PrivateKey$} PublicKey
£ oA 73 FEile WA BT ¥ DSA-
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pk = (DSAPrivateKey)kf.generatePrivate(ks);
puk = (DSAPublicKey)kf.generatePublic(kus);
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| mck=new MosesCertifyKey(“SHALWithDSA”, “ckh”); |
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| signature.initSign(pk); |
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byte[] tmp= sign.getBytes();
signature.update(tmp, 0, tmp.length);
byte[] stmp= signature.sign() ;
System.out.printIn(“sign!”);

YA, A= &9 ¢A9 A vissit. Az
s 0}7]-‘]5“ initSign() A& %: 2 A
AY AF37] A3 FANE AFE =
nitVerify() W4E2 3&3Fch

| signature.nitVerify(puk);
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| signature.update(tmp, 0, tmp.length); |
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if ('signature.verify(stmp)) throw new
SignatureException(“Signature does not match.”);
System.out.println( “verify!” ),

B53lE Wgs 2EY ST wsl E33lE))
o] 2EHY3} Hws }oq BE LS 4 $ ok

String stringtmp=new String(tmp);
if(stringtmp.equals(sign))System.out.println

(“OK! Your’ te Good User!”);

else System.out.printin(“OK! Are You Stupid Cracker?”);

provider SUM version 1.3.1

PrivateKey is 55226721885755090008621686351790734528 8268619065
Got private key's serialVersionUIDZ7776497482533798279
---------------------- END getMosesPrivateKey Missiont

Compare Privatekeys is 55226721R0575509000062160563517907345280268619085
provider SUM version 1.3.1

[Publickey is
19953857259453291161833179306552017717970232600687577988 046185 8745965927
3107603982637925 134870613027 722655 185297480626742793176982397%56965 896982
8674264045

Got public Key's serlalVersionUID1234526332779822332
----------------------- END getMosesPublicKey Mission?

[Conpare Publickeys is

[199530572594582911618331793065528177 179782326 98687577908 Bh6 1850745965927
[310768390283792513087613427722655185297 4086267 427931769823974669658969 82
8670260005

SUNY)IINNDY

U@ UAE KA :SHATwithosa

Hm?l@?—iﬂ 155226721805755 0908006216 8635179 0730528 8268619065
Sign '

verify & B¢

0Kt Your‘re Cood Usert

ATENAE HBA SHa1withdsa

MOt Are Missing Signature Password?

AT 12| E HIRA:SHATwithoSA

H| 3| 3|¢:552267218057550900086216863517907345280268619885
Sign 4 2¢

verify 24 R¢

0K? Your‘re Good User?

AT NS HIBA :SHatwithdsh
no such provider: HAHA java.security.MoSuchProviderException:
at java.security.Security.getEngineClassHame(Security.java:3560)
at jawa._security.Security.getImpl(Security.java:686)
at jawa.security.Signature.getInstance(Signature.java:225)
at MesesCertifyey.verify(MosesCertifyKey.java:aé)
at Testw 1ty .main(Test ity.java:a1)
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